

    
      
          
            
  
F5 Firewall Solutions


Welcome

Welcome to the F5 Firewall Solutions lab at F5 Agility 2020

The content contained here leverages a full DevOps CI/CD
pipeline and is sourced from the GitHub repository at https://github.com/f5devcentral/f5-agility-labs-firewall.
Bugs and Requests for enhancements can be made by
opening an Issue within the repository.
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As headlines continue to lead with DDoS attacks, the reality is
organizations are being compromised by sophisticated attacks which blend
techniques with automated tools to cause delay or disruption to
web-application services. With each news story, IT executives continue
to ask:


	Is my organization prepared to handle floods of HTP traffic?


	Does my team know vulnerabilities and how to mitigate an attack,
while maintaining availability of applications for our customers?




The DDoS Threat Spectrum [https://www.f5.com/pdf/white-papers/ddos-threat-spectrum-wp.pdf]

F5 offers superior application security with a flexible, ICSA-certified
network firewall, ICSA-certified web application firewall and a
comprehensive solution that defends against DDoS attacks by scaling
intelligently to mitigate DDOS attacks and other emerging threats at the
network, session, and application levels.

Protect your reputation and your bottom line with F5 security
solutions:


	Defend against sophisticated attacks to secure internal and customer
data


	Mitigate security risks instantly with virtual patches.


	Maintain availability in the face of large-scale attacks.


	Monitor continuously for application vulnerabilities.




*https://www.f5.com/it-management/solutions/ddos-protection/overview*


Contents:


	1. Class 1: AFM – The Data Center Firewall

	2. Advanced Multi-Layer Firewall Protection

	3. Class - F5 BIG-IP DDoS and DNS DoS Protections

	4. Flowmon Integrated Out-of-path DDoS Solution











          

      

      

    

  

    
      
          
            
  
1. Class 1: AFM – The Data Center Firewall



	1.1. Getting Started

	1.2. Lab 1 – Advanced Firewall Manager (AFM)

	1.3. Lab 2 - AFM Packet Tester, Flow Inspector, Stale Rule Lab

	1.4. Lab 3 - AFM DDoS Lab

	1.5. Lab 4 - Device Management Workflows

	1.6. Lab 5 - Network Security (AFM) Management Workflows

	1.7. Lab 6 - iControl REST API









          

      

      

    

  

    
      
          
            
  
1.1. Getting Started

Please follow the instructions provided by the instructor to start your
lab and access your jump host.


Note

All work for this lab will be performed exclusively from the Windows
jumphost. No installation or interaction with your local system is
required.




1.1.1. Lab Topology

The training lab is accessed over remote desktop connection.

Your administrator will provide login credentials and the URL.

Within each lab environment there are the following Virtual Machines:


	Windows 7 Jumpbox


	Two BIG-IP Virtual Editions (VE) – running TMOS 13.0


	Two BIG-IQ Virtual Editions (VE) – running TMOS 5.2


	LAMP Server (Web Servers)


	DoSServer


	SevOne PLA 2.3.0




[image: image2]


1.1.1.1. Lab Components

Below are all the IP addresses that will be used during the labs. Please
refer back to this page and use the IP addresses assigned to your site.







	
	IP Addresses



	Lampserver

	10.128.20.150, 10.128.20.160, 10.128.20.170














          

      

      

    

  

    
      
          
            
  
1.2. Lab 1 – Advanced Firewall Manager (AFM)



	1.2.1. Lab Overview

	1.2.2. Base BIG-IP Configuration

	1.2.3. Advanced Firewall Manager

	1.2.4. Advanced Firewall Manager (AFM)

	1.2.5. Creating AFM Network Firewall Rules
	1.2.5.1. Default Actions

	1.2.5.2. Rule Hierarchy

	1.2.5.3. Create and View Log Entries

	1.2.5.4. Create a Rule List

	1.2.5.5. Create a Policy with a Rule List

	1.2.5.6. Add the Rule List to a Route Domain

	1.2.5.7. Test the New Firewall Rules

	1.2.5.8. Creating an Additional Rule List for Additional Services

	1.2.5.9. Add Another Rule List to the Policy

	1.2.5.10. Test Access to the Server

	1.2.5.11. Test Access to the Server

	1.2.5.12. Test the New Firewall Rules

	1.2.5.13. View Firewall Reports





	1.2.6. AFM Reference Material





Written for TMOS 13.1.0.1/BIG-IQ 6.0

[image: image0] [image: https://www.icsalabs.com/sites/default/files/imagecache/large_logo/ICSA_Cert_Firewall_WEB.gif]





          

      

      

    

  

    
      
          
            
  
1.2.1. Lab Overview

During this lab, you will configure the BIG-IP system to permit traffic
to multiple backend servers. You will then run simulated user flows
against BIG-IP and verify the traffic flow, reporting and logging of
these flows.




1.2.2. Base BIG-IP Configuration

In this lab, the VE has been configured with the basic system settings
and the VLAN/self-IP configurations required for the BIG-IP to
communicate and pass traffic on the network. We’ll now need to configure
the BIG-IP to pass it to the back-end server.





          

      

      

    

  

    
      
          
            
  
1.2.3. Advanced Firewall Manager

Welcome to Initech! Today is your first day as the principal firewall
engineer, congratulations! The employee you are replacing, Milton, is
rumored to be sitting on a beach in Key West sipping Mai Tai’s and took
his red stapler but left no documentation…

The marketing team, now led by Bill Lumbergh, launched a new campaign
for Initech’s TPS reports overnight and no one can access the web
server. The only information the web server administrators know is that
the IP address of the Web server is 10.30.0.50 and that Mr. Lumbergh is
furious the world does not know about the glory of TPS reports!!

Let’s start by testing the web server to verify. On your workstation
open a browser (we prefer you use the Chrome shortcut labeled BIG-IP UI,
all the tabs are pre-populated) and enter the address of the web server
(http://10.30.0.50). No Bueno! Let’s see if we can even ping the host.
Launch a command prompt (startrun cmd) and type ‘ping 10.30.0.50’.
Bueno! Looks like the server is up and responding to pings, as such,
this is likely not a network connectivity issue.

You ask one of your colleagues, who just got out of his meeting with the
Bob’s, if he knows the IP address of the firewall. He recalls the
firewall they would traverse for this communication is
bigip2.dnstest.lab and its management IP address is 192.168.1.150. In
your browser, open a new tab (of if you’re using Chrome open the tab
with bigip2.dnslab.lab) and navigate to https://192.168.1.150. The
credentials to log into the device are username: admin and password:
401elliottW! (these can also be found on the login banner of the device
for convenience). Note if you receive a security warning it is ok to
proceed to the site and add as a trusted site.

F5? F5 makes a data center firewall? Maybe I should do a little reading
about what the F5 firewall is before I proceed deeper into the lab…





          

      

      

    

  

    
      
          
            
  
1.2.4. Advanced Firewall Manager (AFM)

Advanced Firewall Manager (AFM) is a module that was added to TMOS in
version 11.3. F5 BIG-IP Advanced Firewall Manager™ (AFM) is a high-performance ICSA
certified, stateful, full-proxy network firewall designed to guard data centers against incoming threats
that enter the network on the most widely deployed protocols—including
HTTP/S, SMTP, DNS, SIP, and FTP.

By aligning firewall policies with the applications, they protect,
BIG-IP AFM streamlines application deployment, security, and monitoring.
With its scalability, security and simplicity, BIG-IP AFM forms the core
of the F5 application delivery firewall solution.

[image: image4]

Some facts below about AFM and its functionality:


	Advanced Firewall Manager (AFM) provides “Shallow” packet inspection
while Application Security Manager (ASM) provides “Deep” packet
inspection. By this we mean that AFM is concerned with source IP
address and port, destination IP address and port, and protocol (this
is also known as 5-tuple/quintuple filtering).


	AFM is used to allow/deny a connection before deep packet inspection
ever takes place, think of it as the first line of firewall defense.


	AFM is many firewalls in one. You can apply L4 firewall rules to ALL
addresses on the BIG-IP or you can specify BIG-IP configuration
objects (route domains, virtual server, self-IP, and Management-IP).


	AFM runs in 2 modes: ADC mode and Firewall mode. ADC mode
is called a “blacklist”, all traffic is allowed to BIG-IP except
traffic that is explicitly DENIED (this is a negative security
model). Firewall mode is called a “whitelist”, all traffic is
denied to BIG-IP except traffic that is explicitly ALLOWED. The
latter is typically used when the customer only wants to use us as a
firewall or with LTM.


	We are enabling “SERVICE DEFENSE IN DEPTH” versus traditional
“DEFENSE IN DEPTH”. This means, instead of using multiple shallow and
deep packet inspection devices inline increasing infrastructure
complexity and latency, we are offering these capabilities on a
single platform.


	AFM is an ACL based firewall. In the old days, we used to firewall
networks using simple packet filters. With a packet filter, if a
packet doesn’t match the filter it is allowed (not good). With AFM,
if a packet does not match criteria, the packet is dropped.


	AFM is a stateful packet inspection (SPI) firewall. This means that
BIG-IP is aware of new packets coming to/from BIG-IP, existing
packets, and rogue packets.


	AFM adds more than 100 L2-4 denial of service attack vector
detections and mitigations. This may be combined with ASM to provide
L4-7 protection.


	Application Delivery Firewall is the service defense in depth
layering mentioned earlier. On top of a simple L4 network firewall,
you may add access policy and controls from L4-7 with APM (Access
Policy Manager), or add L7 deep packet inspection with ASM (web
application firewall), You can add DNS DOS mitigation with LTM DNS
Express and GTM + DNSSEC. These modules make up the entire
Application Delivery Firewall (ADF) solution.








          

      

      

    

  

    
      
          
            
  
1.2.5. Creating AFM Network Firewall Rules

For this lab, you will complete the following sections:



	1.2.5.1. Default Actions

	1.2.5.2. Rule Hierarchy

	1.2.5.3. Create and View Log Entries

	1.2.5.4. Create a Rule List

	1.2.5.5. Create a Policy with a Rule List

	1.2.5.6. Add the Rule List to a Route Domain

	1.2.5.7. Test the New Firewall Rules

	1.2.5.8. Creating an Additional Rule List for Additional Services

	1.2.5.9. Add Another Rule List to the Policy

	1.2.5.10. Test Access to the Server

	1.2.5.11. Test Access to the Server

	1.2.5.12. Test the New Firewall Rules

	1.2.5.13. View Firewall Reports









          

      

      

    

  

    
      
          
            
  
1.2.5.1. Default Actions

The BIG-IP® Network Firewall provides policy-based access
control to and from address and port pairs, inside and outside of your
network. Using a combination of contexts, the network firewall can apply
rules in many ways, including: at a global level, on a per-virtual
server level, and even for the management port or a self IP address.
Firewall rules can be combined in a firewall policy, which can contain
multiple context and address pairs, and is applied directly to a virtual
server.

By default, the Network Firewall is configured in ADC mode, a
default allow configuration, in which all traffic is allowed through the
firewall, and any traffic you want to block must be explicitly
specified.

The system is configured in this mode by default so all traffic on your
system continues to pass after you provision the Advanced Firewall
Manager. You should create appropriate firewall rules to allow necessary
traffic to pass before you switch the Advanced Firewall Manager to
Firewall mode. In Firewall mode, a default deny configuration, all
traffic is blocked through the firewall, and any traffic you want to
allow through the firewall must be explicitly specified.

The BIG-IP® Network Firewall provides policy-based access
control to and from address and port pairs, inside and outside of your
network. By default, the network firewall is configured in ADC mode,
which is a default allow configuration, in which all traffic is
allowed to virtual servers and self IPs on the system, and any traffic
you want to block must be explicitly specified. This applies only to the
Virtual Server & Self IP level on the system.


Important

Even though the system is in a default allow configuration, if a packet matches no rule in any context on the firewall, a Global Drop rule drops the traffic.







          

      

      

    

  

    
      
          
            
  
1.2.5.2. Rule Hierarchy

With the BIG-IP® Network Firewall, you use a context to
configure the level of specificity of a firewall rule or policy. For
example, you might make a global context rule to block ICMP ping
messages, and you might make a virtual server context rule to allow only
a specific network to access an application.

Context is processed in this order:


	Global


	Route domain


	Virtual server / self IP


	Management port*


	Global drop*




The firewall processes policies and rules in order, progressing from the
global context, to the route domain context, and then to either the
virtual server or self IP context. Management port rules are processed
separately, and are not processed after previous rules. Rules can be
viewed in one list, and viewed and reorganized separately within each
context. You can enforce a firewall policy on any context except the
management port. You can also stage a firewall policy in any context
except management.


Tip

You cannot configure or change the Global Drop context. The Global Drop context is the final context for traffic. Note that even though it is a global context, it is not processed first, like the main global context, but last. If a packet matches no rule in any previous context, the Global Drop rule drops the traffic.



[image: ../../_images/firewall_processing.png]




          

      

      

    

  

    
      
          
            
  
1.2.5.3. Create and View Log Entries

In this section, you will generate various types of traffic through the
firewall as you did previously, but now you will view the log entries
using the network firewall log. Open your web browser and once again try
to access http://10.30.0.50. Also, try to ping 10.30.0.50.

Open the Security > Event Logs > Network > Firewall page on
bigip2.dnstest.lab (192.168.1.150). The log file shows the ping requests
are being accepted and the web traffic is being dropped:

[image: image6]

Although we will not configure external logging in this lab, you should
be aware that the BIG-IP supports high speed external logging in various
formats including SevOne, Splunk and ArcSight.





          

      

      

    

  

    
      
          
            
  
1.2.5.4. Create a Rule List

Rule lists are a way to group a set of individual rules together and
apply them to the active rule base as a group. A typical use of a rule
list would be for a set of applications that have common requirements
for access protocols and ports. As an example, most web applications
would require TCP port 80 for HTTP and TCP port 443 for SSL/TLS. You
could create a Rule list with these protocols, and apply them to each of
your virtual servers.

Let’s examine some of the default rule lists that are included with AFM.

Go to Security >Network Firewall > Rule Lists. They are:


	_sys_self_allow_all


	_sys_self_allow_defaults


	_sys_self_allow_management




[image: image7]

If you click on _sys_self_allow_management you’ll see that it is
made up of two different rules that will allow management traffic (port
22/SSH and port 443 HTTPS). Instead of applying multiple rules over and
over across multiple servers, you can put them in a rule list and then
apply the rule list as an ACL.

[image: image8]

On bigip2.dnstest.lab (192.168.1.150) create a rule list to allow Web
traffic. A logical container must be created before the individual rules
can be added. You will create a list with two rules, to allow port 80
(HTTP) and reject traffic from a specific IP subnet. First you need to
create a container for the rules by going to:

Security > Network Firewall > Rule Lists and select Create.

For the Name enter web_rule_list, provide an optional
description and then click Finished.

[image: image9]

Edit the web_rule_list by selecting it in the Rule Lists table, then
click the Add button in the Rules section. Here you will add two
rules into the list; the first is a rule to allow HTTP.

[image: image10]







	Name

	allow_http





	Protocol

	TCP



	Source

	Leave at Default of Any



	Destination Address

	Specify…10.30.0.50, then click Add



	Destination Port

	Specify… Port 80, then click Add



	Action

	Accept-Decisively



	Logging

	Enabled






[image: image11]

Select Repeat when done.

Create another rule to reject all access from the 10.20.0.0/24 network.







	Name

	reject_10_20_0_0





	Protocol

	Any



	Source

	Specify…Address 10.20.0.0/24,
then click Add



	Destination Address

	Any



	Destination Port

	Any



	Action

	Reject



	Logging

	Enabled






Select Finished when completed. When you exit, you’ll notice the
reject rule is after the allow_http rule. This means that HTTP
traffic from 10.20.0.0/24 will be accepted, while all other traffic from
this subnet will be rejected based on the ordering of the rules as seen
below:

[image: image12]





          

      

      

    

  

    
      
          
            
  
1.2.5.5. Create a Policy with a Rule List

Policies are a way to group a set of individual rules together and apply
them to the active policy base as a group. A typical use of a policy
list would be for a set of rule lists that have common requirements for
access protocols and ports.

Create a policy list to allow the traffic you created in the rule list
in the previous section. A logical container must be created before the
individual rules can be added. First you need to create a container for
the policy by going to:

Security > Network Firewall > Policies and select Create.

You’ll notice that before Milton detached from Initech, he created a
global policy named ‘Global’ to allow basic connectivity to make
troubleshooting easier.

For the Name enter rd_0_policy, provide an optional description
and then click Finished.
(Note: We commonly use “RD” in our rules to help reference the “Route
Domain”, default is 0)

[image: image13]

Edit the rd_0_policy by selecting it in the Policy Lists table, then
click the Add Rule List button. Here you will add the rule list you
created in the previous section. For the Name, start typing
web_rule_list, you will notice the name will auto complete, select
the rule list /Common/web_rule_list, provide an optional description
and then click Done Editing.

[image: image14]

When finished your policy should look like the screen shot below.

[image: image15]

You will notice the changes are unsaved and need to be committed to the
system. This is a nice feature to have enabled to verify you want to
commit the changes you’ve just made without a change automatically being
implemented.

To commit the change, simply click “Commit Changes to System”
located at the top of the screen.

[image: image16]

Once committed you’ll notice the rule now becomes active and the
previous commit warning is removed.

[image: image17]





          

      

      

    

  

    
      
          
            
  
1.2.5.6. Add the Rule List to a Route Domain

In this section, you are going to attach the rule to a route domain
using the Security selection in the top bar within the Route
Domain GUI interface.

Go to Network, then click on Route Domains, then select the
hyperlink for route domain 0.

Now click on the Security top bar selection, which is a new option
that was added in version 11.3.

In the Network Firewall section, set the Enforcement: to “Enabled…”.

Select the Policy you just created, “rd_0_policy” and click
Update.

[image: image18]

Review the rules that are now applied to this route domain by navigating
to:

Security > Network Firewall > Active Rules.

From the Context Filter select Route Domain 0. You can expand
the web_rule_list by clicking the plus sign, your screen should look
similar to the below screen shot.

[image: image19]





          

      

      

    

  

    
      
          
            
  
1.2.5.7. Test the New Firewall Rules

Once again you will generate traffic through the BIG-IP AFM and then
view the AFM (firewall) logs.


	Ping 10.30.0.50


	Open a new Web browser and access http://10.30.0.50


	Open a new Web browser and access http://10.30.0.50:8081


	SSH to 10.30.0.50 using Web Server shortcut (PUTTY) on desktop.




In the Configuration Utility, open the Security > Event Logs > Network
> Firewall page.

Access for port 80 was granted to a host using the web_rule_list:
allow_http rule.

[image: image20]

Requests for port 8081, and 22 were all rejected due to the
reject_10_20_0_0 rule.

[image: image21]

You may verify this, by going to Security > Network Firewall > Active
Rules, then selecting the context for route domain 0. Note the
Count field next to each rule as seen below. Also note how each rule
will also provide a Latest Matched field so you will know the last
time each rule was matched:

[image: image22]

Congratulations! Day one and you’ve already saved the day. Hang on,
something isn’t right, the images Mr. Lumbergh talked about are not
populating, they look like broken links.

[image: image23]

Let’s refresh the web page once more and see what the logs show….

[image: image24]

If we follow the flow we can see the traffic to 10.30.0.50 is permitted
on port 80 however; there appears to be a second connection attempting
to open to another server, 10.40.0.50, also on port 80 (glad we put in
that reject rule and are logging all the traffic flows). Let’s look at
how this web page is written. To view the page source details, simply
right click anywhere on the 10.30.0.50 web page and select “view
page source”

[image: image25]

Very interesting, it appears there are two images and they are links to
another server which appear to be a server on the application network,
which is also a link off of the firewall. You can verify this by looking
at the network settings on the BIG-IP found under: Network > VLANs
and/or Network > Self IPs. To resolve, let’s create another rule list
for this network as well to keep the rule lists separated for security
reasons.





          

      

      

    

  

    
      
          
            
  
1.2.5.8. Creating an Additional Rule List for Additional Services

Rules and Rule Lists can also be created and attached to a context from
the Active Rules section of the GUI. Go to the

Security > Network Firewall > Rule Lists

Create a Rule List called application_rule_list then click
Finished.

Enter the rule list by clicking on its hyperlink, then in the Rules
section click Add, and add the following information, then click
Finished.







	Name

	allow_http





	Protocol

	TCP



	Source

	Leave at Default of Any



	Destination Address

	Specify…10.40.0.50, then click Add



	Destination Port

	Specify…Port 80, then click Add



	Action

	Accept-Decisively



	Logging

	Enabled






[image: image26]





          

      

      

    

  

    
      
          
            
  
1.2.5.9. Add Another Rule List to the Policy

Use the Policies page to add the new firewall rule list to the
rd_0_policy.

Open the Security > Network Firewall > Policies page.

Click on the policy name to modify the policy.

The only current active rule list is for the web_policy. Click on
the arrow next to Add Rule List, then select, Add the rule list AT
END) to add the new rule list you just created. For Name begin
typing ‘application_rule_list’, select /Common/application_rule_list,
then click Done Editing.

Remember to Commit the changes to system before proceeding.

Once completed, you should see a policy similar to the one below:

[image: image27]





          

      

      

    

  

    
      
          
            
  
1.2.5.10. Test Access to the Server


	Open a new Web browser and access http://10.30.0.50




Good to, wait, not go. What happened? I added a rule, why didn’t this
work?

Let’s look at the logs again (Security > Event Logs > Network >
Firewall). They basically look the same as before, lets look at the
ordering of the rule we just created (Security > Network Firewall >
Active Rules change contex to route domain 0). Take note the newly
created rule has a counter value of 0, if we look at the order we can
see the reject rule, which we added in the web_rule_list has incremented
and appears to be matching the traffic before it reaches our new rule.
(Be sure to expand the Rule List to see the counts) Let’s modify the
rule order slightly to accomplish what we’re looking for. From within
the Active Rules section simply drag the application_rule_list ABOVE
the web_rule_list. Don’t forget to commit the changes.

The new ordering should look something like the screen shot below:

[image: image28]





          

      

      

    

  

    
      
          
            
  
1.2.5.11. Test Access to the Server


	Open a new Web browser and access http://10.30.0.50




Success!!

Before we continue let’s clean up the rules just a little for best
practices. The clean-up/catch-all/drop/etc rule is typically applied to
the end of your policy, not necessarily within the rule-list. While its
perfectly acceptable to have drop statements within individual rules to
prevent certain traffic, the broader drop statement should be applied at
the end of the policy (remember how AFM processes contexts from the
beginning of this lab – see pages 6+7).

Use the Rule Lists page to modify the firewall rule
‘web_rule_list’. Open the Security > Network Firewall > Rule
Lists page. Click on the rule list ‘web_rule_list’ to modify the
rule list. Check the box next to the reject_10_20_0_0 rule and click
‘Remove’. The updated rule should look something like the below
screen shot:

[image: image29]

Next, you’ll want to add the reject rule to the policy. In the
Configuration Utility, open the Security > Network Firewall >
Policies page. Click on the rd_0_policy. Select ‘Add Rule’ drop
down and select at the end. You’ll notice all the same options are
available within a policy as they are within a rule-list. Create an
entry with the following information then click Done Editing and commit
the change.







	Name

	reject_10_20_0_0





	Protocol

	Any



	Source

	Address 10.20.0.0/24, then click Add



	Destination Address

	Any



	Destination Port

	Any



	Action

	Reject



	Logging

	Enabled






The new Policy should look something like the screen shot below:

[image: image30]





          

      

      

    

  

    
      
          
            
  
1.2.5.12. Test the New Firewall Rules

Once again you will generate traffic through the BIG-IP AFM and then
view the AFM (firewall) logs.


	Ping 10.30.0.50


	Open a new Web browser and access http://10.30.0.50


	Open a new Web browser and access http://10.30.0.50:8081


	SSH to 10.30.0.50 using Web Server shortcut on desktop




In the Configuration Utility, open the Security > Event Logs > Network
> Firewall page.

Access for port 80 on 10.30.0.50 was granted using the web_rule_list:
allow_http rule.

[image: image31]

Access for port 80 on 10.40.0.50 was granted using the
application_rule_list: allow_http rule.

[image: image32]

Ping to 10.30.0.50 was granted using the global rule.

[image: image33]

All other traffic was rejected by the rd_0_policy reject_10_20_0_0
reject rule

[image: image34]





          

      

      

    

  

    
      
          
            
  
1.2.5.13. View Firewall Reports

View several of the built-in network firewall reports and graphs on the
BIG-IP system. Open the Security >Reporting > Network > Enforced
Rules page. The default report shows all the rule contexts that were
matched in the past hour.

[image: image35]

The default view gives reports per Context, in the drop-down menu select
Rules (Enforced).

[image: image36]

From the View By list, select Destination Ports (Enforced).

[image: image37]

This redraws the graph to report more detail for all the destination
ports that matched an ACL.

[image: image38]

From the View By list, select Source IP Addresses (Enforced).
This shows how source IP addresses matched an ACL clause:

[image: image39]





          

      

      

    

  

    
      
          
            
  
1.2.6. AFM Reference Material


	
Network World Review of AFM: F5 data center firewall aces performance test:

http://www.networkworld.com/reviews/2013/072213-firewall-test-271877.html





	
AFM Product Details on www.f5.com:

http://www.f5.com/products/big-ip/big-ip-advanced-firewall-manager/overview





	
AFM Operations Guide:

https://support.f5.com/content/kb/en-us/products/big-ip-afm/manuals/product/f5-afm-operations-guide/_jcr_content/pdfAttach/download/file.res/f5-afm-operations-guide.pdf











          

      

      

    

  

    
      
          
            
  
1.3. Lab 2 - AFM Packet Tester, Flow Inspector, Stale Rule Lab



	1.3.1. Lab Overview

	1.3.2. Advanced Firewall Manager (AFM) Packet Tracer
	1.3.2.1. Create and View Packet Tracer Entries





	1.3.3. Advanced Firewall Manager (AFM) Flow Inspector
	1.3.3.1. Create and View Flow Inspector Data





	1.3.4. Stale Rule Report
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1.3.1. Lab Overview

New in the v13 release of the BIG-IP Advanced Firewall Manager is the capability to insert a packet trace into the internal flow so you can analyze what component within the system is allowing or blocking packets based on your configuration of features and rule sets.

[image: image41]

The packet tracing is inserted at L3 immediately prior to the Global IP
intelligence. Because it is after the L2 section, this means that:


	we cannot capture in tcpdump so we can’t see them in flight, and


	no physical layer details will matter as it relates to testing.




That said, it’s incredibly useful for what is and is not allowing your
packets through. You can insert tcp, udp, sctp, and icmp packets, with a
limited set of (appropriate to each protocol) attributes for each.





          

      

      

    

  

    
      
          
            
  
1.3.2. Advanced Firewall Manager (AFM) Packet Tracer


1.3.2.1. Create and View Packet Tracer Entries

In this section, you will generate various types of traffic as you did
previously, but now you will view the flow using the network packet
tracer. Login to bigip2.dnstest.lab

(192.168.1.150), navigate to Security > Debug > Packet Tester.

[image: image42]

Create a packet test with the following parameters:







	Protocol

	TCP





	TCP Flags

	SYN



	Source

	IP - 1.2.3.4
Port – 9999
Vlan – Outside



	TTL

	255



	Destination

	IP – 10.30.0.50
Port - 80



	Trace Options

	Use Staged Policy – no
Trigger Log - no






Click Run Trace to view the response. Your output should resmeble the
allowed flow as shown below:

[image: image43]

You can also click on the “Route Domain Rules” trace result and see
which rule is permitting the traffic.

[image: image44]

Click New Packet Trace (optionally do not clear the existing data –
aka leave checked).

Create a packet test with the following parameters:







	Protocol

	TCP





	TCP Flags

	SYN



	Source

	IP - 1.2.3.4
Port – 9999
Vlan – Outside



	TTL

	255



	Destination

	IP – 10.30.0.50
Port - 8081



	Trace Options

	Use Staged Policy – no
Trigger Log - no






Click Run Trace to view the response. Your output should resemble the
allowed flow as shown below:

[image: image45]

This shows there is no rule associated with the route domain or a
virtual server which would permit the traffic. As such, the traffic
would be dropped/rejected.







          

      

      

    

  

    
      
          
            
  
1.3.3. Advanced Firewall Manager (AFM) Flow Inspector


1.3.3.1. Create and View Flow Inspector Data

A new tool introduced in version 13 is the flow inspector. This tool is
useful to view statistical information about existing flows within the
flow table. To test the flow inspector, navigate to Security > Debug >
Flow Inspector. Refresh the web page we’ve been using for testing
(http://10.30.0.50) and click “Get Flows”.

[image: image46]

Select a flow and click on the pop-out arrow for additional data.

[image: image47]

This will show the TMM this is tied to as well as the last hop and the
idle timeout. This data is extremely valuable when troubleshooting
application flows.

It is also worth noting you can click directly on the IP address of a
flow to pre-populate the data in the packet tester for validating access
and/or where the flow is permitted.







          

      

      

    

  

    
      
          
            
  
1.3.4. Stale Rule Report

AFM also can list out stale rules within the device its self. You must
first enable the feature. To enable, navigate to Security >Reporting >
Settings > Reporting Settings. You will then need to check
“Collect Stale Rules Statistics” found under the Network
Firewall Rules Section. Please be sure to click “Save” before
proceeding.

[image: image48]

Once enabled, navigate to Security >Reporting > Network > Stale
Rules. Feel free to refresh the web page we’ve been testing with
(http://10.30.0.50) to see data populate into the rules.


Note

It could take 60+ seconds for data to populate



[image: image49]

This information is quite useful for keeping a rule base tidy and
optimized.

Anyone can create a firewall rule, but who is the person that removes the unneccesary ones?





          

      

      

    

  

    
      
          
            
  
1.4. Lab 3 - AFM DDoS Lab



	1.4.1. Lab Overview

	1.4.2. Detecting and Preventing DNS DoS Attacks on a Virtual Server
	1.4.2.1. Base BIG-IP Configuration

	1.4.2.2. Establishing a DNS server baseline

	1.4.2.3. Configuring a DoS Logging Profile

	1.4.2.4. Configuring a DoS Profile

	1.4.2.5. Attaching a DoS Profile

	1.4.2.6. Simulate a DNS DDoS Attack

	1.4.2.7. DNS DDoS Mitigations for Continued Service

	1.4.2.8. Bad Actor Detection

	1.4.2.9. Remote Triggered Black Holing

	1.4.2.10. Silverline Mitigation

	1.4.2.11. Filtering specific DNS operations





	1.4.3. Advanced Firewall Manager (AFM) Detecting and Preventing System DoS and DDoS Attacks
	1.4.3.1. Configure Logging

	1.4.3.2. Simulating a Christmas Tree Packet Attack

	1.4.3.3. Simulating a TCP SYN DDoS Attack

	1.4.3.4. Preventing Global DoS Sweep and Flood Attacks

	1.4.3.5. Single Endpoint Sweep

	1.4.3.6. Single Endpoint Flood
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1.4.1. Lab Overview

During this lab, you will configure the BIG-IP system to detect and
report on various network level Denial of Service events. You will then
run simulated attacks against the BIG-IP and verify the mitigation,
reporting and logging of these attacks.





          

      

      

    

  

    
      
          
            
  
1.4.2. Detecting and Preventing DNS DoS Attacks on a Virtual Server

It is day two of your career at Initech, and you are under attack!! You
walk into the office on day two only to learn your DNS servers are being
attacked by Joanna who took out her flair frustrations on your DNS
servers. Before you can protect the servers however, you must first tune
and configure them appropriately. (The most challenging part of DoS
based protection is tuning correctly).

In this section of the lab, we’ll focus on creating DOS profiles that we can assign
to virtual servers for protection. Let’s get started!



	1.4.2.1. Base BIG-IP Configuration

	1.4.2.2. Establishing a DNS server baseline

	1.4.2.3. Configuring a DoS Logging Profile

	1.4.2.4. Configuring a DoS Profile

	1.4.2.5. Attaching a DoS Profile

	1.4.2.6. Simulate a DNS DDoS Attack

	1.4.2.7. DNS DDoS Mitigations for Continued Service

	1.4.2.8. Bad Actor Detection

	1.4.2.9. Remote Triggered Black Holing

	1.4.2.10. Silverline Mitigation

	1.4.2.11. Filtering specific DNS operations









          

      

      

    

  

    
      
          
            
  
1.4.2.1. Base BIG-IP Configuration

In this lab, the VE has been configured with the basic system settings
and the VLAN/self-IP configurations required for the BIG-IP to
communicate and pass traffic on the network. We will now need to
configure the BIG-IP to listen for traffic and pass it to the back-end
server.


	Launch the Chrome shortcut titled “BIG-IP UI” on the desktop of your
lab jump server. For this lab you will be working on
bigip1.dnstest.lab (http://192.168.1.100). The credentials for the
BIG-IP are conveniently displayed in the login banner. Just in case:
admin / 401elliottW!


	Navigate to Local Traffic > Nodes and create a new node with
the following settings, leaving unspecified fields at their default
value:


	Name: lab-server-10.10.0.50


	
Address: 10.10.0.50

[image: image51]









	Click Finished to add the new node.


	Navigate to Local Traffic > Pools and create a new pool with
the following settings, leaving unspecified attributes at their
default value:


	Name: lab-server-pool


	Health Monitors: gateway_icmp


	
	New Members: Node List

	
	Address: lab-server-10.10.0.50


	Service Port: * (All Services)


	
Click Add to add the new member to the member list.

[image: image52]

















	Click Finished to create the new pool.


	Because the attack server will be sending a huge amount of traffic,
we’ll need a large SNAT pool. Navigate to Local Traffic >
Address Translation > SNAT Pool List and create a new SNAT
pool with the following attributes:


	Name: inside_snat_pool


	
Member List (click Add after each IP):

10.10.0.125, 10.10.0.126, 10.10.0.127, 10.10.0.128, 10.10.0.129, 10.10.0.130





	
Click Finished

[image: image53]









	Navigate to Local Traffic > Virtual Servers and create a new
virtual server with the following settings, leaving unspecified
fields at their default value:


	Name: udp_dns_VS


	Destination Address/Mask: 10.20.0.10


	Service Port: 53 (other)


	Protocol: UDP


	Source Address Translation: SNAT


	SNAT Pool: inside_snat_pool


	Default Pool: lab-server-pool






	
Click Finished

[image: image54]





	We’ll now test the new DNS virtual server. SSH into the attack host
by clicking the “Attack Host (Ubuntu)” icon on the jump host desktop.


	
Issue the dig @10.20.0.10 www.example.com +short command on the BASH CLI of the attack host.  You should see output similar to:

[image: image55]

This verifies that DNS traffic is passing through the BIG-IP.





	Return to the BIG-IP and navigate to Local Traffic > Virtual Servers and create a new virtual server with the following settings, leaving unspecified fields at their default value:


	Name: other_protocols_VS


	Destination Address/Mask: 10.20.0.10


	Service Port: * (All Ports)


	Protocol: * All Protocols


	Any IP Profile: ipother


	Source Address Translation: SNAT


	SNAT Pool: inside_snat_pool


	Default Pool: lab-server-pool






	
Click Finished

[image: image56]





	Return to the Attack Host SSH session and attempt to SSH to the
server using SSH 10.20.0.10. Simply verify that you are prompted for
credentials and press CTRL+C to cancel the session. This verifies
that non-DNS traffic is now flowing through the BIG-IP.








          

      

      

    

  

    
      
          
            
  
1.4.2.2. Establishing a DNS server baseline

Before we can prevent Joanna from attacking our DNS server, again, we
should establish a baseline for how many QPS our DNS server can handle.
For this lab, let’s find the magic number of QPS that causes 50% CPU
utilization on the BIND process.


	Connect to the Victim Server SSH session by double-clicking the
Victim Server (Ubuntu) shortcut on the jump host desktop.


	From the BASH prompt, enter top and press Enter to start the
top utility.


	You will see a list of running processes sorted by CPU utilization,
like the output below:

[image: image57]



	Connect to the Attack Host SSH session by double-clicking the
Attack Host (Ubuntu) shortcut on the jump host desktop.


	
Start by sending 500 DNS QPS for 30 seconds to the host using the
following syntax:

dnsperf -s 10.20.0.10 -d queryfile-example-current -c 20 -T 20 -l
30 -q 10000 -Q 500`





	Observe CPU utilization over the 30 second window for the named
process. If the CPU utilization is below 45%, increase the QPS by
increasing the -Q value. If the CPU utilization is above 55%,
decrease the QPS. This


	Record the QPS required to achieve a sustained CPU utilization of
approximately 50%. Consider this the QPS that the server can safely
sustain for demonstration purposes.


	
Now, attack the DNS server with 10,000 QPS using the following
syntax:

dnsperf -s 10.20.0.10 -d queryfile-example-current -c 20 -T 20 -l
30 -q 10000 -Q 10000`





	You’ll notice that the CPU utilization on the victim server
skyrockets, as well as DNS query timeout errors appearing on the
attack server’s SSH session. This shows your DNS server is
overwhelmed.








          

      

      

    

  

    
      
          
            
  
1.4.2.3. Configuring a DoS Logging Profile

We’ll create a DoS logging profile so that we can see event logs in the
BIG-IP UI during attack mitigation.


	On the BIG-IP web UI, navigate to Security > Event Logs >
Logging Profiles and create a new profile with the following
values, leaving unspecified attributes at their default value:


	Profile Name: dns-dos-profile-logging


	DoS Protection: Enabled


	
DNS DoS Protection Publisher: local-db-publisher and click Finish.
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1.4.2.4. Configuring a DoS Profile

We will now create a DoS profile with manually configured thresholds to
limit the attack’s effect on our server.


	Navigate to Security > DoS Protection > DoS Profiles


	Create a new DoS profile with the name dns-dos-profile.


	
Click Finished.

[image: image59]





	The UI will return to the DoS Profiles list. Click the
dns-dos-profile name.


	Click the Protocol Security tab and select DNS Security from
the drop-down.


	Click the DNS A Query vector from the Attack Type list.


	Modify the DNS A Query vector configuration to match the
following values, leaving unspecified attributes with their default
value:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: (Set this at 80% of your safe QPS value)


	
Mitigation Threshold EPS: (Set this to your safe QPS value)
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	Make sure that you click Update to save your changes.








          

      

      

    

  

    
      
          
            
  
1.4.2.5. Attaching a DoS Profile

We will attach the DoS profile to the virtual server that we configured
to manage DNS traffic.


	Navigate to Local Traffic > Virtual Servers > Virtual
Server List.


	Click on the udp_dns_VS name.


	Click on the Security tab and select Policies.


	In the DoS Protection Profile field, select Enabled and
choose the dns-dos-profile.


	In the Log Profile, select Enabled and move the
dns-dos-profile-logging profile from Available to
Selected.


	Click Update.








          

      

      

    

  

    
      
          
            
  
1.4.2.6. Simulate a DNS DDoS Attack


	Open the SSH session to the victim server and ensure the top utility
is running.


	
Once again, attack your DNS server from the attack host using the
following syntax:

dnsperf -s 10.20.0.10 -d queryfile-example-current -c 20 -T 20 -l 30 -q 10000 -Q 10000





	On the server SSH session running the top utility, notice the CPU
utilization on your server remains in a range that ensures the DNS
server is not overwhelmed.


	After the attack, navigate to Security > Event Logs > DoS
> DNS Protocol. Observe the logs to see the mitigation actions
taken by the BIG-IP. Be sure to scroll right…
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1.4.2.7. DNS DDoS Mitigations for Continued Service

At this point, you have successfully configured the BIG-IP to limit the
amount of resource utilization on the BIG-IP, thus further frustrating
Joanna on her flair rage. Unfortunately, even valid DNS requests can be
caught in the mitigation we’ve configured. There are further steps that
can be taken to mitigate Joanna’s attack that will allow non-malicious
DNS queries.





          

      

      

    

  

    
      
          
            
  
1.4.2.8. Bad Actor Detection

Bad actor detection and blacklisting allows us to completely block
communications from malicious hosts at the BIG-IP, completely preventing
those hosts from reaching the back-end servers. To demonstrate:


	Navigate to Security > DoS Protection > DoS Profiles.


	Click on the dns-dos-profile profile name.


	Click on the Protocol Security tab then select DNS Security.


	Click on the DNS A Query attack type name.


	Modify the vector as follows:


	Bad Actor Detection: Checked


	Per Source IP Detection Threshold EPS: 80


	Per Source IP Mitigation Threshold EPS: 100


	Add Source Address to Category: Checked


	Category Name: denial_of_service


	Sustained Attack Detection Time: 15 seconds


	
Category Duration Time: 60 seconds

[image: image62]









	Make sure you click Update to save your changes.


	Navigate to Security > Network Firewall > IP
Intelligence > Policies and create a new IP Intelligence
policy with the following values, leaving unspecified attributes at
their default values:


	Name: dns-bad-actor-blocking


	
	Default Log Actions section:

	
	Log Blacklist Category Matches: Yes










	
	Blacklist Matching Policy

	
	
	Create a new blacklist matching policy:

	
	Blacklist Category: denial_of_service


	
Click Add to add the policy then click finished
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	Navigate to Local Traffic > Virtual Servers > Virtual
Server List.


	Click on the udp_dns_VS virtual server name.


	Click on the Security tab and select Policies.


	
Enable IP Intelligence and choose the
dns-bad-actor-blocking policy.
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	Make sure you click Update to save your changes.


	Navigate to Security > Event Logs > Logging Profiles.


	Click the global-network logging profile name.


	
Under the Network Firewall tab (next to Protocol Security),
set the IP Intelligence Publisher to local-db-publisher and
check Log Shun Events.
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	Click Update to save your changes.


	Click the dns-dos-profile-logging logging profile name.


	
Check Enabled next to Network Firewall.
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Under the Network Firewall tab, change the IP Intelligence
Publisher to local-db-publisher and click Update.
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	Bring into view the Victim Server SSH session running the top
utility to monitor CPU utilization.


	
On the Attack Server host, launch the DNS attack once again using
the following syntax:

dnsperf -s 10.20.0.10 -d queryfile-example-current -c 20 -T 20 -l 30 -q 10000 -Q 10000





	
You’ll notice CPU utilization on the BIG-IP begin to climb, but
slowly drop. The attack host will show that queries are timing out
as shown below. This is due to the BIG-IP blacklisting the bad
actor.
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	Navigate to Security > Event Logs > Network > IP
Intelligence. Observe the bad actor blocking mitigation logs.


	
Navigate to Security > Event Logs > Network >
Shun. This screen shows the bad actor being added to (and
later deleted from) the shun category.
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	While the attack is running, navigate to Security > DoS
Protection> DoS Overview (you may need to refresh or set the
auto refresh to 10 seconds). You will notice from here you can see
all the details of the active attacks. You can also modify an attack
vector right from this screen by clicking on the attack vector and
modifying the fly out.




[image: image70]


	
Navigate to Security > Reporting > Protocol > DNS.
Change the View By drop-down to view various statistics around
the DNS traffic and attacks.
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	Navigate to Security > Reporting > Network > IP
Intelligence. The default view may be blank. Change the View
By drop-down to view various statistics around the IP Intelligence
handling of the attack traffic.


	
Navigate to Security > Reporting > DoS > Dashboard
to view an overview of the DoS attacks and timeline. You can
select filters in the filter pane to highlight specific attacks.
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	Finally, navigate to Security > Reporting > DoS >
Analysis. View detailed statistics around each attack.




[image: image73]





          

      

      

    

  

    
      
          
            
  
1.4.2.9. Remote Triggered Black Holing

The BIG-IP supports the advertisement of bad actor(s) to upstream
devices via BGP to block malicious traffic closer to the source. This is
accomplished by publishing a blacklist to an external resource. This is
not demonstrated in this lab.





          

      

      

    

  

    
      
          
            
  
1.4.2.10. Silverline Mitigation

F5’s Silverline service offers “always on” and “on demand” DDoS
scrubbing that could assist in this scenario as well. This is not
demonstrated in this lab.





          

      

      

    

  

    
      
          
            
  
1.4.2.11. Filtering specific DNS operations

The BIG-IP offers the ability to filter DNS query types and header
opcodes to act as a DNS firewall. To demonstrate, we will block MX
queries from our DNS server.


	Open the SSH session to the Attack Host.


	
Perform an MX record lookup by issuing the following command:

dig @10.20.0.10 MX example.com





	The server doesn’t have a record for this domain. This server
doesn’t have MX records, so those requests should be filtered


	Navigate to Security > Protocol Security > Security
Profiles > DNS and create a new DNS security profile with the
following values, leaving unspecified attributes at their default
value:


	Name: dns-block-mx-query


	
Query Type Filter: move mx from Available to Active and click finished
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	Navigate to Local Traffic > Profiles > Services >
DNS. NOTE: if you are mousing over the services, DNS may not
show up on the list. Select Services and then use the pulldown
menu on services to select DNS.


	Create a new DNS services profile with the following values, leaving
unspecified values at their default values:


	Name: dns-block-mx


	
	DNS Traffic

	
	DNS Security: Enabled


	
DNS Security Profile Name: dns-block-mx-query. Click finished
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	Navigate to Local Traffic > Virtual Servers > Virtual
Server List.


	Click on the udp_dns_VS virtual server name.


	In the Configuration section, change the view to Advanced.


	
Set the DNS Profile to dns-block-mx.
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	Click Update to save your settings.


	Navigate to Security > Event Logs > Logging Profiles.


	Click on the dns-dos-profile-logging logging profile name.


	Check Enabled next to Protocol Security.


	
In the Protocol Security tab, set the DNS Security
Publisher to local-db-publisher and check all five of the
request log types.
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	Make sure that you click Update to save your settings.


	
Return to the Attack Server SSH session and re-issue the MX query
command:

dig @10.20.0.10 MX example.com





	The query hangs as the BIG-IP is blocking the MX lookup.


	
Navigate to Security > Event Logs > Protocol >
DNS. Observe the MX query drops.
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This concludes the DNS portion of the lab. On the Victim Server, stop
the top utility by pressing CTRL + C. No mail for you Joanna!!





          

      

      

    

  

    
      
          
            
  
1.4.3. Advanced Firewall Manager (AFM) Detecting and Preventing System DoS and DDoS Attacks

In this part of the lab, you’ll focus on creating system-wide policies that mitigate
attacks across the entire BIG-IP instance.



	1.4.3.1. Configure Logging

	1.4.3.2. Simulating a Christmas Tree Packet Attack

	1.4.3.3. Simulating a TCP SYN DDoS Attack

	1.4.3.4. Preventing Global DoS Sweep and Flood Attacks

	1.4.3.5. Single Endpoint Sweep

	1.4.3.6. Single Endpoint Flood









          

      

      

    

  

    
      
          
            
  
1.4.3.1. Configure Logging

Configuring a logging destination will allow you to verify the BIG-IPs
detection and mitigation of attacks, in addition to the built-in
reporting.


	In the BIG-IP web UI, navigate to Security > DoS Protection >
Device Configuration > Properties.


	Under Log Pubisher, select local-db-publisher.


	
Click the Commit Changes to System button.
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1.4.3.2. Simulating a Christmas Tree Packet Attack

Joanna was feeling festive this morning. In this example, we’ll set the
BIG-IP to detect and mitigate Joanna’s attack where all flags on a TCP
packet are set. This is commonly referred to as a Christmas Tree Packet
and is intended to increase processing on in-path network devices and
end hosts to the target.

We’ll use the hping utility to send 25,000 packets to our server, with
random source IPs to simulate a DDoS attack where multiple hosts are
attacking our server. We’ll set the SYN, ACK, FIN, RST, URG, PUSH, Xmas
and Ymas TCP flags.


	In the BIG-IP web UI, navigate to Security > DoS Protection
> Device Configuration > Network Security.


	Expand the Bad-Header-TCP category in the vectors list.


	Click on the Bad TCP Flags (All Flags Set) vector name.


	Configure the vector with the following parameters:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: Specify 50


	Detection Threshold Percent: Specify 200


	
Mitigation Threshold EPS: Specify 100
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	Click Update to save your changes.


	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	
On the attack host, launch the attack by issuing the following command on the BASH prompt:

sudo hping3 10.20.0.10 --flood --rand-source --destport 80 -c 25000 --syn --ack --fin --rst --push --urg --xmas --ymas





	
You’ll see the BIG-IP ltm log show that the attack has been
detected:

[image: image81]





	
After approximately 60 seconds, press CTRL+C to stop the
attack.
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	Navigate to Security > DoS Protection> DoS Overview (you
may need to refresh or set the auto refresh to 10 seconds). You’ll
notice from here you can see all the details of the active attacks.
You can also modify an attack vector right from this screen by
clicking on the attack vector and modifying the details in the fly
out panel.
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Return to the BIG-IP web UI. Navigate to Security > Event
Logs > DoS > Network > Events. Observe the log
entries showing the details surrounding the attack detection and
mitigation.
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	Navigate to Security > Reporting > DoS > Analysis.
Single-click on the attack ID in the filter list to the right of the
charts and observe the various statistics around the attack.








          

      

      

    

  

    
      
          
            
  
1.4.3.3. Simulating a TCP SYN DDoS Attack

In the last example, Joanna crafted a packet that is easily identified
as malicious, as its invalid. We’ll now simulate an attack with traffic
that could be normal, acceptable traffic. The TCP SYN flood attack will
attempt to DDoS a host by sending valid TCP traffic to a host from
multiple source hosts.


	In the BIG-IP web UI, go to Security > DoS Protection >
Device Configuration > Network Security.


	Expand the Flood category in the vectors list.


	Click on TCP Syn Flood vector name.


	Configure the vector with the following parameters:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: 200


	Detection Threshold Percent: 500


	
Mitigation Threshold EPS: 400

[image: image85]









	Click Update to save your changes.


	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	
On the attack host, launch the attack by issuing the following
command on the BASH prompt:

sudo hping3 10.20.0.10 --flood --rand-source --destport 80 --syn -d 120 -w 64





	After about 60 seconds, stop the flood attack by pressing CTRL +
C.


	Return to the BIG-IP web UI and navigate to Security > Event
Logs > DoS > Network > Events. Observe the log entries
showing the details surrounding the attack detection and mitigation.


	Navigate to Security > Reporting > DoS > Dashboard
to view an overview of the DoS attacks and timeline. You can select
filters in the filter pane to highlight the specific attack.


	Finally, navigate to Security > Reporting > DoS >
Analysis. View detailed statistics around the attack.








          

      

      

    

  

    
      
          
            
  
1.4.3.4. Preventing Global DoS Sweep and Flood Attacks

In the last section, the focus was on attacks originating from various
hosts. In this section, we will focus on mitigating flood and sweep
attacks from a single host.





          

      

      

    

  

    
      
          
            
  
1.4.3.5. Single Endpoint Sweep

The single endpoint sweep is an attempt for an attacker to send traffic
across a range of ports on the target server, typically to scan for open
ports.


	In the BIG-IP web UI, navigate to Security > DoS Protection
> Device Configuration > Network Security.


	Expand the Single-Endpoint category in the vectors list.


	Click on Single Endpoint Sweep vector name.


	Configure the vector with the following parameters:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: 150


	Mitigation Threshold EPS: 200


	Add Source Address to Category: Checked


	Category Name: denial_of_service


	Sustained Attack Detection Time: 10 seconds


	Category Duration Time: 60 seconds


	
Packet Type: Move All IPv4 to Selected
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	Click Update to save your changes.


	Navigate to Security > Network Firewall > IP
Intelligence > Policies.


	
In the Global Policy section, change the IP Intelligence
Policy to ip-intelligence.
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	Click Update.


	Click on the ip-intelligence policy in the policy list below.


	Create a new Blacklist Matching Policy in the IP Intelligence Policy
Properties section with the following attributes, leaving
unspecified attributes with their default values:


	Blacklist Category: denial-of-service


	Action: drop


	Log Blacklist Category Matches: Yes






	
Click Add to add the new Blacklist Matching Policy.
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	Click Update to save changes to the ip-intelligence policy.


	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	On the victim server, start a packet capture with an SSH filter by
issuing sudo tcpdump -nn not port 22


	
On the attack host, launch the attack by issuing the following
command on the BASH prompt:

sudo hping3 10.20.0.10 --flood --scan 1-65535 -d 128 -w 64 --syn





	You will see the scan find a few open ports on the server, and the
server will show the inbound sweep traffic. However, you will notice
that the traffic to the server stops after a short time (10 seconds,
the configured sustained attack detection time.) Leave the test
running.


	After approximately 60 seconds, sweep traffic will return to the
host. This is because the IP Intelligence categorization of the
attack host has expired. After 10 seconds of traffic, the bad actor
is again blacklisted for another 60 seconds.


	Stop the sweep attack on the attack host by pressing CTRL + C.


	Return to the BIG-IP web UI and navigate to Security > Event
Logs > DoS > Network > Events. Observe the log entries
showing the details surrounding the attack detection and mitigation.


	Navigate to Security > Event Logs > Network > IP
Intelligence. Observe the log entries showing the mitigation of
the sweep attack via the ip-intelligence policy.


	Navigate to Security > Event Logs > Network > Shun.
Observe the log entries showing the blacklist adds and deletes.


	Navigate to Security > Reporting > Network > IP
Intelligence. Observe the statistics showing the sweep attack and
mitigation. Change the View By drop-down to view the varying
statistics.


	Navigate to Security > Reporting > DoS > Dashboard
to view an overview of the DoS attacks and timeline. You can select
filters in the filter pane to highlight the specific attack.


	Finally, navigate to Security > Reporting > DoS >
Analysis. View detailed statistics around the attack.








          

      

      

    

  

    
      
          
            
  
1.4.3.6. Single Endpoint Flood

The single endpoint flood attack is an attempt for an attacker to send a
flood of traffic to a host in hopes of overwhelming a service to a point
of failure. In this example, we’ll flood the target server with ICMP
packets.


	In the BIG-IP web UI, navigate to Security > DoS Protection
> Device Configuration > Network Security.


	Expand the Single-Endpoint category in the vectors list.


	Click on Single Endpoint Flood vector name.


	Configure the vector with the following parameters:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: 150


	Mitigation Threshold EPS: 200


	Add Destination Address to Category: Checked


	Category Name: denial_of_service


	Sustained Attack Detection Time: 10 seconds


	Category Duration Time: 60 seconds


	
Packet Type: Move Any ICMP (IPv4) to Selected
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	Click Update to save your changes.


	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	We’ll run a packet capture on the victim server to gauge the
incoming traffic. On the victim server, issue the following command:
sudo tcpdump -nn not port 22


	
On the attack host, launch the attack by issuing the following
command on the BASH prompt:

sudo hping3 10.20.0.10 --faster -c 25000 --icmp





	The attack host will begin flooding the victim server with ICMP
packets. However, you will notice that the traffic to the server
stops after a short time (10 seconds, the configured sustained
attack detection time.)


	After approximately 60 seconds, run the attack again. ICMP traffic
will return to the host. This is because the IP Intelligence
categorization of the attack host has expired.


	Return to the BIG-IP web UI.


	Navigate to Security > Event Logs > DoS > Network >
Events. Observe the log entries showing the details surrounding
the attack detection and mitigation.


	Navigate to Security > Event Logs > Network > IP
Intelligence. Observe the log entries showing the mitigation of
the sweep attack via the ip-intelligence policy.


	Navigate to Security > Reporting > Network > IP
Intelligence. Observe the statistics showing the sweep attack and
mitigation.


	Navigate to Security > Reporting > DoS > Dashboard
to view an overview of the DoS attacks and timeline. You can select
filters in the filter pane to highlight the specific attack.


	Finally, navigate to Security > Reporting > DoS >
Analysis. View detailed statistics around the attack.




This concludes the DoS/DDoS portion of the lab. You have successfully
defeated Joanna, she has decided a career at Chotchkie’s is more
prosperous than nefarious internet activities, even with the new flair
requirements. Well done!





          

      

      

    

  

    
      
          
            
  
1.5. Lab 4 - Device Management Workflows



	1.5.1. Lab Overview

	1.5.2. Base BIG-IQ Configuration

	1.5.3. New features

	1.5.4. Changes to BIG-IQ User Interface

	1.5.5. Workflow 1: Creating a Backup Schedule

	1.5.6. Workflow 2: Uploading QKviews to iHealth for a support case

	1.5.7. Workflow 3: Device Import

	1.5.8. BIG-IQ Statistics Dashboards
	1.5.8.1. Workflow 1: Reviewing the data in the dashboards





	1.5.9. Workflow 2: Interacting with the data in the dashboards
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1.5.1. Lab Overview

Day 3, you get a little curious and wonder why both BIG-IP’s you’ve been
working on say they’re managed by BIG-IQ (look near the red f5 ball on
the top left of both BIG-IP’s). Unbelievable, all this time you’ve been
configuring both devices independently when you could have been
configuring them on a central management device.

Central Management Version - 6.0 was a major evolution of the BIG-IQ
product line designed to become the primary source of centralized
management for all physical and virtual F5 BIG-IP devices. BIG-IQ
extends its offerings for security users, improving the user experience,
and adding robustness and scale throughout the platform.





          

      

      

    

  

    
      
          
            
  
1.5.2. Base BIG-IQ Configuration

In this lab, the VE has been configured with the basic system settings
and the VLAN/self-IP configurations required for the BIG-IQ to
communicate and pass traffic on the network. Additionally, the Data
Collection Device has already been added to BIG-IQ and the BIG-IP’s have
been imported and have been gathering health statistics. They have not
however had their configurations imported.





          

      

      

    

  

    
      
          
            
  
1.5.3. New features

Statistics Dashboards

This is the real first step managing data statistics using a DCD (data
collection device) evolving toward a true analytics platform. In this
guide, we will explore setting up and establishing connectivity using
master key to each DCD (data collection device).


	Enabling statistics for each functional area as part of the discovery
process. This will allow BIG-IQ to proxy statistics gathered and
organized from each BIG-IP device leveraging F5 Analytics iApp
service (https://devcentral.f5.com/codeshare/f5-analytics-iapp).


	Configuration and tuning of statistic collections post discovery
allowing the user to focus on data specific to their needs.


	Viewing and interaction with statistics dashboard, such as filtering
views, differing time spans, selection and drilldown into dashboards
for granular data trends and setting a refresh interval for
collections.




Auto-scaling in a VMware cloud environment

You can now securely manage traffic to applications in a VMware cloud
environment, specifying the parameters in a service scaling group to
dynamically deploy and delete BIG-IP devices as needed. BIG-IQ manages
the BIG-IP devices that are load balancing to the BIG-IP VE devices in
the cloud, as well as to the BIG-IP devices’ application servers.

Auto-scaling in an AWS environment

You can now securely manage traffic to applications in a VMware cloud
environment, specifying the parameters in a service scaling group to
dynamically deploy and delete BIG-IP devices as needed. You can manage
the BIG-IP VE devices from a BIG-IQ system on-premises, or in the cloud.
You have the option to use an F5 AWS Marketplace license, or your own
BIG-IP license.

BIG-IQ VE deployment in MS Azure

You can now deploy a BIG-IQ VE in a MS Azure cloud environment.

Intuitive visibility for all managed applications

BIG-IQ now provides an overview of all managed applications with the
option for a more detailed view of each application. Both the overview
and detailed views provide information about the application’s
performance, Web Application Security status, and network statistics.

Easy application troubleshooting based on application traffic and
security data

You can now enable enhanced analytics to view detailed application data
in real-time, which allows you to isolate traffic characteristics that
are affecting your application’s performance and security status.

Real-time notifications for monitored devices and applications

You can now receive real time alerts and events for BIG-IP devices and
their connected applications. These notifications are integrated into
the BIG-IQ UI charts and allow you to pinpoint activities that are
currently affecting your application.

Enhanced HTTP and Web Application Security visibility for all
applications

You can use the HTTP and Web Application Security Dashboards to monitor
all applications managed by BIG-IQ Centralized Management. These
dashboards allow you to compare applications, pool members, and other
aspects of traffic to your applications. In addition, the enhanced view
includes real time events and alerts within the charts, and enhanced
analytics data.

Added object and management support for DNS features

Creating, reading, updating, and deleting DNS GSLB objects, and
listeners is now supported from the BIG-IQ user interface and the API.

Visibility into managed service scaling groups

An automatically scalable environment of BIG-IP VE devices can be
defined to provide services to a set of applications. System
administrators of BIG-IQ Centralized Management can monitor performance
data for these BIG-IP VE devices.

Enhanced DNS visibility & configuration

BIG-IQ provides the ability to configure and have an enhanced view into
DNS traffic, which now includes both peak traffic values and average
traffic values over a selected period of time.

Application templates

Enhanced application/service templates that make deployments simple and
repeatable.

Security policies and profiles available in applications

You can now add security policies and profiles to applications,
including Web Application Security policies, Network Security firewall
policies, DoS profiles, and logging profiles.

Automatically deploy policy learning

You can now enable automatic deployment of policy learning using Web
Application Security.

Extended ASM/advanced WAF management that includes


	Auto-deploy policy learning


	Brute-force attack event monitoring


	Event correlation


	Manage DataSafe profiles


	Initial ASM and HTTP monitoring dashboards




Enhanced AFM Management


	AFM and DoS event visualization


	Multi device packet tester


	Enhanced debugging




APM enhancements


	Management capabilities for APM Federation through BIG-IQ (SAML, IdP
and SP)


	Management capabilities for APM SSO configuration for Web Proxy
Authentication Support Through BIG-IQ




Manage cookie protection

You can now manage cookie protection for BIG-IP devices using Web
Application Security.

Monitoring dashboard for Web Application Security statistics

You can review Web Application Security policy statistics using a
graphical dashboard.

Manage DataSafe profiles

You can now manage DataSafe profiles using Fraud Protection Security.

Enhanced support for NAT firewalls

You can now use the enhanced NAT firewall support in Network Security.

Subscriber support in firewall rules

You can now add subscriber IDs and groups to firewall rules in Network
Security for BIG-IP devices that support them.

Firewall testing using packet flow reports

You can now create and view packet flow reports to test firewall
configurations in Network Security.

Support for multiple BIG-IP devices with packet tester reports

You can now select multiple BIG-IP devices when generating packet tester
reports in Network Security.

Renaming of firewall objects supported

You can now rename firewall objects, such as firewall policies in
Network Security.

Enhanced support for DoS profiles, device DoS configurations, and
scrubber profiles

You can now manage additional features of DoS profiles, device DoS
configurations, and scrubber profiles that are found in BIG-IP version
13.1, such as new vectors, stress-based mitigation, DNS dynamic
signatures, and VLAN support in scrubber profiles.

Copying device DoS configurations

You can now copy device DoS configurations from one BIG-IP device to
multiple BIG-IP devices with the same version.

Viewing logs for DoS and firewall events in the user interface

You can now configure and view logging of DoS and firewall events, and
for DoS events, see that information in a graphical format.

Additional details can be found in the full release notes:

https://support.f5.com/kb/en-us/products/big-iq-centralized-mgmt/releasenotes/product/relnote-big-iq-central-mgmt-6-0-0.html

BIG-IP Versions AskF5 SOL with this info:

https://support.f5.com/kb/en-us/solutions/public/14000/500/sol14592.html





          

      

      

    

  

    
      
          
            
  
1.5.4. Changes to BIG-IQ User Interface

The user interface in the 6.0 release navigation has changed to a more
UI tab-based framework.

In this section, we will go through the main features of the user
interface. Feel free to log into the BIG-IQ (https://192.168.1.50)
username: admin password: 401elliottW! device to explore some of these
features in the lab.

After you log into BIG-IQ, you will notice:


	A navigation tab model at the top of the screen to display each high
level functional area.


	A tree based menu on the left-hand side of the screen to display
low-level functional area for each tab.


	A large object browsing and editing area on the right-hand side of
the screen.
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	Let us look a little deeper at the different options available in the
bar at the top of the page.
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	At the top, each tab describes a high-level functional area for
BIG-IQ central management:


	Monitoring –Visibility in dashboard format to monitor performance and
isolate fault area.


	Configuration – Provides configuration editors for each module area.


	Deployment – Provides operational functions around deployment for
each module area.


	Devices – Lifecycle management around discovery, licensing and
software install / upgrade.


	System – Management and monitoring of BIG-IQ functionality.


	Applications – Build, deploy, monitor service catalog-based
applications centrally.








          

      

      

    

  

    
      
          
            
  
1.5.5. Workflow 1: Creating a Backup Schedule

BIG-IQ is capable of centrally backing up and restoring all the BIG-IP
devices it manages. To create a simple backup schedule, follow the
following steps.


	Click on the Back Up & Restore submenu in the Devices header.


	
Expand the Back Up and Restore menu item found on the left and click on Backup Schedules
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	Click the Create button
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	Fill out the Backup Schedule using the following settings:


	Name: Nightly


	Local Retention Policy: Delete local backup copy 1 day after creation


	Backup Frequency: Daily


	Start Time: 00:00 Eastern Daylight Time


	Devices: Groups (radio button): All BIG-IP Group Devices




Your screen should look similar to the one below.
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	Click Save & Close to save the scheduled backup job.


	Optionally feel free to select the newly created schedule and select
“Run Schedule Now” to immediately backup the devices.


	Add a Name for the Back Up


	Click Start


	When completed the backups will be listed under the Backup Files section












          

      

      

    

  

    
      
          
            
  
1.5.6. Workflow 2: Uploading QKviews to iHealth for a support case

BIG-IQ can now push qkviews from managed devices to ihealth.f5.com and
provide a link to the report of heuristic hits based on the qkview.
These qkview uploads can be performed ad-hoc or as part of a F5 support
case. If a support case is specified in the upload job, the qkview(s)
will automatically be associated/linked to the support case. In addition
to the link to the report, the qkview data is accessible at
ihealth.f5.com to take advantage of other iHealth features like the
upgrade advisor.


	Navigate to Monitoring Reports Device iHealth
Configuration
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	Add Credentials to be used for the qkview upload and report retrieval.
Click the Add button under Credentials.
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Warning

If you do not have credentials, please raise your hand and speak to an instructor




	Fill in the credentials that you used to access https://ihealth.f5.com:


	Name: Give the credentials a name to be referenced in BIG-IQ


	Username: <Username you use to access iHealth.f5.com>


	Password: <Password you use to access iHealth.f5.com>
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	Click the Test button to validate that your credentials work.


	Click the Save & Close button in the lower right.


	Click the QKview Upload Schedules button in the BIG-IP iHealth menu.

Monitoring > Reports > Device > iHealth > QKView Upload
Schedule



	Click Create with the following values


	Name – Weekly Upload


	Description – Nightly QKView Upload


	Credential – (use what was created in step 3)


	Upload Frequecny – Weekly (Select Sunday)


	Start Time – Select todays date at 00:00


	End Date – No End date should be checked


	Select both devices


	Click the right arrow to move to the “Selected” Area


	
Click Save & Close.
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You will now have a fresh set of QKView in iHealth every Sunday morning.
This is extremely useful for when new cases are opened, one less step
you’ll need for support to engage quicker.





          

      

      

    

  

    
      
          
            
  
1.5.7. Workflow 3: Device Import

BIG-IQ is capable of centrally managing multiple products, for this lab
we will only manage LTM and AFM. To import the device configurations,
follow the steps below


	Navigate to the Devices tab and click on BIG-IP Devices (left
panel)




[image: image101]


	You’ll notice both devices have not completed the import tasks, to
remedy this simply click on the “Complete Import Tasks” Link


	First Re-discover the LTM service


	Then Discover the AFM service


	Once Re-discovery has completed, import both the LTM and AFM services


	Repeat this same procedure for both devices, once completed your
screen will show the following.





Note

For any conflicts you may encounter – leave BIG-IQ selected resolution
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1.5.8. BIG-IQ Statistics Dashboards


1.5.8.1. Workflow 1: Reviewing the data in the dashboards

Navigate to Monitoring Dashboards Device Health
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1.5.9. Workflow 2: Interacting with the data in the dashboards


	
You can narrow the scope of what is graphed by selecting a object
or objects from the selection panels on the right. For example, if
you only want to see data from BIG-IP01, you can click on it to
filter the data.
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	You can create complex filters by making additional selections in
other panels


	
You can zoom in on a time, by selecting a section of a graph or
moving the slider at the top of the page

[image: image105]

or
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	All the graphs update to the selected time.


	
You can change how far in the data you want to look back by using
the selection in the upper left (note you may need to let some time
elapse before this option becomes available)
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1.6. Lab 5 - Network Security (AFM) Management Workflows



	1.6.1. Network Security (AFM) Management Workflows
	1.6.1.1. Workflow 1: Managing AFM from BIG-IQ
	1.6.1.1.1. Task 1 – Packet Tracer

	1.6.1.1.2. Task 2 – Modify Rule Lists

	1.6.1.1.3. Task 3 – Deploy the Firewall Policy and related configuration objects

	1.6.1.1.4. Task 4 – Packet Tracer (continued)









	1.6.2. Workflow 2: Configure Network Security and DoS Event Logging
	1.6.2.1. Task 1 – Configure Network Security and DoS Event Logging

	1.6.2.2. Task 2 – Evaluate Network Firewall Events

	1.6.2.3. Task 3 – Evaluate DoS Events
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1.6.1. Network Security (AFM) Management Workflows


1.6.1.1. Workflow 1: Managing AFM from BIG-IQ

Day 4, it turns out no one thought about managing the new web and
application servers, as such SSH is blocked to both devices. Let’s first
validate this by using the packet tester tool within BIG-IQ, note this
is the same tool within BIG-IP with one major exception. Within BIG-IQ
you can trace a packet through more than one firewall. This is very
useful if you have multiple AFM devices in a packets path, now you can
test the flow end to end from one central location.


1.6.1.1.1. Task 1 – Packet Tracer


	Navigate to Monitoring > Reports > Security > Network Security > Packet Traces

[image: image109]



	Click on the “Create” button from the top menu.


	Complete the following information


	Name – ssh_trace


	Protocol – tcp


	TCP Flags – Syn


	Source IP Address – 10.20.0.200


	Source Port – 9999


	Destination IP Address – 10.30.0.50


	Destination Port – 22


	Use Staged Policy – No


	Trigger Log – No






	Under the Devices section click “Add” (notice you’ll see all the devices
with AFM provision listed), for our lab however; just add bigip2.dnstest.lab
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	Select the “/Common/OUTSIDE” Vlan as the Source VLAN from the dropdown.

When completed your screen should look like the screen shot below:
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	Click “Run Trace”

You can see from the trace results; the traffic is indeed being denied
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Another nice feature of Packet Trace within BIG-IQ is the ability to
clone a trace, when you complete the next two tasks, we’ll return to the
packet tracer tool to re-run the results using the clone option.
Additionally, the traces are saved and can be reviewed later, this can
be very helpful in long troubleshooting situations where application
teams are asking for results after changes are made to policies.

Follow the steps below to allow SSH access to both devices using BIG-IQ
as a central management tool.




1.6.1.1.2. Task 2 – Modify Rule Lists


	Navigate to the Configuration > Security > Network Security > Rule Lists


	Notice the previously created rule lists have been imported into BIG-IQ


	Click on the “application_rule_list”


	Click Create Rule button.


	Click on the pencil (edit rule) of the newly created rule listed with Id of 2.


	Create a new rule with the below information. Be prepared to scroll to find all the options







	Name

	allow_ssh





	Source Address

	10.20.0.200



	Source Port

	any



	Source VLAN

	any



	Destination Address

	10.30.0.50



	Destination Port

	22



	Action

	Accept-Decisively



	Protocol

	TCP



	State

	enabled



	Log

	True (checked)








	Click Save & Close when finished.


	Repeat the same procedure for the web_rule_list, be sure to change the destination to 10.30.0.50, all other setting remains the same.







1.6.1.1.3. Task 3 – Deploy the Firewall Policy and related configuration objects

Now that the desired firewall configuration has been created on the
BIG-IQ, you need to deploy it to the BIG-IP. In this task, you create
the deployment, verify it, and deploy it.


	From the top navigation bar, click on Deployment (tab).


	Click on the EVALUATE & DEPLOY section on the left to expand it.


	Click on Network Security in the expansion.
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	Click on the top Create button under the Evaluations section.


	Give your evaluation a name (ex: deploy_afm1).


	Evaluation Source should be Current Changes (default).


	Source Scope should be All Changes (default)


	Remove Unused Objects should be Remove Unused Objects (default)


	Target Device(s) should be Device.


	Select bigip2.dnstest.lab from the list of Available devices and move it to Selected area.
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	Click the Create button at the bottom right of the page.

You should be redirected to the main Evaluate and Deploy page.

This will start the evaluation process in which BIG-IQ compares its
working configuration to the configuration active on each BIG-IP.
This can take a few moments to complete.

The Status section should be dynamically updating… (What states do you see?)

Once the status shows Evaluation Complete you can view the evaluation results.


Note

Before selecting to deploy, feel free to select the differences indicated to see the proposed deployment changes. This is your check before making changes on a BIG-IP.





	Click the number listed under Differences – Firewall.


	Scroll through the list of changes to be deployed.


	Click on a few to review in more detail.

What differences do you see from the Deployed on BIG-IP section and
on BIG-IQ?

Do you see the new rules you created in BIG-IQ? Ya should…



	Click Cancel.

Deploy your changes by checking the box next to your evaluation deploy_afm1.



	With the box checked, click the Deploy button.

Your evaluation should move to the Deployments section.

After deploying, the status should change to Deployment Complete.


	This will take a moment to complete. Once completed, log in to the
BIG-IP and verify that the changes have been deployed to the AFM
configuration.








Congratulations, you just deployed your first AFM policy via BIG-IQ!

Review the configuration deployed to the BIG-IP units.

On bigip2.dnstest.lab: (https://192.168.1.150)


	Navigate to Security > Network Firewall > Policies.


	Click on rd_0_policy and expand the rule lists

Are the two rules you created in BIG-IQ listed for this newly deployed firewall policy?
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Test Access:


	Open a new Web browser and access http://10.30.0.50


	Open Putty and access 10.30.0.50







1.6.1.1.4. Task 4 – Packet Tracer (continued)

#. Navigate to the Monitoring tab Reports Security Network Security Packet
Tracers


	Highlight the previous trace (ssh_trace) and click on the “Clone” button
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You’ll notice all the previously entered values are pre-populated, you
now can make any changes if necessary (maybe the application team
realized the source port of the flow is not random).



	Click “Run Trace”
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SUCCESS!!

The history within the tool makes Root Cause Analysis (RCA) reports very
easy, this allows the security team to show a denied flow and subsequent
permitted flow.









          

      

      

    

  

    
      
          
            
  
1.6.2. Workflow 2: Configure Network Security and DoS Event Logging


1.6.2.1. Task 1 – Configure Network Security and DoS Event Logging

You enable Network Security event logging using the virtual servers
displayed in the context list


	Navigate to the Configuration Security Network Security Contexts


	Check the box next to the IPV4_TCP VIP


	Select “Configure Logging” from the top buttons

[image: image119]



	You will receive a configuration message alerting you to the changes
about to be made to the device, click Continue
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This will now configure a logging profile, associated pools, monitors
and all necessary configuration to send logs to the Data Collection
Device (DCD).

In the spirit of central management, we’re also going to configure the
DoS event logging, so we only must perform one deployment on both
devices.


	Navigate to Configuration Security Shared Security DoS Protection Device
DoS Configurations


	Highlight bigip1.dnstest.lab and click the “Configure DoS Logging”
button from the top.
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	Once again you will receive a configuration message, click continue


	Once completed navigate to the Deployments tab

As most of the configuration is “LTM” related you will first need to
deploy the LTM configuration.



	Navigate to Evaluate & Deploy


	Select Local Traffic & Network Traffic


	Create an evaluation named “logging_configuration”, leave all other
defaults and select both devices, once finished, create the evaluation.

Feel free to examine the changes in the evaluation, when satisfied
deploy the changes.



	Once the LTM configuration is deployed, you’ll need to also deploy the
Network Security portion of the changes.

Navigate to Deployment Evaluate & Deploy Network Security.





Again, create an evaluation and subsequent deployment for both devices.




1.6.2.2. Task 2 – Evaluate Network Firewall Events


	Browse to http://10.30.0.50 once again (or refresh in your tabs).


	Within BIG-IQ, navigate to Monitoring Network Security Firewall


	Click on a line item for enriched information in the window below as
shown
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Feel free to view other logs to see the data presented.








1.6.2.3. Task 3 – Evaluate DoS Events


	Open a few separate windows to the attack host. We will launch a few
attacks at once to see the value of consolidated reporting within BIG-IQ
(there is a text document on the jumbox desktop which contains all of
the attack commands).


	Launch a few attacks at once and navigate to Monitoring Events –DoS DoS
Summary

[image: image123]



	From here you have a consolidated view of all your devices and attacks.

Click on one of the attack ID’s for enriched information about the
attack

[image: image124]





This concludes the lab. You have had quite the eventful first week at
Initech! You have successfully allowed communication to a new webserver,
you tuned and defended against several DoS attacks, you then configured
BIG-IQ for central device management and monitoring and lastly, you’re
now managing AFM within BIG-IQ. I think you deserve Friday off!!







          

      

      

    

  

    
      
          
            
  
1.7. Lab 6 - iControl REST API



	1.7.1. Lab 6 Overview

	1.7.2. About Representational State Transfer

	1.7.3. About URI format

	1.7.4. About reserved ASCII characters

	1.7.5. About REST resource identifiers

	1.7.6. About Postman – REST Client

	1.7.7. Simulating and defeating a Christmas Tree Packet Attack





Written for TMOS 13.1.0.1/BIG-IQ 6.0

[image: image0] [image: https://www.icsalabs.com/sites/default/files/imagecache/large_logo/ICSA_Cert_Firewall_WEB.gif]





          

      

      

    

  

    
      
          
            
  
1.7.1. Lab 6 Overview

It’s Friday, you’ve made it through week one, but its not over yet.
After another meeting with the Bob’s they’ve decided they want to
explore the SecOps world and configure devices through the REST API.
Before we proceed let’s learn a little about what REST is and how to
interact with the F5 API, also known as iControl.





          

      

      

    

  

    
      
          
            
  
1.7.2. About Representational State Transfer

Representational State Transfer (REST) describes an architectural style
of web services where clients and servers exchange representations of
resources. The REST model defines a resource as a source of information
and defines a representation as the data that describes the state of a
resource. REST web services use the HTTP protocol to communicate between
a client and a server, specifically by means of the POST, GET, PUT, and
DELETE methods to create, read, update, and delete elements or
collections. In general terms, REST queries resources for the
configuration objects of a BIG-IP® system, and creates, deletes, or
modifies the representations of those configuration objects. The
iControl® REST implementation follows the REST model by:


	Using REST as a resource-based interface, and creating API methods based on nouns.


	Employing a stateless protocol and MIME data types, as well as taking advantage of the authentication mechanisms and caching built into the HTTP protocol.






	Supporting the JSON format for document encoding.


	Representing the hierarchy of resources and collections with a Uniform Resource Identifier (URI) structure.


	Returning HTTP response codes to indicate success or failure of an operation.






	Including links in resource references to accommodate discovery.








          

      

      

    

  

    
      
          
            
  
1.7.3. About URI format

The iControl® REST API enables the management of a BIG-IP® device by
using web service requests. A principle of the REST architecture
describes the identification of a resource by means of a Uniform
Resource Identifier (URI). You can specify a URI with a web service
request to create, read, update, or delete some component or module of a
BIG-IP system configuration. In the context of REST architecture, the
system configuration is the representation of a resource. A URI
identifies the name of a web resource; in this case, the URI also
represents the tree structure of modules and components in TMSH.

In iControl REST, the URI structure for all requests includes the string
/mgmt/tm/ to identify the namespace for traffic management. Any
identifiers that follow the endpoint are resource collections.

Tip: Use the default administrative account, admin, for requests to
iControl REST. Once you are familiar with the API, you can create user
accounts for iControl REST users with various permissions.

https://management-ip/mgmt/tm/module

The URI in the previous example designates all of the TMSH subordinate
modules and components in the specified module. iControl REST refers to
this entity as an organizing collection. An organizing collection
contains links to other resources. The management-ip component of the
URI is the fully qualified domain name (FQDN) or IP address of a BIG-IP
device.

Important: iControl REST only supports secure access through HTTPS, so
you must include credentials with each REST call. Use the same
credentials you use for the BIG-IP device manager interface.

For example, use the following URI to access all the components and
subordinate modules in the LTM module:

https://management-ip/mgmt/tm/ltm

The URI in the following example designates all of the subordinate
modules and components in the specified sub-module. iControl REST refers
to this entity as a collection; a collection contains resources.

https://management-ip/mgmt/tm/module/sub-module

The URI in the following example designates the details of the specified
component. The Traffic Management Shell (TMSH) Reference documents the
hierarchy of modules and components, and identifies details of each
component. iControl REST refers to this entity as a resource. A resource
may contain links to sub-collections.

https://management-ip/mgmt/tm/module/[sub-module]/component





          

      

      

    

  

    
      
          
            
  
1.7.4. About reserved ASCII characters

To accommodate the BIG-IP® configuration objects that use characters,
which are not part of the unreserved ASCII character set, use a percent
sign (%) and two hexadecimal digits to represent them in a URI. The
unreserved character set consists of: [A - Z] [a - z] [0 - 9] dash (-),
underscore (_), period (.), and tilde (~).

You must encode any characters that are not part of the unreserved
character set for inclusion in a URI scheme. For example, an IP address
in a non-default route domain that contains a percent sign to indicate
an address in a specific route domain, such as 192.168.25.90%3, should
be encoded to replace the %character with %25.





          

      

      

    

  

    
      
          
            
  
1.7.5. About REST resource identifiers

A URI is the representation of a resource that consists of a protocol,
an address, and a path structure to identify a resource and optional
query parameters. Because the representation of folder and partition
names in TMSH often includes a forward slash (/), URI encoding of folder
and partition names must use a different character to represent a
forward slash in iControl®

To accommodate the forward slash in a resource name, iControl REST maps
the forward slash to a tilde (~) character. When a resource name
includes a forward slash (/) in its name, substitute a tilde (~) for the
forward slash in the path. For example, a resource name, such as
/Common/plist1, should be modified to the format shown here:

https://management-ip/mgmt/tm/security/firewall/port-list/~Common~plist1





          

      

      

    

  

    
      
          
            
  
1.7.6. About Postman – REST Client

Postman helps you be more efficient while working with APIs. Postman is
a scratch-your-own-itch project. The need for it arose while one of the
developers was creating an API for his project. After looking around for
a number of tools, nothing felt just right. The primary features added
initially were a history of sent requests and collections. You can find
Postman here - www.getpostman.com [http://www.getpostman.com].





          

      

      

    

  

    
      
          
            
  
1.7.7. Simulating and defeating a Christmas Tree Packet Attack

Now that we understand what REST is let’s use it to defeat Joanna one
last time. Joanna was feeling festive for her final attack. In this
example, we’ll set the BIG-IP to detect and mitigate Joanna’s attack
where all flags on a TCP packet are set. This is commonly referred to as
a Christmas tree packet and is intended to increase processing on
in-path network devices and end hosts to the target.

To interact with the REST API, we’ll be using POSTMan. We’ll then use
the hping utility to send 25,000 packets to our server, with random
source IPs to simulate a DDoS attack where multiple hosts are attacking
our server. We’ll set the SYN, ACK, FIN, RST, URG, PUSH, Xmas and Ymas
TCP flags.


	POSTMan is installed as an application and can be accessed from the desktop of the Jumpbox


	Once you launch POSTMan You’ll then want to import the API calls for the lab as well as the environment variables


	There is a notepad on the desktop labeled “Postman Links”


	Within POSTman and click on the “Import” link near the top and then select “Import from Link”


	Copy and paste the collection link from within the notepad and select “Import”


	Copy and paste the environment link from within the notepad and select “Import”




[image: image126]



	Before proceeding verify the Agility 2018 environment is selected
from the drop down in the top right of POSTman

[image: image127]



	In the bigip01.dnstest.lab (https://192.168.1.100) web UI, navigate
to Security > DoS Protection > Device Configuration > Network
Security.


	Expand the Bad-Header-TCP category in the vectors list.


	Click on the Bad TCP Flags (All Flags Set) vector name and take note of the current settings


	Within POSTman open the collection “Agility 2018 Lab 5”

[image: image128]



	Run step 1 by clicking on the send button to the right

[image: image129]



	The output from the GET request can be reviewed, this is showing you
all the device-dos configuration options and settings. Search for
“bad-tcp-flags-all-set” by clicking ‘ctrl +f’. Note the values as
they are currently configured. We are now going to modify the Bad
TCP Flags (All Flags Set) attack vector. To do so run step 2 of the
collection by highlighting the collection and click “Send”.


	You can now execute step 3 in the collection and verify the changes,
you can also verify the changes in the BIG-IP web UI.

[image: image130]



	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	
On the attack host, launch the attack by issuing the following command on the BASH prompt:

sudo hping3 10.20.0.10 --flood --rand-source --destport 80 -c 25000 --syn --ack --fin --rst --push --urg --xmas --ymas





	
You’ll see the BIG-IP ltm log show that the attack has been detected:

[image: image131]





	
After approximately 60 seconds, press CTRL+C to stop the attack.

[image: image132]





	Navigate to Security > DoS Protection> DoS Overview (you
may need to refresh or set the auto refresh to 10 seconds). You’ll
notice from here you can see all the details of the active attacks.
You can also modify an attack vector right from this screen by
clicking on the attack vector and modifying the fly out.

[image: image133]



	
Return to the BIG-IP web UI. Navigate to Security > Event Logs > DoS > Network > Events. Observe the log entries showing the details surrounding the attack detection and mitigation.

[image: image134]





	Navigate to Security > Reporting > DoS > Analysis.
Single-click on the attack ID in the filter list to the right of the
charts and observe the various statistics around the attack.


	The same attacks can also be seen in BIG-IQ as demonstrated in the previous lab.




Congratulations, you have successfully defeated Joanna’s festive attack using only the REST API to configure the device!

Since it’s the end of the week and Joanna is using the same IP address continually, lets block
her IP address and her subnet using BIG-IQ. We’ll use the REST API to
accomplish this as well, as BIG-IQ also has an available REST API.


	Using POSTman run step 4, this will create an address-list within
BIG-IQ, the advantage to address-lists is they allow you to group
similar objects into a group. In this instance we’re going to create
an address-list named API_Naughty_Address_List with a host and a
network. Once you run the command you’ll receive output below. You
will need to copy the value returned in the ‘ID” field as shown
below:

[image: image135]



	Take the copied text and paste it into the environment variable for
AFM_Adddress_ID. The variables are accessed by clicking on the “eye”
icon next to where you selected the Agility 2018 Environment:

[image: image136]



	Click edit and enter the value returned in step 1, when completed
click update

[image: image137]



	We will now create a rule list name first, to accomplish this send
the call found in step 5. You will need to also capture the “ID” in
this step as well. This value will be updated in the AFM_Rule_ID
field

[image: image138]



	Take the copied text and paste it into the environment variable for
AFM_Rule_ID

[image: image139]



	At this stage we have created an address-list with objects and saved
the ID, we have also created a rule name and saved the ID. The next
step is to add an actual rule to the newly created rule named
“Naughty_Rule_List”. Before you send the call-in step 6, take a
moment to examine the body of the request. You’ll notice in the URI
we’re referencing the variable of AFM_Rule_ID and in the body of the
JSON request we’re linking the AFM_Address_ID to the rule. Once sent
you’ll receive confirmation similar to the below output.

[image: image140]



	Since this is an existing environment, we’re going to first need to
obtain the policy ID before we can assign the value to this variable.
To obtain the policy ID of the existing policy we created in lab 1
and imported in the prior lab, run step 7.

[image: image141]



	You will notice there are two policies, Global and rd_0_policy, we’ll
need to copy the ID for the rd_0_policy which is located directly
under its name and paste it into the variable for AFM_Policy_ID.

[image: image142]



	Finally run step 8 to add the new rule list to the existing policy,
when completed you’ll receive output similar as seen below.

[image: image143]



	Before we deploy the policy. Log into the BIG-IQ web UI
(https://192.168.1.50) and navigate to Configuration Security
Network Security Firewall Policies. Click on the link for the
rd_0_policy, expand all the rules to verify your new API created
rule list is first in the list and all objects are created as
expected.

[image: image144]



	The final step is to deploy the policy to the BIG-IP. Before we can
do this, we have one last variable we’ll need to acquire, the
machine ID of bigip02.dnslab.test. To obtain the machine ID run the
call in step 9, once the call is run, you will look for the
machineId key and copy the value to the environment variable
bigip02-machined as shown below and click update.

[image: image145]
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	Finally, you will run step 10, this will initiate a deployment on
BIG-IQ to deploy the changes to BIG-IP. Within BIG-IQ navigate to
Deployment Evaluate & Deploy Network Security. At the bottom in the
deployments section you’ll notice an API Policy Deploy task. Feel
free to click on the task to investigate the changes. Once the
policy has deployed, log into the web UI of bigip02.dnstest.lab and
navigate to Security network Firewall Active Rules. Change the
context to Route Domain and select 0. Expand all of the rules to
verify the rules have been deployed as expected. Your final screen
should look something like the screen capture below.

[image: image147]





Lastly, in your web browser, verify you can no longer access the web
pages http://10.30.0.50 and http://10.40.0.50 as well as no longer being
able to SSH to any of the devices.





          

      

      

    

  

    
      
          
            
  
2. Advanced Multi-Layer Firewall Protection

Firewall 320 – Advanced Multi-Layer Firewall Protection

Participant Hands-on Lab Guide


Last Updated: March 26, 2018




©2018 F5 Networks, Inc. All rights reserved. F5, F5 Networks, and the F5
logo are trademarks of F5 Networks, Inc. in the U.S. and in certain
other countries. Other F5 trademarks are identified at f5.com.

Any other products, services, or company names referenced herein may be
trademarks of their respective owners with no endorsement or
affiliation, express or implied, claimed by F5.

Welcome to the F5 Agility 2018 Multilayer Firewall Implementations setup
and hands-on exercise series.

The purpose of the Lab Setup and Configuration Guide is to walk you
through the setup of F5 BIGIP to protect applications at multiple layers
of the OSI stack hence providing Application Security Control. This in
effect allows F5 BIG-IP to be multiple firewalls within a single
platform.

*Assumptions/Prerequisites*: You have attended the AFM 101 lab
sessions either this year or in previous years. Additionally this lab
guide assumes that you understand LTM/TMOS basics and are comfortable
with the process of creating Nodes, Pools, Virtual Servers, Profiles and
Setting up logging and reporting.

There are three modules detailed in this document.

Module 1: F5 Multi-layer Firewall

Module 2: F5 Dynamic Firewall Rules With iRules LX

Module 3: AFM Protocol Inspection IPS

Lab Requirements:


	Remote Desktop Protocol (RDP) client utility


	Windows: Built-in


	Mac (Microsoft Client):
https://itunes.apple.com/us/app/microsoft-remote-desktop/id715768417?mt=12


	Mac (Open Source Client):
http://sourceforge.net/projects/cord/files/cord/0.5.7/CoRD_0.5.7.zip/download


	Unix/Linux (Source – Requires Compiling): http://www.rdesktop.org/









Note

You may use your webbrowser for console access if necessary but screen
sizing may be affected.




Note

IP Filtering locks down connectivity to to the remote labs.
If you are required to VPN into your corporate office to get Internet access,
please determine your external IP address via https://www.whatismyip.com and provide
an instructor with that information for your pod.




	Connectivity to the facility provided Internet service


	Unique destination IP address for RDP to your lab






	2.1. Module 1: F5 Multi-layer Firewall

	2.2. Module 2: F5 Dynamic Firewall Rules With iRules LX

	2.3. Module 3: AFM Protocol Inspection IPS









          

      

      

    

  

    
      
          
            
  
2.1. Module 1: F5 Multi-layer Firewall

This module has seven labs in configuring an Advanced Multi-layer firewall applicable to many data center environments.

In this module, you will build a perimeter firewall with advanced Layer 7 security mitigations.

Estimated completion time: 1 hour

Objective:


	Create multiple internal pools and virtual servers for different applications within your data center. e.g. www, API, /downloads


	Create external hosted virtual server that allows the same IP address to be shared with multiple SSL enabled applications.


	Configure LTM policy to direct traffic to appropriate virtual server


	Configure local logging; test


	Create a network firewall policy to protect the internal application
virtual servers; test


	Configure the external virtual server to tranform traffic coming through CDN networks so that firewall policies can be applied to specific clients; test


	Modify the network firewall policy to block based on XFF; test


	Apply Layer 7 responses (403 Denied) for CDN clients to firewall drop rules


	Configure HTTP protocol security; test


	Configure SSL Visibility to external security devices e.g. IDS; test




Labs 1 & 2 highlight the flexibility of leveraging an application
proxy such as the BIG-IP for your perimeter security utilizing common
traffic management techniques and some additional features unique to
the BIG-IP as an Application Delivery Controller.

Labs 3 & 4 Breaks out applying differing security policies to the
multi-tiered application deployment.

Lab 5 Highlights the flexibility of the Multi-Layered Firewall to solve
common problems for hosting providers.

Lab 6 Applies Layer 7 protocol validation and security for HTTP to the
existing applications.

Lab 7 Provides a solution for sending decrypted traffic to other
security devices.


Warning

IP addresses in screenshots are examples only. Please read the
step-by-step lab instructions to ensure that you use the correct IP
addresses.





	2.1.1. Lab 1: Configure pools and internal virtual servers

	2.1.2. Lab 2: Leverage LTM Policies To Direct SSL Terminated Applications To Secondary Virtual Servers

	2.1.3. Lab 3: Configure Local Logging For Firewall Events

	2.1.4. Lab 4: Configure A Firewall Policy and Firewall Rules For Each Application

	2.1.5. Lab 5: Provide Firewall Security Policies For CDN Enabled Applications

	2.1.6. Lab 6: Configure HTTP security

	2.1.7. Lab 7: Configure A Clone Pool For SSL Visibility To IDS Sensors Or Other Security Tools









          

      

      

    

  

    
      
          
            
  
2.1.1. Lab 1: Configure pools and internal virtual servers

A virtual server is used by BIG-IP to identify specific types of
traffic. Other objects such as profiles, policies, pools and iRules are
applied to the virtual server to add features and functionality. In the
context of security, since BIG-IP is a default-deny device, a virtual
server is necessary to accept specific types of traffic.

The pool is a logical group of hosts that is applied to and will receive
traffic from a virtual server.

On your personal device

Look at the supplemental login instructions for:


	External Hostnames


	External IP addressing diagram


	Login IDs and Passwords are subject to change as well.




[image: image1]


2.1.1.1. Create Application Pools

On BIG-IP

Create the following pools using the following tabel of pool information.  Note that each pool has only one pool member, that is fine for the purposes of our lab:

Navigation: Local Traffic > Pools > Pool List, then click Create









	Name

	Health Monitor

	Members

	Service Port





	pool_www.mysite.com

	tcp_half_open

	10.10.121.129

	80



	pool_www.mysite.com-api

	tcp_half_open

	10.10.121.132

	80



	pool_www.theirsite.com

	tcp_half_open

	10.10.121.131

	80



	pool_www.yoursite.com

	tcp_half_open

	10.10.121.130

	80






[image: image2]


Note

Leave all other fields using the default values.



Navigation: Click Finished

[image: image3]


Note

The pools should now show a green circle for status.






2.1.1.2. Create Internal Application Virtual Servers

By using the term ‘internal’ we are creating the virtual servers on what is essentially a loopback VLAN which prevents them from being exposed.

Create the following internal virtual servers using the following table of information:

Navigation: Local Traffic > Virtual Servers > Virtual Server List, then
click Create. ( Change to “Advanced” configuration style )







	Name

	Properties





	int_vip_www.mysite.com_1.1.1.1

	Dest: 1.1.1.1

Port: 80

HTTP Profile: http

Enabled on VLAN: loopback

SNAT: AUTO

Default Pool: pool_www.mysite.com




	int_vip_www.mysite.com-api_1.1.1.2

	Dest: 1.1.1.2

Port: 80

HTTP Profile: http

Enabled on VLAN: loopback

SNAT: AUTO

Default Pool: pool_www.mysite.com-api




	int_vip_www.mysite.com-downloads_1.1.1.3

	Dest: 1.1.1.3

Port: 80

HTTP Profile: http

Enabled on VLAN: loopback

SNAT: AUTO

Default Pool: pool_www.mysite.com




	int_vip_www.theirsite.com_2.2.2.2

	Dest: 2.2.2.2

Port: 80

HTTP Profile: http

Enabled on VLAN: loopback

SNAT: AUTO

Default Pool: pool_www.theirsite.com




	int_vip_www.yoursite.com_3.3.3.3

	Dest: 3.3.3.3

Port: 80

HTTP Profile: http

Enabled on VLAN: loopback

SNAT: AUTO

Default Pool: pool_www.yoursite.com







[image: image4]
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Note

Leave all other fields using the default values.



Navigation: Click Finished

[image: image7]


Note

The virtual servers should now show a green circle for status.






2.1.1.3. Create An External Virtual Server To Host Multiple SSL Enabled Websites

Create the external virtual server using the following information.

Navigation: _Local Traffic > Virtual Servers > Virtual Server List_, then
click Create











	Name

	Dest

	Port

	HTTP Profile

	SSL Profile (Client)

	Default Pool





	EXT_VIP_10.10.99.30

	10.10.99.30

	443

	http

	www.mysite.com

www.theirsite.com

www.yoursite.com


	pool_www.mysite.com






[image: image8]

[image: image9]

[image: image10]


Note

The default pool is here simply to let the virtual server turn green. Policies will be used to switch traffic, not hard-coded pools.  Note also the three different certificates applied to the Virtual Server.  This is the basis of SNI.




Attention

Try accessing all the VS you created from the Windows host via ping and Chrome. There are bookmarks saved to access it.  Ping works, but web browsing ( chrome or curl ) does not work because our policies are not set up yet.




Note

This completes Module 1 - Lab 1









          

      

      

    

  

    
      
          
            
  
2.1.2. Lab 2: Leverage LTM Policies To Direct SSL Terminated Applications To Secondary Virtual Servers

What is SNI? Introduced in TLS 1.0 as a TLS extension, Server Name Indication (SNI) allows the client to send the hostname they are trying to connect to in the SSL handshake. This allows the Application Delivery Controllers (ADC) such as the BIG-IP and the Application servers to identify the appropriate application the client is trying to connect to. From this information, the ADC can respond with the proper SSL certificate to the client allowing the ADC to provide SSL enabled services for multiple applications from a single IP address.

LTM policies are another way to programatically modify traffic as it is flowing through the data plane of the BIG-IP. This functionality can also be accomplished with F5 iRules. The advantage this has over iRules is that LTM policies can be modified and appended to the existing configuration without replacing the entire application configuration. This lends itself to being updated through the CLI or via the REST API easily.

If you make a single change to an iRule, the entire iRule needs to be re-uploaded and applied.

The LTM policy is what directs application traffic to flow from the external virtual server to the internal virtual servers based on the Layer 7 request. In this case, since we are using SNI to terminate multiple applications (mysite,yoursite,theirsite, api, downloads) we need to be able to direct that traffic to the appropriate application pools. Some can even come back to the same application pool.

Whether it is based on the hostname or the URI path, the request can be forwarded to a different virtual server or an application pool of servers.


2.1.2.1. Create the LTM Policies


Note

As shown in this diagram, there is an external VIP and internal VIPs.  The external VIP has the local traffic policies on it.



[image: ltp-diagram]

Navigation: Local Traffic > Policies : Policy List > Policy List Page,
then click Create







	Policy Name

	HTTPS_Virtual_Targeting_PolicyL7





	Strategy

	Execute *best* matching rule using the *best-match* strategy






Navigation: Click Create Policy

[image: image11]

Navigation: Local Traffic > Policies : Policy List > Draft Policies >  /Common/HTTPS_Virtual_Targeting_PolicyL7

[image: image12]

Navigation: Click create to create some rules.

You will need to create the following rules within your policy:










	Rule Name

	Rule Logic

	
	
	




	www.mysite.com

	HTTP Host

	Host

	is

	www.mysite.com



	
	Forward Traffic

	Virtual Server

	
	int_vip_www.mysite.com_1.1.1.1



	www.yoursite.com

	HTTP Host

	Host

	is

	www.yoursite.com



	
	Forward Traffic

	Virtual Server

	
	int_vip_www.yoursite.com_3.3.3.3



	www.theirsite.com

	HTTP Host

	Host

	is

	www.theirsite.com



	
	Forward Traffic

	Virtual Server

	
	int_vip_www.theirsite.com_2.2.2.2



	www.mysite.com-api

	HTTP Host

	host

	is

	www.mysite.com



	
	HTTP URI

	path

	begins with

	/api



	
	Forward Traffic

	Virtual Server

	
	int_vip_www.mysite.com-api_1.1.1.2



	
	Replace

	http uri

	path

	with /



	www.mysite.com-downloads

	HTTP Host

	host

	is

	www.mysite.com



	
	HTTP URI

	path

	begins with

	/downloads



	
	Forward Traffic

	Virtual Server

	
	int_vip_www.mysite.com-downloads_1.1.1.3






Navigation: Remember to click Add after adding the matching string

[image: image13]

Navigation: Click Save

Additional Example for /api. The replacement line is required to strip
the path from the request for the site to work.

[image: image14]

Complete the additional policies according to the list above.

Once complete, you must save a Draft, then publish the policy.

Navigation: Local Traffic > Policies: Policy List >
/Common/HTTPS_Virtual_Targeting_PolicyL7

Navigation: Save Draft
Navigation: Click Publish

[image: image15]




2.1.2.2. Apply The Policy To The External Virtual Server

Navigation: Local Traffic > Virtual Servers : Virtual Server List

[image: image16]

Navigation: Click the EXT_VIP_10.10.90.30

[image: image17]

Navigation: Click the Resources Tab

[image: image18]

Navigation: Under Policies Click Manage

[image: image19]

Navigation: Select the HTTPS_Virtual_Targeting_PolicyL7

[image: image20]

Navigation: Click the Double Arrow to move the policy into the left-hand
column and click Finished.

[image: image21]

The result should look like the screenshot below.

[image: image22]


Attention

When you first set up the Virtual Servers, accessing the sites didn’t work very well because the policies were not setup.  Now try accessing all the VS you created from Chrome. You can use the bookmarks for easy access. If you manually type in the sites in the address bar, use https://** since you enabled encyrption when you created the virtual server.






2.1.2.3. Validate Lab 2 Configuration

Validation: This lab is using self-signed certificates. You can
either open a web browser on the test client or run CURL from the CLI to
validate your configuration.

You will need to accept the certificate to proceed to the application sites

With curl you need to use the -k option to ignore certificate validation


Note

You may have to edit the hosts file on your Win7 Client to add:



10.10.99.30 www.mysite.com

10.10.99.30 www.yoursite.com

10.10.99.30 www.theirsite.com





[image: image23]

From a terminal window (use Cygwin on Win7 Client Desktop, or go to the c:\curl directory from windows command shell ). Curl will let us do some of the additional testing in later sections.

curl -k https://10.10.99.30 -H Host:www.mysite.com

<H1> MYSITE.COM </H1>

curl -k https://10.10.99.30 -H Host:www.theirsite.com

<H1> THEIRSITE.COM </H1>

curl -k https://10.10.99.30 -H Host:www.yoursite.com

<H1> YOURSITE.COM </H1>

curl -k https://10.10.99.30/api -H Host:www.mysite.com





{
   "web-app": {
     "servlet": [
        {
           "servlet-name": "cofaxCDS",
           "servlet-class": "org.cofax.cds.CDSServlet"
        }
 ...






Note

A bunch of nonsense JSON should be returned.



curl -k https://10.10.99.30/downloads/ -H 'Host:www.mysite.com'





<html>
<head>
  <title>Index of /downloads</title>
</head>
<body>






Note

This completes Module 1 - Lab 2









          

      

      

    

  

    
      
          
            
  
2.1.3. Lab 3: Configure Local Logging For Firewall Events

Security logging needs to be configured separately from LTM logging.

High Speed Logging for modules such as the firewall module requires three componenets.



	A Log Publisher


	A Log Destination (local-db for this lab)


	A Log Profile







For more detailed information on logging please consult the BIG-IP documentation.

https://askf5.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-13-0-0/3.html

In this lab, we will configure a local log publisher and log profile. The
log profile will then be applied to the virtual server and tested.


2.1.3.1. Create A Log Publisher

This will send the firewall logs to a local database.

Create the log publisher using the following information:

Navigation: System > Logs > Configuration > Log Publishers, then click
Create







	Name

	firewall_log_publisher





	Destinations (Selected)

	local-db






[image: image24]


Note

Leave all other fields using the default values.



Navigation: Click Finished




2.1.3.2. Create A Log Profile

Create the log profile using the following information:

Navigation: Security > Event Logs > Logging Profiles, then click Create







	Name

	firewall_log_profile





	Protocol Security

	Checked



	Network Firewall

	Checked









2.1.3.3. Modify The Log Profile To Collect Protocol Security Events

Edit log profile protocol security tab using the following information:

Navigation: Click on the Protocol Security tab and select the firewall_log_publisher






	firewall_log_publisher






[image: image25]


Note

Leave all other fields using the default values.






2.1.3.4. Modify The Log Profile To Collect Firewall Security Events

Edit log profile network firewall tab using the following information:

Navigation: Click on the Network Firewall tab







	Network Firewall Publisher

	firewall_log_profile





	Log Rule Matches

	Check Accept
Check Drop
Check Reject



	Log IP Errors

	Checked



	Log TCP Errors

	Checked



	Log TCP Events

	Checked



	Log Translation Fields

	Checked



	Storage Format

	Field-List (Move all to Selected Items)







[image: image26]





Note

Leave all other fields using the default values.



Navigation: Click Finished




2.1.3.5. Apply The Logging Configuration

Apply the newly created log profile to the external virtual server created in the previous lab.

Navigation: Local Traffic > Virtual Servers > Virtual Server List

Navigation: Click on EXT_VIP_10.10.99.30

Navigation: Security tab > Policies







	Log Profile

	firewall_log_profile






[image: image27]


Note

Leave all other fields using the default values.



Navigation: Click Update

View empty network firewall logs.

Navigation: Security > Event Logs > Network > Firewall

[image: image28]




2.1.3.6. Validate Lab 3 Configuration

Open a new web browser tab and access the virtual server or repeat the
curl statements from the previous sections.

URL: https://www.mysite.com


Note

This test generates traffic that creates network firewall log entries.



Navigation: Security > Event Logs > Network > Firewall

[image: image29]


Attention

View new network firewall log entries. Examine the data collected there.




Note

This completes Module 1 - Lab 3









          

      

      

    

  

    
      
          
            
  
2.1.4. Lab 4: Configure A Firewall Policy and Firewall Rules For Each Application

A network firewall policy is a collection of network firewall rules that can be applied to a virtual server. In our lab, we will create two policies, each of which includes two rules. This policy will then be applied to the appropriate virtual servers and tested.


2.1.4.1. Create The downloads_policy Firewall Policy And Rules

This example provides a firewall policy to the www.mysite.com/downloads portion of the application. A real world example of this would be with companies hosting cryptographic software which is subject to export restrictions. In this case we will use the Geolocation feature to block access from a couple countries only and only on the /downloads portion of the application, while access to www remains unaffected.

Navigation: Security > Network Firewall > Policies, then click Create







	Name

	downloads_policy






[image: image30]


Note

Leave all other fields using the default values.



Navigation: Click Finished

Create an IP Drop Network Firewall Rule

Navigation: Click Add

[image: image31]







	Name

	block_export_restricted_countries





	Order

	First



	Protocol

	Any



	Source

	Country/Region: AF,CN,CA



	Action

	Drop



	Logging

	Enabled






[image: image32]


Note

Leave all other fields using the default values.



Navigation: Click Finished







	Name

	permit_log





	Order

	Last



	Action

	Accept



	Logging

	Enabled






Create Permit Log Network Firewall Rule

[image: image33]


Note

Leave all other fields using the default values.



Navigation: Click Finished

[image: image34]

From client machine try to connect again to the application site.

URL: https://www.mysite.com/downloads/

[image: image35]


Note

We want to validate the site is available before and after applying the Network Firewall Policy






2.1.4.2. Assign The Policy To The Virtual Server

A unique feature of the BIG-IP Firewall Module allows L3-4 security policies to be assigned specifically to an application i.e. Virtual Server. So each application can have its own firewall policy separate from other application virtual servers.

Apply the Network Firewall Policy to Virtual Server







	Virtual Server

	int_vip_www.mysite.com-downloads_1.1.1.3





	Enforcement

	Enabled



	Policy

	downloads_policy



	Log Profile

	firewall_log_profile






[image: image36]


Note

Leave all other fields using the default values.



Navigation: Click Update

From client machine validate that you can still reach the application as you did in Lab3.

URL: https://www.mysite.com/downloads/

[image: image37]


Note

We want to ensure the site is still available
after applying the policy. We will get into testing the block later.






2.1.4.3. Create A Separate Policy For The API Virtual Server

Now we want to create a second policy for access to the /api/
application

Create Network Firewall Policy

Navigation: Security > Network Firewall > Policies, then click Create







	Name

	api_policy






[image: image38]


Note

Leave all other fields using the default values.



Navigation: Click Finished

Create Allow TCP Port 80 From Host 172.16.99.5 Network Firewall Rule

Navigation: Click Add

[image: image39]







	Name

	allow_api_access





	Order

	First



	Protocol

	TCP (6)



	Source

	Address: 172.16.99.5



	Action

	Accept



	Logging

	Enabled






[image: image40]


Note

Leave all other fields using the default values.



Navigation: Click Finished


Note

As we are deployed in “ADC Mode” where the default action on a virtual server is ‘Accept’, we must also create a default deny rule.



For further discussion of Firewall vs ADC modes, please consult the F5 BIG-IP documentation.

https://support.f5.com/kb/en-us/products/big-ip-afm/manuals/product/network-firewall-policies-implementations-13-0-0/8.html







	Name

	deny_log





	Order

	Last



	Action

	Drop



	Logging

	Enabled






Create Deny Log Network Firewall Rule

[image: image41]


Note

Leave all other fields using the default values.



Navigation: Click Finished

Apply the Network Firewall Policy to Virtual Server







	Virtual Server

	int_vip_www.mysite.com-api_1.1.1.2





	Enforcement

	Enabled



	Policy

	api_policy



	Log Profile

	firewall_log_profile






[image: image42]


Note

Leave all other fields using the default values.



Navigation: Click Update

From client machine

URL: https://www.mysite.com/api

[image: image43]


Attention

You should no longer be able to access the /api site because the only allowed address is 172.16.99.5. You can verify this in the logs. What is the IP address that is trying to connect?



[image: image44]


Note

This concludes Module 1 - Lab 4









          

      

      

    

  

    
      
          
            
  
2.1.5. Lab 5: Provide Firewall Security Policies For CDN Enabled Applications

Many enterprise sites have some or all of their content served up by Content Delivery Networks (CDN). This common use case leverages proxies to provide static content closer to the end client machines for performance. Because of this there may only be one or two IP addresses connecting to the origin website. The original IP address of the client in this case is often mapped to a common HTTP header X-Forwarded-For or some variation. In this deployment, the BIG-IP can translate the original source of the request in the XFF to the source IP address.

In this case we are going to leverage iRules to modify the traffic coming from the CDN networks so we can apply a firewall policy to it. The iRule to accomplish this is already installed on your BIG-IP. We need to apply it the External Virtual Server. Here is a sample of the iRule.

when HTTP_REQUEST {
   if { [HTTP::header exists "X-Forwarded-For"] } {
      snat [HTTP::header X-Forwarded-For]
      log local0. [HTTP::header X-Forwarded-For]
   }
}





Examminig the iRule we find that it is called when an HTTP request happens. It then checks to see if the X-Forwarded-For header exists (We wouldn’t want to SNAT to a non-existent IP address) and if it does it modifies the source IP address of the request to the IP address provided in the header.


2.1.5.1. Apply the iRule to the Virtual Server

Navigation: Click on the EXT_VIP_10.10.99.30 virtual server

[image: image45]

Navigation: Click Manage under the iRule section

[image: image46]

Navigation: Once you have moved the iRule XFF-SNAT over to the Enabled
Section, Click Finished




2.1.5.2. Validate SNAT Function

To test functionality, we will need to leverage curl from the CLI to insert the X-Forwarded-For header in to the request.

curl -k https://10.10.99.30/downloads/ -H 'Host: www.mysite.com'





Expected Result Snippet:

<html>
   <head>
     <title>Index of /downloads</title>
   </head>
<body>





Validate that IP addresses sourced from China are blocked:

curl -k https://10.10.99.30/downloads/ -H 'Host: www.mysite.com' -H 'X-Forwarded-For: 1.202.2.1'





Expected Result: The site should now be blocked and eventually timeout

Validate that requests sourced from the X-Forwarded-For IP address of 172.16.99.5 are now allowed.

curl -k https://10.10.99.30/api -H 'Host:www.mysite.com' -H 'X-Forwarded-For: 172.16.99.5'





Expected Result:

{
  "web-app": {
    "servlet": [
    {
    "servlet-name": "cofaxCDS",
    "servlet-class": "org.cofax.cds.CDSServlet",








2.1.5.3. Solve For TCP Issues With CDN Networks

The next step is to solve for the TCP connection issue with CDN providers. While we are provided the originating client IP address, dropping or reseting the connection can be problematic for other users of the application. This solution is accomplished via AFM iRules. The iRule is already provided for you. We need to apply it to the Network Firewall downloads_policy Policy. It still is logged as a drop or reset in the firewall logs. We allow it to be processed slightly further so that a Layer 7 response can be provided.

[image: image47]

Navigation: iRule select the AFM_403_Downloads

Validate that denied requests are now responded with a Layer 7 403 Error Page.

curl -k https://10.10.99.30/downloads -H 'Host: www.mysite.com' -H 'X-Forwarded-For: 1.202.2.1'





Expected Result: Instead of the traffic getting dropped, a 403 error
should be returned.

<html>
  <head>
    <title>403 Forbidden</title>
  </head>
  <body>
     403 Forbidden Download of Cryptographic Software Is Restricted
  </body>
</html>






Attention

Since a TCP solution would cause disasterous consequences, the HTML error response will traverse the CDN network back only to the originating client. Using a unique error code such as 418 (I Am A Teapot) would allow you to determine that the webserver is likely not the source of the response. It would also allow the CDN network providers to track these error codes. Try to find one that has a sense of humor.




Note

This concludes Module 1 - Lab 5









          

      

      

    

  

    
      
          
            
  
2.1.6. Lab 6: Configure HTTP security

HTTP security profiles are used to apply basic HTTP security to a
virtual server. Significantly more advanced HTTP security is available
by adding ASM (Application Security Manager).


2.1.6.1. Configure An HTTP Security Profile And Apply It To The External Virtual Server

On the BIG-IP:

Navigation: Security > Protocol Security > Security Profiles > HTTP,
then click Create.







	Profile Name

	demo_http_security





	Custom

	Checked



	Profile is case sensitive

	Checked



	HTTP Protocol Checks

	Check All






[image: image48]


Note

Leave all other fields using the default values.



Navigation: Click Request Checks Tab.







	File Types

	Select All






[image: image49]


Note

Leave all other fields using the default values.



Navigation: Click Blocking Page Tab.







	Response Type

	Custom Response





	Response Body

	Insert “Please contact the helpdesk at x1234” as noted below






[image: image50]


Note

Leave all other fields using the default values.



Navigation: Click Finished

Apply the HTTP security profile to the external virtual server.

Navigation: Local Traffic > Virtual Servers > Virtual Server List >
EXT_VIP_10.10.99.30








	Protocol Security

	Enabled

	demo_http_security






[image: image51]


Note

Leave all other fields using the default values.



Navigation: Click Update.

Open a new web browser tab, access the virtual server and log into the
application.

URL: https://www.mysite.com/dvwa

Credentials: admin/password

[image: image52]


Note

This application is accessible, even though there are policy violations, because the “Block” option in the HTTP security policy is not selected.



Browse the application.

Navigation: Click on various links on the sidebar.

[image: image53]


Note

This traffic will generate network firewall log entries because the Alarm option in the HTTP security policy is selected.



On BIG-IP

Review the log entries created in the previous step.

Navigation: Security > Event Logs > Protocol > HTTP

[image: image54]


Note

Your log entries may be different than the example shown above but the concept should be the same.



Edit the demo_http_security HTTP security profile.

Navigation: Security > Protocol Security > Security Profiles > HTTP







	HTTP Protocol Checks

	Uncheck all except “Host header contains IP address”.

Check “Block”







[image: image55]


Note

Leave all other fields using the default values.



Navigation: Click Finished.

On Windows jumpbox

Open a new web browser tab and access the virtual server.

URL: https://10.10.99.30/dvwa

[image: image56]


Attention

This application should not be accessible because the ”Host header contains IP address” and “Block” options in the HTTP security policy are selected.



Open a new web browser tab and access the virtual server.

URL: https://www.mysite.com/dvwa

[image: image57]


Attention

This application should now be accessible because we requested it through the FQDN instead of an IP address




Note

Explore some of the other settings avaialable to you in the security policy




Note

This is the end of Module 1 - Lab 6









          

      

      

    

  

    
      
          
            
  
2.1.7. Lab 7: Configure A Clone Pool For SSL Visibility To IDS Sensors Or Other Security Tools

SSL encrypted traffic poses a problem for most security devices. The performance of those devices is significantly impacted when trying to decrypt SSL traffic. Since the BIG-IP is designed to handle SSL traffic with specialized hardware and optimized software libraries, it is in the unique position to ‘hand-off’ a copy of the decrypted traffic to other devices.

In this solution, since the BIG-IP is terminating SSL on the external virtual server, when we forward the traffic to the secondary virtual server in clear-text we have an opportunity to make an unencrypted copy of the application traffic and send it to an external sensor such as an IDS for further security assessment.

On BIG-IP

Configure a new Pool.

Navigation: Local Traffic > Pools > Pool List > Click Create.









	Name

	Health Monitor

	Members

	Service Port





	IDS_Pool

	gateway_icmp

	172.1.1.11

	*






[image: image58]


Note

Leave all other fields using the default values.



Navigation: Click Finished.

Attach the IDS_Pool as a clone pool to the server side of the external virtual server

Navigation: Local Traffic > Virtual Servers > Virtual Server List > EXT_VIP_10.10.99.30.

Navigation: Configuration > Advanced.

[image: image59]

Navigation: Scroll to the configuration for Clone Pools and select the IDS_Pool

[image: image60]

Navigation: Click on update at the bottom of the page.


Note

Leave all other fields using the default values.



Navigation: SSH in to the Syslog/Webserver

Run sudo tcpdump –i eth2 -c 200 port 80

root@syslogWebserver:~# sudo tcpdump -i eth2 -c 200 port 80





Initiate another attempt to connect to the website via curl or your web browser on the Windows host.

curl -k https://10.10.99.30 -H 'Host:www.mysite.com'

<H1> MYSITE.COM </H1>





View the tcpdump output on the syslog-webserver.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
17:25:42.585675 IP 10.10.99.222.50924 > 1.1.1.1.http: Flags [S], seq 912073522, win 4380, options [mss 1460,sackOK,eol], length 0
17:25:42.585905 IP 1.1.1.1.http > 10.10.99.222.50924: Flags [S.], seq 1263282834, ack 912073523, win 4380, options [mss 1460,sackOK,eol], length 0
17:25:42.585918 IP 10.10.99.222.50924 > 1.1.1.1.http: Flags [.], ack 1, win 4380, length 0
17:25:42.585926 IP 10.10.99.222.50924 > 1.1.1.1.http: Flags [P.], seq 1:79, ack 1, win 4380, length 78
17:25:42.586750 IP 1.1.1.1.http > 10.10.99.222.50924: Flags [.], ack 79, win 4458, length 0
17:25:42.673178 IP 1.1.1.1.http > 10.10.99.222.50924: Flags [P.], seq 1:252, ack 79, win 4458, length 251
17:25:42.673231 IP 10.10.99.222.50924 > 1.1.1.1.http: Flags [.], ack 252, win 4631, length 0
17:25:42.676360 IP 10.10.99.222.50924 > 1.1.1.1.http: Flags [F.], seq 79, ack 252, win 4631, length 0
17:25:42.676972 IP 1.1.1.1.http > 10.10.99.222.50924: Flags [.], ack 80, win 4458, length 0
17:25:42.688028 IP 1.1.1.1.http > 10.10.99.222.50924: Flags [F.], seq 252, ack 80, win 4458, length 0
17:25:42.688057 IP 10.10.99.222.50924 > 1.1.1.1.http: Flags [.], ack 253, win 4631, length 0






Attention

A copy of the web traffic destined for the internal virtual server is received by the monitoring device on 172.1.1.11. Alternatively you could attach the clone pool to the client side of the internal virtual server. How is the traffic getting to the server when the source and destination IP addresses are not on that interface?




Note

This is the end of Module 1 - Lab 7.







          

      

      

    

  

    
      
          
            
  
2.2. Module 2: F5 Dynamic Firewall Rules With iRules LX

This lab introduces iRules Language eXtensions (LX) or iRulesLX which enables node.js on the BIG-IP platform. The lab uses Tcl iRules and JavaScript code to make a MySQL call to look up a client IP address providing access control in the Multi-Layered Firewall.

This could be useful in developer driven / devops environments where the development team can modify firewall policies simply by updating a database.


Warning

IP addresses in screenshots are examples only. Please read the
step-by-step lab instructions to ensure that you use the correct IP
addresses.





	2.2.1. AFM with iRules LX









          

      

      

    

  

    
      
          
            
  
2.2.1. AFM with iRules LX

Estimated completion time: 15 minutes

Beginning in TMOS 12.1 BIGIP offers iRules LX which is a node.js extension to iRules IRules LX does not replace iRules, rather allows iRules to offer additional functionality. In this lab you see how iRules LX can be used to look up client ip addresses that should be disallowed by AFM.

Note: You do not need skills or knowledge of iRules LX to do this lab. This lab will not go into detail on iRules LX nor will it go into detail on Node.JS, rather, this lab shows an application of this with AFM.

Note: We are using a different set of IP subnets just for this module, as shown in this network diagram:

[image: image98]

Note: You should be comfortable creating pools and virtual servers by now. Therefore, the following steps to create pools, virtual servers, and AFM policies are kept brief and to the point.


2.2.1.1. Create the Pool and VS


	Create a pool named afmmysql_pool with one pool member ip address 172.1.1.10 and port 80, and a tcp half-open monitor. Leave all other values default.


	Create a TCP VS named afmmysql_vs with a destination address of 192.168.1.51, port 80, snat Automap, and set it to use the afmmysql_pool pool. Leave all other values default.







2.2.1.2. Test the Virtual Server

On the Win7 client, use curl in the cygwin cli ( or from the c:\curl directory in a windows command line shell ) to test the Virtual Server.

curl http://192.168.1.51 --connect-timeout 5

You will notice that you connect, and web page is shown.

[image: curl_lx_success]




2.2.1.3. Copy & Paste LX Code

Note: Dont’ worry, you’re not doing any coding here today.  Just a little copy and paste excersize. You are going to copy two files from the Windows desktop and paste them into the iRules LX workspace.


	Navigate: In the BIG-IP webgui, navigate to Local Traffic->iRules-> LX Workspaces-> irules_lx_mysql_workspace


	Open the mysql_iRulesLx.txt file in Notepad ( located on the Windows Desktop) and copy ( Ctrl-C or use Mouse ) the entire contents


	In the Big-IP webgui, Click on rules->mysql_irulelx


	Replace the contents of this with the text you just copied from the mysql_irulesLx.txt file.


	Click “Save File”


	In Windows, open the index.js file located on the Desktop ( it should open in NotePad ), select all, and copy ( Ctrl-C or use Mouse ) its entire contents.


	In the Big-IP gui, click on mysql_extension/index.js. Replace the contents of mysql_extension/index.js with the contents of the index.js that you just copied.


	Click “Save File”




[image: lx_workspace.png]




2.2.1.4. Create LX Plug-In


	Navigate: to Local Traffic->iRules-> LX Plugins and create a new LX Plugin named “afmmysqlplug” using the workspace (From Workspace dropdown) irules_lx_mysql_workspace.


	Click “Finished”




[image: image99]




2.2.1.5. Create a new AFM Policy to use this LX Rule

Note: You are assumed to be pretty familiar with creating AFM policies by now, hence the following steps are kept brief and to the point.


	Create a new AFM policy named afmmysql_pol


	Add a rule named afmmysql_rule and click iRule to assign the “mysql_Irulelx” iRule.




[image: image100]


	Click “Finished”


	Assign this rule to the afmmysql_vs virtual server.







2.2.1.6. Test the VS with the LX Rule in Place

On the Win7 client, use curl in the cygwin cli ( or from c:\curl directory in a windows command line shell ) to test that the client is being blocked, as the Win7 client’s ip is in the mysql database.

curl http://192.168.1.51 --connect-timeout 5

If everything went successfull, this should now timeout.


Attention

Ensure that the iRule is working properly, by going back to the AFM rule and setting the iRule back to None. Also examine the log files at /var/log/ltm on the BIG-Ip ( or look in the GUI Log as shown here )



[image: lx_log]


Note

This completes Module 3 - Lab 1









          

      

      

    

  

    
      
          
            
  
2.3. Module 3: AFM Protocol Inspection IPS

In this lab you will explore the new Intrusion Prevention System feature in 13.1.X, which is called
Protocol Inspection.

Protocol Inspection includes Compliance Checks and Signatures. This lab will introduce both, including a section on writing custom Signatures.



	2.3.1. Lab 1: Preconditions

	2.3.2. Lab 2: Protocol Inspection - Compliance Checks

	2.3.3. Lab 3: Protocol Inspection - Signatures

	2.3.4. Lab 4: Protocol Inspection - Custom Signatures









          

      

      

    

  

    
      
          
            
  
2.3.1. Lab 1: Preconditions

Estimated completion time: 15 minutes

Diagram for Module 4:

[image: diagram98]

There are some steps we need to complete to get the system to work as expected.
We’re going to get more feedback if we enable logging.


2.3.1.1. Task 1: Enable Logging for Inspections


	Navigate to Security > Event Logs > Logging Profiles > global-network


	Enable Protocol Inspection


	Click the Protocol Inspection tab and select Publisher ‘local-db-publisher’


	Click ‘Update’




[image: ips1]


Note

This completes Module 4 - Lab 1









          

      

      

    

  

    
      
          
            
  
2.3.2. Lab 2: Protocol Inspection - Compliance Checks

Estimated completion time: Thirty Five 35 minutes

Compliance Checks model protocols and applications and flag deviations from the model. End
users can’t add compliance checks, but some of them have parameters the user can modify.
We’ll look at a couple of these checks and modify one.
Have fun!


2.3.2.1. Task 1: The Inspection Profile

You will create an Inspection Profile containing compliance checks.


	Navigate to Security > Protocol Security > Inspection Profiles and click ‘Add’, select ‘New’


	Name the profile ‘my-inspection-profile’


	Disable Signatures


	Make sure Compliance is enabled.


	Under Services, Select HTTP.





Note

You have to wait a few seconds after selecting HTTP



[image: ips2]


	When the HTTP Service appears, click to open the Inspection list for HTTP, and select Inspection Type ‘compliance.’




[image: ips3]


	Click the checkbox to select all the HTTP compliance checks.


	In the edit window in the upper-right of the F5 GUI, make the following selections:






	Enable the selected inspections


	Set the ‘Action’ to ‘Accept’


	Enable logging








Note

These should be the default actions, so they most likely are already set for you.



[image: ips4]



	Click ‘Apply’








	Click ‘Commit Changes to System’




You should now have an Inspection Policy.




2.3.2.2. Task 2: Apply the Profile to the Global Policy


	Navigate to Security > Network Firewall > Active Rules


	Change Context to ‘Global’


	Click ‘Add Rule’


	Make a new policy named ‘global-fw-policy’


	Make a new rule named fw-global-http-inspection’


	Configure the new rule:






	Protocol ‘TCP’


	Set the Destination port to 80


	Action ‘Accept’


	Protocol Inspection Profile: ‘my-inspection-profile’


	Enable logging








	Click Save




[image: ips5]




2.3.2.3. Task 2.5: Create testing Virtual server on port 80

To get an understanding of how the IPS function works, we need the manual commands we can issue via Telnet. Because Telnet does not work very well with SSL, we need to create a virtual server on port 80 instead of the one on 443 that we have been using so far.  Remember this is only for testing, and the IPS functionality can work perfectly well on encrypted traffic ( as long as we terminate the SSL )


	Check if the pool “pool_www.mysite.com” exists.  Does it already exist? Only if it does not exist, please create it as follows:












	Name

	Health Monitor

	Members

	Service Port





	pool_www.mysite.com

	tcp_half_open

	10.10.121.129

	80







	Create a virtual server with no HTTP profile.  Use the following settings, leave everything else default.










	Parameter

	Value





	name

	IPS_VS



	IP Address

	10.10.99.40



	Service Port

	80



	SNAT

	automap



	Pool

	pool_www.mysite.com







Note

Note that we neither applied an Inspection Policy to this VS, nor did you apply a Firewall Policy to this VS.  And yet, the IPS is now functional on this VS.  Can you think why this is? This is because the global firewall policy is in affect, and the Inspection Policy will be invoked by the Global Firewall Policy.






2.3.2.4. Task 3: Test the Inspection Profile


	From the Cygwin session, or from the DOS prompt, enter this command:




telnet 10.10.99.40 80





The expected output is:

Trying 10.10.99.40...
Connected to 10.10.99.40
Escape character is '^]'.





Enter the following ( Suggestion: copy and paste ):

GET /index.html HTTP/5





(hit Enter key two times)

The expected HTTP response is:

HTTP/1.1 200 OK
( and lots more HTTP headers, etc.)






	Check the results.






	Navigate to Security > Protocol Security > Inspection Profiles > my-inspectionprofile


	Filter for Inspection Type ‘compliance’


	Look at the Total Hit Count for HTTP Compliance Check ID 11011 “Bad HTTP Version.” We expect to see a hit count of at least 1, and a missing host header count of at least 1.


	Look at the protocol inspection logs.  Go to Security > Protocol Security > Inspection Logs.  You can see the incoming ip address and port, among other things.
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2.3.2.5. Task 4: Modify a Compliance Check


	Select Compliance Check 11017 ‘Disallowed Methods’


	Enter the value “Head” and click ‘Add’




[image: head2]


	Click ‘Commit Changes to System’







2.3.2.6. Task 5: Test the Modified Compliance Check


	From the Cygwin session, enter (or copy and paste) this command:




telnet 10.10.99.40 80





The expected output is:

Trying 10.10.99.40...
Connected to 10.10.99.40
Escape character is '^]'.





Enter the following ( Suggestion: copy and paste ):

HEAD /index.html HTTP/1.1





Expected output:

HTTP/1.1 400 Bad Request






	Check the results.





Note

Just an interesting point to make again, this is the IPS code checking HTTP, not the HTTP Profile ( This VS does not have an HTTP Profile )




	Navigate to Security > Protocol Security > Inspection Profiles > my-inspection-profile


	Filter for Inspection Type ‘compliance’


	Look at the Total Hit Count for HTTP Compliance Check ID 11017 “Disallowed Methods.” You may have to refresh the page.


	We expect to see a hit count of 1.





	Look at the stats. Enter the following command on the Big-IP command line:




tmsh show sec proto profile my-inspection-profile





We expect to see a Hit Count of at least 1 (more if you’ve done it multiple times).

[image: tmsh1]


Note

This completes Module 4 - Lab 2









          

      

      

    

  

    
      
          
            
  
2.3.3. Lab 3: Protocol Inspection - Signatures

Estimated completion time: Five 5 minutes

Signature Checks can be written by the user, unlike Compliance Checks which are programmatic inspections provided only by F5. We’ll start with a lab procedure that explores the use of the provided signatures.


2.3.3.1. Task 1: Enabling Signatures


	Navigate to Security > Protocol Security > Inspection Profiles > my-inspection-profile


	Enable Signatures




[image: image1]


	Click ‘Commit Changes to System’


	Now enable an individual signature


	Filter on Service ‘HTTP’, Inspection Type ‘signature’


	Sort the filtered signatures in reverse order of ID. Click the ID column twice.
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	Scroll down to 2538 and click to edit.


	Configure the signature:





	Enable


	Action: Reject


	Log: Yes


	Click ‘Close’


	Click ‘Commit Changes to System’




You should now have an enabled HTTP signature. We don’t know exactly what it’s checking for, but we’ll get to that in the next Procedure.




2.3.3.2. Task 2: Reviewing the actual pattern check

The UI currently doesn’t give you the exact pattern being checked for in a Signature. We will search the file where the default signatures are defined and review the one with signature id 2538.


	From the BIG-IP command line, enter the following command:




grep 2538 /defaults/ips_snort_signatures.txt

The expected output is:

alert tcp any any -> any any (content:”User-Agent|3A 20|Vitruvian”;
fast_pattern:only; http_header; sig_id:2538;)

The Signature is looking for TCP traffic with http_header contents “User-Agent: Vitruvian”




2.3.3.3. Task 3: Test the Signature


	From the Desktop terminal, issue the following command:




curl -A Vitruvian http://10.10.99.40/cat.gif

This uses curl which you area already familiar with, and specifies the USER-AGENT = “Vitruvian”

The expected output is:

curl: (56) Recv failure: Connection reset by peer


	Check the results: refresh the Inspection Profiles page, filter as needed, sort as needed, and review the Total Hit Count for Signature ID 2538.


	Since that is a pain, use the BIG-IP command line:




tmsh show sec proto profile my-inspection-profile

We expect to see a Hit Count of 1 for Inspection ID 2538.

This was a simple test of a simple pattern match. There are some tricks to testing signatures with more elaborate patterns, which we’ll explore in the final lab.


Note

This completes Module 4 - Lab 3









          

      

      

    

  

    
      
          
            
  
2.3.4. Lab 4: Protocol Inspection - Custom Signatures

Estimated completion time: 15 minutes

You can write custom signatures using a subset of the Snort® rules language. We’ll walk
through a couple of examples, but the intent is not to make you an expert. At most we can give
you a head start in developing expertise.
We’ll start with a scenario: we want to detect sessions requesting a particular URI,
/images/cat.gif where the User-Agent is “Attack-Bot-2000”
When working with signatures, keep in mind there are just under 1600 signatures shipping with
13.1.0. It will be easier to work with custom signatures if you add a filter for them.


2.3.4.1. Task 1: Set Filter


	Edit the Inspection Profile ‘my-inspection-profile’ Click ‘Add Filter’ and select ‘User Defined’


	When the User Defined filter is added, select ‘yes’
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2.3.4.2. Task 2: Cargo Cult Signature Authoring - finding an example to copy

It’s often more pragmatic to modify an example that is close to what we want than to start from scratch. Let’s start with a very simple example.

From the BIG-IP command line, issue the following command:

grep 1189 /defaults/ips_snort_signatures.txt

Expected output:

alert tcp any any -> any any (content:”/rksh”; fast_pattern:only; http_uri; sig_id:1189;)

Parsing this, there is a Header section and an Options section. The Header is the stuff outside the parenthesis:

alert means “match” or “do something.” The BIG-IP/AFM Inspection Policy will actually determine what is done with a packet that matches a signature, so it doesn’t matter which action you choose. For the greatest clarity, standardize on “alert” so you don’t confuse others or yourself.

tcp is the L4 protocol. The Signature has a Protocol setting outside the signature definition. They should probably agree, don’t you think?

any any -> any any means “FROM any source IP+port TO any destination IP+port.” We will tighten this up in a later lab procedure. Note that the signature has its own direction outside the signature definition. We probably want to avoid a conflict between these direction settings.

The Options are the elements inside the parenthesis. Each option is a Type: value pair, separated by a colon. Each Option is separated by a semicolon. The options in this example are:


	content - This is the pattern to match, in this case “/rksh.”


	fast_pattern - applies to the previous content definition. It’s intended to be used to prequalify a rule for further processing. If you have a bunch of expensive content checks, you can look for one characteristic string to see if you need to bother with the others. In this example the effective meaning is “If you see this, look into the other content to see if we match” but there’s no other content! The key takeaway is that the rules provided are not optimized. We’ll try to do better when we create our own.


	http_uri - also applies to the previous content definition. It restricts the search to the HTTP Uniform Resource Identifier.


	sig_id - the signature id







2.3.4.3. Task 3: Adapting our example in creating a custom signature

We’re going to run into a problem that stems from MCPD parsing the contents of /defaults/ips_snort_signatures.txt differently than the UI parses custom signatures.


	Create a new custom signature. Navigate to Security > Protocol Security > Inspection List and click “New Signature”
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	Enter the following:




a.Name - this is an odd field in that it doesn’t show up in the
Signatures page but it is the object name in the config.

Enter “no cat gif”


	Description - this does show up in the Signatures page, Event Logs, tmsh show output, etc. Make it descriptive, systematic, and concise. Enter “HTTP cat.gif request”


	Signature Definition - here’s the big one. Based on our example, enter:




alert tcp any any -> any 80 (content:cat.gif;http_uri; sig_id:100000;)

This simply swaps the content URI string to match and provides a new signature ID.


	Click “Create.” We expect configuration validation to succeed.




From the Signatures page, open your new signature up for editing to add the rest of the signature elements.


	Direction: to Server (agreeing with our signature definition)


	Protocol: TCP (agreeing with our signature definition)


	Attack type - “cat gifs”


	Service - select HTTP


	Click “Save”




[image: image3]


	Add this signature to the Inspection Profile my-inspection-profile





	Navigate to Security > Protocol Security > Inspection Profiles > my-inspectionprofile


	Select your new signature, 100000, and when the “Edit Inspections” window pops open, set “Action” to “Reject” and click “Apply” (“Enable” and Log: Yes are selected by default.)




[image: catgif3]
[image: catgif2]


	Click “Commit Changes to Profile”





	Test it out.





	From the Desktop terminal, use the following command:




curl -A test http://10.10.99.40/cat.gif


	Check stats. From the BIG-IP command line:




tmsh show sec proto profile my-inspection-profile

We expect to see a Hit Count of 1 for Inspection ID 100000.

[image: catgif99]


Note

This completes Module 4 - Lab 4









          

      

      

    

  

    
      
          
            
  
3. Class - F5 BIG-IP DDoS and DNS DoS Protections

This class covers the following topics:


	Detecting and Preventing DNS DoS Attacks on a Virtual Server


	Detecting and Preventing System DoS and DDoS Attacks




Expected time to complete: 2 hours



	3.1. Module 1 – Detecting and Preventing DNS DoS Attacks on a Virtual Server

	3.2. Module 2 – Detecting and Preventing System DoS and DDoS Attacks

	3.3. Appendix









          

      

      

    

  

    
      
          
            
  
3.1. Module 1 – Detecting and Preventing DNS DoS Attacks on a Virtual Server

In this section of the lab, we’ll configure the steps necessary to ensure that the BIG-IP
can  forward traffic to the back-end server that is hosting our DNS service. We will then
attack the  resources behind the virtual server, mitigate the attack, and finally review
the reports and logs generated by the BIG-IP.



	3.1.1. Base BIG-IP Configuration

	3.1.2. Detecting and Preventing DNS DoS Attacks on a Virtual Server

	3.1.3. Filtering specific DNS operations









          

      

      

    

  

    
      
          
            
  
3.1.1. Base BIG-IP Configuration

In this lab, the VE has been configured with the basic system settings
and the VLAN/self-IP configurations required for the BIG-IP to
communicate and pass traffic on the network. We’ll now need to configure
the BIG-IP to listen for traffic and pass it to the back end server.


	Launch the Firefox shortcut titled Launch BIG-IP Web UI on the
desktop of your lab jump server. The credentials for the BIG-IP are
conveniently displayed in the login banner. Just in case: admin /
401elliottW!


	Navigate to Local Traffic > Nodes and create a new node with
the following settings, leaving unspecified fields at their default
value:


	Name: lab-server-10.10.0.50


	
Address: 10.10.0.50
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	Click Finished to add the new node.


	Navigate to Local Traffic > Pools and create a new pool with
the following settings, leaving unspecified attributes at their
default value:


	Name: lab-server-pool


	Health Monitors: gateway_icmp


	New Members: Node List
- Address: lab-server-10.10.0.50
- Service Port: * (All Ports)


	
Click Add to add the new member to the member list.
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	Click Finished to create the new pool.


	Because the attack server will be sending a huge amount of traffic,
we’ll need a fairly large SNAT pool. Navigate to Local Traffic >
Address Translation > SNAT Pool List and create a new SNAT
pool with the following attributes:


	Name: inside_snat_pool


	
Member List: 10.10.0.125, 10.10.0.126, 10.10.0.127, 10.10.0.128, 10.10.0.129, 10.10.0.130

[image: image6]









	Click Finished to commit your changes.


	Navigate to Local Traffic > Virtual Servers and create a new
virtual server with the following settings, leaving unspecified
fields at their default value:


	Name: udp_dns_VS


	Destination Address/Mask: 10.20.0.10


	Service Port: 53


	Protocol: UDP


	Source Address Translation: SNAT


	SNAT Pool: inside_snat_pool


	
Default Pool: lab-server-pool
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	Click Finished.


	We’ll now test the new DNS virtual server. SSH into the attack host
by clicking the “Attack Host (Ubuntu)” icon on the jump host
desktop.


	Issue the dig @10.20.0.10
www.example.com [http://www.example.com] +short command on the
BASH CLI of the attack host. You should see output similar to:

[image: image8]

This verifies that DNS traffic is passing through the
BIG-IP.



	Return to the BIG-IP and navigate to Local Traffic > Virtual
Servers and create a new virtual server with the following
settings, leaving unspecified fields at their default value:


	Name: other_protocols_VS


	Destination Address/Mask: 10.20.0.10


	Service Port: * (All Ports)


	Protocol: * All Protocols


	Any IP Profile: ipother


	Source Address Translation: SNAT


	SNAT Pool: inside_snat_pool


	
Default Pool: lab-server-pool
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	Return to the Attack Host SSH session and attempt to SSH to the
server using SSH 10.20.0.10. Simply verify that you are prompted for
credentials and press CTRL+C to cancel the session. This verifies
that non-DNS traffic is now flowing through the BIG-IP.







3.1.2. Detecting and Preventing DNS DoS Attacks on a Virtual Server


3.1.2.1. Establishing a DNS server baseline

Before we can attack our DNS server, we should establish a baseline for
how many QPS our DNS server can handle. For this lab, let’s find the
magic number of QPS that causes 50% CPU utilization on the BIND process.


	Connect to the Victim Server SSH session by double-clicking the
Victim Server (Ubuntu) shortcut on the jump host desktop.


	From the BASH prompt, enter top and press Enter to start the
top utility.


	You will see a list of running processes sorted by CPU utilization,
like the output below:
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	Connect to the Attack Host SSH session by double-clicking the
Attack Host (Ubuntu) shortcut on the jump host desktop.


	
Start by sending 500 DNS QPS for 30 seconds to the host using the
following syntax:

dnsperf -s 10.20.0.10 -d queryfile-example-current -c 20 -T 20 -l
30 -q 10000 -Q 500








Hint

There is a text file on the desktop of the jump host with all of the CLI commands used in the lab for cut/paste use.




	Observe CPU utilization over the 30 second window for the named
process. If the CPU utilization is below 45%, increase the QPS by
increasing the -Q value. If the CPU utilization is above 55%,
decrease the QPS.


	Record the QPS required to achieve a sustained CPU utilization of
approximately 50%. Consider this the QPS that the server can safely
sustain for demonstration purposes.


	
Now, attack the DNS server with 10,000 QPS using the following
syntax:

dnsperf -s 10.20.0.10 -d queryfile-example-current -c 20 -T 20 -l
30 -q 10000 -Q 10000





	You’ll notice that the CPU utilization on the victim server
skyrockets, as well as DNS query timeout errors appearing on the
attack server’s SSH session. This shows your DNS server is
overwhelmed.







3.1.2.2. Configuring a DoS Logging Profile

We’ll create a DoS logging profile so that we can see event logs in the
BIG-IP UI during attack mitigation.


	On the BIG-IP web UI, navigate to Security > Event Logs >
Logging Profiles and create a new profile with the following
values, leaving unspecified attributes at their default value:


	Profile Name: dns-dos-profile-logging


	DoS Protection: Enabled


	
DNS DoS Protection Publisher: local-db-publisher
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3.1.2.3. Configuring a DoS Profile

We’ll now create a DoS profile with manually configured thresholds to
limit the attack’s effect on our server.


	
Navigate to Security > DoS Protection > DoS Profiles
and create a new DoS profile with the name dns-dos-profile.
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	The UI will return to the DoS Profiles list. Click the
dns-dos-profile name.


	Click the Protocol Security tab and select DNS Security from
the drop-down.


	Click the DNS A Query vector from the Attack Type list.


	Modify the DNS A Query vector configuration to match the
following values, leaving unspecified attributes with their default
value:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: (Set this at 80% of your safe QPS value)


	
Mitigation Threshold EPS: (Set this to your safe QPS value)
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	Make sure that you click Update to save your changes.







3.1.2.4. Attaching a DoS Profile

We’ll attach the DoS profile to the virtual server that we configured to
manage DNS traffic.


	Navigate to Local Traffic > Virtual Servers > Virtual
Server List.


	Click on the udp_dns_VS name.


	Click on the Security tab and select Policies.


	In the DoS Protection Profile field, select Enabled and
choose the dns-dos-profile.


	In the Log Profile, select Enabled and move the
dns-dos-profile-logging profile from Available to
Selected.


	Click Update.







3.1.2.5. Simulate a DNS DDoS Attack


	Open the SSH session to the victim server and ensure the top utility
is running.


	
Once again, attack your DNS server from the attack host using the
following syntax:

dnsperf -s 10.20.0.10 -d queryfile-example-current -c 20 -T 20 -l
30 -q 10000 -Q 10000





	On the server SSH session running the top utility, notice the CPU
utilization on your server remains in a range that ensures the DNS
server is not overwhelmed.


	
After the attack, navigate to Security > Event Logs >
DoS > DNS Protocol. Observe the logs to see the mitigation
actions taken by the BIG-IP.

[image: image14]










3.1.2.6. DNS DDoS Mitigations for Continued Service

At this point, you’ve successfully configured the BIG-IP to limit the
amount of resource utilization on the BIG-IP. Unfortunately, even valid
DNS requests can be caught in the mitigation we’ve configured. There are
further steps that can be taken to mitigate the attack that will allow
non-malicious DNS queries.


3.1.2.6.1. Bad Actor Detection

Bad actor detection and blacklisting allows us to completely block
communications from malicious hosts at the BIG-IP, completely preventing
those hosts from reaching the back-end servers. To demonstrate:


	Navigate to Security > DoS Protection > DoS Profiles.


	Click on the dns-dos-profile profile name.


	Click on the Protocol Security tab then select DNS Security.


	Click on the DNS A Query attack type name.


	Modify the vector as follows:


	Bad Actor Detection: Checked


	Per Source IP Detection Threshold EPS: 80


	Per Source IP Mitigation Threshold EPS: 100


	Add Source Address to Category: Checked


	Category Name: denial_of_service


	Sustained Attack Detection Time: 15 seconds


	
Category Duration Time: 60 seconds
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	Make sure you click Update to save your changes.


	Navigate to Security > Network Firewall > IP
Intelligence > Policies and create a new IP Intelligence
policy with the following values, leaving unspecified attributes at
their default values:


	Name: dns-bad-actor-blocking


	Default Log Actions section:


	Log Blacklist Category Matches: Yes






	Blacklist Matching Policy


	Create a new blacklist matching policy:


	
Blacklist Category: denial_of_service
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	Click Add to add the policy.














	Click Finished.


	Navigate to Local Traffic > Virtual Servers > Virtual
Server List.


	Click on the udp_dns_VS virtual server name.


	Click on the Security tab and select Policies.


	
Enable IP Intelligence and choose the
dns-bad-actor-blocking policy.
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	Make sure you click Update to save your changes.


	Navigate to Security > Event Logs > Logging Profiles.


	Click the global-network logging profile name.


	
Under the Network Firewall tab, set the IP Intelligence
Publisher to local-db-publisher and check Log Shun Events.
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	Click Update to save your changes.


	Click the dns-dos-profile-logging logging profile name.


	
Check Enabled next to Network Firewall.
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Under the Network Firewall tab, change the Network
Firewall and IP Intelligence Publisher to
local-db-publisher and click Update.
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	Bring into view the Victim Server SSH session running the top
utility to monitor CPU utilization.


	
On the Attack Server host, launch the DNS attack once again using
the following syntax:

dnsperf -s 10.20.0.10 -d queryfile-example-current -c 20 -T 20 -l
30 -q 10000 -Q 10000





	
You’ll notice CPU utilization on the victim server begin to climb,
but slowly drop. The attack host will show that queries are timing
out as shown below. This is due to the BIG-IP blacklisting the bad
actor.
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	Navigate to Security > Event Logs > Network > IP
Intelligence. Observe the bad actor blocking mitigation logs.


	
Navigate to Security > Event Logs > Network >
Shun. This screen shows the bad actor being added to (and
later deleted from) the shun category.
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Navigate to Security > Reporting > Protocol > DNS.
Change the View By drop-down to view various statistics around
the DNS traffic and attacks.

[image: image23]





	Navigate to Security > Reporting > Network > IP
Intelligence. The default view may be blank. Change the View
By drop-down to view various statistics around the IP Intelligence
handling of the attack traffic.


	
Navigate to Security > Reporting > DoS > Dashboard
to view an overview of the DoS attacks and timeline. You can
select filters in the filter pane to highlight specific attacks.
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	Finally, navigate to Security > Reporting > DoS >
Analysis. View detailed statistics around each attack.







3.1.2.6.2. Remote Triggered Black Holing

The BIG-IP supports the advertisement of bad actor(s) to upstream
devices via BGP to block malicious traffic closer to the source. This is
accomplished by publishing a blacklist to an external resource. This is
not demonstrated in this lab.




3.1.2.6.3. Silverline Mitigation

F5’s cloud-based scrubbing service Silverline offers “always on” and “on demand” DDoS scrubbing that could
assist in this scenario as well. This is not demonstrated in this lab.








3.1.3. Filtering specific DNS operations

The BIG-IP offers the ability to filter DNS query types and header
opcodes to act as a DNS firewall. To demonstrate, we will block MX
queries from our DNS server.


	Open the SSH session to the attack host.


	
Perform an MX record lookup by issuing the following command:

dig @10.20.0.10 MX example.com





	The server doesn’t have a record for this domain. This server
doesn’t have MX records, so those requests should be filtered


	Navigate to Security > Protocol Security > Security
Profiles > DNS and create a new DNS security profile with the
following values, leaving unspecified attributes at their default
value:


	Name: dns-block-mx-query


	
Query Type Filter: move mx from Available to Active
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	Navigate to Local Traffic > Profiles > Services >
DNS. NOTE: if you are mousing over the services, DNS may not
show up on the list. Select Services and then use the pulldown
menu on services to select DNS.


	Create a new DNS services profile with the following values, leaving
unspecified values at their default values:


	Name: dns-block-mx


	DNS Traffic


	DNS Security: Enabled


	
DNS Security Profile Name: dns-block-mx-query
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	Navigate to Local Traffic > Virtual Servers > Virtual
Server List.


	Click on the udp_dns_VS virtual server name.


	In the Configuration section, change the view to Advanced.


	
Set the DNS Profile to dns-block-mx.
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	Click Update to save your settings.


	Navigate to Security > Event Logs > Logging Profiles.


	Click on the dns-dos-profile-logging logging profile name.


	Check Enabled next to Protocol Security.


	
In the Protocol Security tab, set the DNS Security
Publisher to local-db-publisher and check all five of the
request log types.
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	Make sure that you click Update to save your settings.


	
Return to the Attack Server SSH session and re-issue the MX query
command:

dig @10.20.0.10 MX example.com





	The query hangs as the BIG-IP is blocking the MX lookup.


	
Navigate to Security > Event Logs > Protocol >
DNS. Observer the MX query drops.
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Attention

This concludes the DNS portion of the lab. On the victim server, stop the top utility by pressing CTRL + C.







          

      

      

    

  

    
      
          
            
  
3.2. Module 2 – Detecting and Preventing System DoS and DDoS Attacks

In this lab, you will launch attacks against the BIG-IP, configure mitigation and finally review the reports and logs.



	3.2.1. Detecting and Preventing System DoS and DDoS Attacks

	3.2.2. Preventing Global DoS Sweep and Flood Attacks

	3.2.3. Conclusion









          

      

      

    

  

    
      
          
            
  
3.2.1. Detecting and Preventing System DoS and DDoS Attacks


3.2.1.1. Configure Logging

Configuring a logging destination will allow you to verify the BIG-IPs
detection and mitigation of attacks, in addition to the built-in
reporting.


	In the BIG-IP web UI, navigate to Security > DoS Protection >
Device Configuration > Properties.


	Under Log Pubisher, select local-db-publisher.


	
Click the Commit Changes to System button.
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3.2.1.2. Simulating a Christmas Tree Packet Attack

In this example, we’ll set the BIG-IP to detect and mitigate an attack
where all flags on a TCP packet are set. This is commonly referred to as
a Christmas tree packet and is intended to increase processing on
in-path network devices and end hosts to the target.

We’ll use the hping utility to send 25,000 packets to our server, with
random source IPs to simulate a DDoS attack where multiple hosts are
attacking our server. We’ll set the SYN, ACK, FIN, RST, URG, PUSH, Xmas
and Ymas TCP flags.


	In the BIG-IP web UI, navigate to Security > DoS Protection
> Device Configuration > Network Security.


	Expand the Bad-Header-TCP category in the vectors list.


	Click on the Bad TCP Flags (All Flags Set) vector name.


	Configure the vector with the following parameters:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: Specify 50


	Detection Threshold Percent: Specify 200


	
Mitigation Threshold EPS: Specify 100
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	Click Update to save your changes.


	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	
On the attack host, launch the attack by issuing the following
command on the BASH prompt:

sudo hping3 10.20.0.10 –flood –rand-source –destport 80 -c
25000 –syn –ack –fin –rst –push –urg –xmas –ymas





	
You’ll see the BIG-IP ltm log show that the attack has been
detected:

[image: image32]





	
After approximately 60 seconds, press CTRL+C to stop the
attack.
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Return to the BIG-IP web UI. Navigate to Security > Event
Logs > DoS > Network > Events. Observer the log
entries showing the details surrounding the attack detection and
mitigation.
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	Navigate to Security > Reporting > DoS > Analysis.
Single-click on the attack ID in the filter list to the right of the
charts and observe the various statistics around the attack.







3.2.1.3. Simulating a TCP SYN DDoS Attack

In the last example, we crafted a packet that is easily identified as
malicious, as its invalid. We’ll now simulate an attack with traffic
that could be normal, acceptable traffic. The TCP SYN flood attack will
attempt to DDoS a host by sending valid TCP traffic to a host from
multiple source hosts.


	In the BIG-IP web UI, navigate to Security > DoS Protection
> Device Configuration > Network Security.


	Expand the Flood category in the vectors list.


	Click on TCP Syn Flood vector name.


	Configure the vector with the following parameters (use the lower values specified):


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: 50


	Detection Threshold Percent: 200


	
Mitigation Threshold EPS: 100
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	Click Update to save your changes.


	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	
On the attack host, launch the attack by issuing the following
command on the BASH prompt:

sudo hping3 10.20.0.10 –flood –rand-source –destport 80 –syn
-d 120 -w 64





	After about 60 seconds, stop the flood attack by pressing CTRL +
C.


	Return to the BIG-IP web UI and navigate to Security > Event
Logs > DoS > Network > Events. Observe the log entries
showing the details surrounding the attack detection and mitigation.


	Navigate to Security > Reporting > DoS > Dashboard
to view an overview of the DoS attacks and timeline. You can select
filters in the filter pane to highlight the specific attack.


	Finally, navigate to Security > Reporting > DoS >
Analysis. View detailed statistics around the attack.









3.2.2. Preventing Global DoS Sweep and Flood Attacks

In the last section, the focus was on attacks originating from various
hosts. In this section, we will focus on mitigating flood and sweep
attacks from a single host.


3.2.2.1. Single Endpoint Sweep

The single endpoint sweep is an attempt for an attacker to send traffic
across a range of ports on the target server, typically to scan for open
ports.


	In the BIG-IP web UI, navigate to Security > DoS Protection
> Device Configuration > Network Security.


	Expand the Single-Endpoint category in the vectors list.


	Click on Single Endpoint Sweep vector name.


	Configure the vector with the following parameters:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: 150


	Mitigation Threshold EPS: 200


	Add Source Address to Category: Checked


	Category Name: denial_of_service


	Sustained Attack Detection Time: 10 seconds


	Category Duration Time: 60 seconds


	
Packet Type: Move All IPv4 to Selected
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	Click Update to save your changes.


	Navigate to Security > Network Firewall > IP
Intelligence > Policies.


	
In the Global Policy section, change the IP Intelligence
Policy to ip-intelligence.
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	Click Update.


	Click on the ip-intelligence policy in the policy list below.


	Create a new Blacklist Matching Policy in the IP Intelligence Policy
Properties section with the following attributes, leaving
unspecified attributes with their default values:


	Blacklist Category: denial-of-service


	Action: drop


	Log Blacklist Category Matches: Yes






	
Click Add to add the new Blacklist Matching Policy.
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	Click Update to save changes to the ip-intelligence policy.


	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	On the victim server, start a packet capture with an SSH filter by
issuing sudo tcpdump -nn not port 22


	
On the attack host, launch the attack by issuing the following
command on the BASH prompt:

sudo hping3 10.20.0.10 –flood –scan 1-65535 -d 128 -w 64 –syn





	You will see the scan find a few open ports on the server, and the
server will show the inbound sweep traffic. However, you will notice
that the traffic to the server stops after a short time (10 seconds,
the configured sustained attack detection time.) Leave the test
running.


	After approximately 60 seconds, sweep traffic will return to the
host. This is because the IP Intelligence categorization of the
attack host has expired. After 10 seconds of traffic, the bad actor
is again blacklisted for another 60 seconds.


	Stop the sweep attack on the attack host by pressing CTRL + C.


	Return to the BIG-IP web UI and navigate to Security > Event
Logs > DoS > Network > Events. Observe the log entries
showing the details surrounding the attack detection and mitigation.


	Navigate to Security > Event Logs > Network > IP
Intelligence. Observe the log entries showing the mitigation of
the sweep attack via the ip-intelligence policy.


	Navigate to Security > Event Logs > Network > Shun.
Observe the log entries showing the blacklist adds and deletes.


	Navigate to Security > Reporting > Network > IP
Intelligence. Observe the statistics showing the sweep attack and
mitigation. Change the View By drop-down to view the varying
statistics.


	Navigate to Security > Reporting > DoS > Dashboard
to view an overview of the DoS attacks and timeline. You can select
filters in the filter pane to highlight the specific attack.


	Finally, navigate to Security > Reporting > DoS >
Analysis. View detailed statistics around the attack.







3.2.2.2. Single Endpoint Flood

The single endpoint flood attack is an attempt for an attacker to send a
flood of traffic to a host in hopes of overwhelming a service to a point
of failure. In this example, we’ll flood the target server with ICMP
packets.


	In the BIG-IP web UI, navigate to Security > DoS Protection
> Device Configuration > Network Security.


	Expand the Single-Endpoint category in the vectors list.


	Click on Single Endpoint Flood vector name.


	Configure the vector with the following parameters:


	State: Mitigate


	Threshold Mode: Fully Manual


	Detection Threshold EPS: 150


	Mitigation Threshold EPS: 200


	Add Destination Address to Category: Checked


	Category Name: denial_of_service


	Sustained Attack Detection Time: 10 seconds


	Category Duration Time: 60 seconds


	
Packet Type: Move Any ICMP (IPv4) to Selected
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	Click Update to save your changes.


	Open the BIG-IP SSH session and scroll the ltm log in real time with
the following command: tail -f /var/log/ltm


	We’ll run a packet capture on the victim server to gauge the
incoming traffic. On the victim server, issue the following command:
sudo tcpdump -nn not port 22


	
On the attack host, launch the attack by issuing the following
command on the BASH prompt:

sudo hping3 10.20.0.10 –faster -c 25000 –icmp





	The attack host will begin flooding the victim server with ICMP
packets. However, you will notice that the traffic to the server
stops after a short time (10 seconds, the configured sustained
attack detection time.)


	After approximately 60 seconds, run the attack again. ICMP traffic
will return to the host. This is because the IP Intelligence
categorization of the attack host has expired.


	Return to the BIG-IP web UI.


	Navigate to Security > Event Logs > DoS > Network >
Events. Observe the log entries showing the details surrounding
the attack detection and mitigation.


	Navigate to Security > Event Logs > Network > IP
Intelligence. Observe the log entries showing the mitigation of
the sweep attack via the ip-intelligence policy.


	Navigate to Security > Reporting > Network > IP Intelligence. Observe the statistics showing the sweep attack and mitigation.


	Navigate to Security > Reporting > DoS > Dashboard to view an overview of the DoS attacks and timeline. You can select filters in the filter pane to highlight the specific attack.


	Finally, navigate to Security > Reporting > DoS > Analysis. View detailed statistics around the attack.









3.2.3. Conclusion

Congratulations on finishing the lab!

This lab did not cover auto thresholds for protections, nor did we test dynamic signatures. Testing auto thresholds requires a more real-world environment. For suggested testing guidelines for auto thresholds and dynamic signatures, engage your F5 account team.

This concludes the DoS/DDoS portion of the lab. You may now close all sessions, log out of the jump host and log out of the training portal.

Thank you for your time.





          

      

      

    

  

    
      
          
            
  
3.3. Appendix


3.3.1. DNS Security vectors

The system tracks and rate limits all UDP DNS packets (excluding those
whitelisted). TCP DNS packets are also tracked but only for the DNS
requests that reach a virtual server that has a DNS profile associated
with it.

NOTE: This information applies to 13.1.0.1.

For vectors where VLAN is <tunable>, you can tune this value
in tmsh: modify sys db dos.dnsvlan value, where value is 0-4094.










	DoS category

	Attack name

	Dos vector name

	Information

	Hardware accelerated





	DNS

	DNS A Query

	dns-a-query

	DNS Query, DNS Qtype is A_QRY, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS AAAA Query

	dns-aaaa-query

	DNS Query, DNS Qtype is AAAA, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS Any Query

	dns-any-query

	DNS Query, DNS Qtype is ANY_QRY, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS AXFR Query

	dns-axfr-query

	DNS Query, DNS Qtype is AXFR, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS CNAME Query

	dns-cname-query

	DNS Query, DNS Qtype is CNAME, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS IXFR Query

	dns-ixfr-query

	DNS Query, DNS Qtype is IXFR, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS Malformed

	dns-malformed

	Malformed DNS packet

	Yes



	DNS

	DNS MX Query

	dns-mx-query

	DNS Query, DNS Qtype is MX, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS NS Query

	dns-ns-query

	DNS Query, DNS Qtype is NS, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS OTHER Query

	dns-other-query

	DNS Query, DNS Qtype is OTHER, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS PTR Query

	dns-ptr-query

	DNS Query, DNS Qtype is PTR, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS Question Items != 1

	dns-qdcount-limit

	DNS Query, DNS Qtype is ANY_QRY, the DNS query has more than one question.

	Yes



	DNS

	DNS Response Flood

	dns-response-flood

	UDP DNS Port=53, packet and DNS header flags bit 15 is 1 (response), VLAN is <tunable> in tmsh using dos.dnsvlan.

	Yes



	DNS

	DNS SOA Query

	dns-soa-query

	DNS Query, DNS Qtype is SOA_QRY, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS SRV Query

	dns-srv-query

	DNS Query, DNS Qtype is SRV, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes



	DNS

	DNS TXT Query

	dns-txt-query

	DNS Query, DNS Qtype is TXT, VLAN is <tunable> in tmsh usingdos.dnsvlan.

	Yes









3.3.2. Network Security Vectors










	DoS category

	Attack name

	Dos vector name

	Information

	Hardware accelerated





	Flood

	Ethernet Broadcast Packet

	ether-brdcst-pkt

	Ethernet broadcast packet flood

	Yes



	Flood

	Ethernet Multicast Packet

	ether-multicst-pkt

	Ethernet destination is not broadcast, but is multicast

	Yes



	Flood

	ARP Flood

	arp-flood

	ARP packet flood

	Yes



	Flood

	IP Fragment Flood

	ip-frag-flood

	Fragmented packet flood with IPv4

	Yes



	Flood

	IGMP Flood

	igmp-flood

	Flood with IGMP packets (IPv4 packets with IP protocol number 2)

	Yes



	Flood

	Routing Header Type 0

	routing-header-type-0

	Routing header type zero is present in flood packets

	Yes



	Flood

	IPv6 Fragment Flood

	ipv6-frag-flood

	Fragmented packet flood with IPv6

	No



	Flood

	IGMP Fragment Flood

	igmp-frag-flood

	Fragmented packet flood with IGMP protocol

	Yes



	Flood

	TCP SYN Flood

	tcp-syn-flood

	TCP SYN flood

	Yes



	Flood

	TCP SYN ACK Flood

	tcp-synack-flood

	TCP SYN/ACK flood

	Yes



	Flood

	TCP RST Flood

	tcp-rst-flood

	TCP RST flood

	Yes



	Flood

	TCP Window Size

	tcp-window-size

	The TCP window size in packets is above the maximum. To tune this value, in tmsh: modify sys db dos.tcplowwindowsize value, where value is <=128.

	Yes



	Flood

	ICMPv4 Flood

	icmpv4-flood

	Flood with ICMP v4 packets

	Yes



	Flood

	ICMPv6 Flood

	icmpv6-flood

	Flood with ICMP v6 packets

	Yes



	Flood

	UDP Flood

	udp-flood

	UDP flood attack

	Yes



	Flood

	TCP SYN Oversize

	tcp-syn-oversize

	Detects TCP data SYN packets larger than the maximum specified by the dos.maxsynsize parameter. To tune this value, in tmsh: modify sys db dos.maxsynsize value. The default size is 64 and the maximum allowable value is 9216.

	Yes



	Flood

	TCP Push Flood

	tcp-push-flood

	TCP push packet flood

	Yes



	Flood

	TCP BADACK Flood

	tcp-ack-flood

	TCP ACK packet flood

	No



	Bad Header - L2

	Ethernet MAC Source Address == Destination Address

	ether-mac-sa-eq-da

	Ethernet MAC source address equals the destination address

	Yes



	Bad Header - IPv4

	Bad IP Version

	bad-ver

	The IPv4 address version in the IP header is not 4

	Yes



	Bad Header - IPv4

	Header Length Too Short

	hdr-len-too-short

	IPv4 header length is less than 20 bytes

	Yes



	Bad Header - IPv4

	Header Length > L2 Length

	hdr-len-gt-l2-len

	No room in layer 2 packet for IP header (including options) for IPv4 address

	Yes



	Bad Header - IPv4

	L2 Length >> IP Length

	l2-len-ggt-ip-len

	Layer 2 packet length is much greater than the payload length in an IPv4 address header and the layer 2 length is greater than the minimum packet size

	Yes



	Bad Header - IPv4

	No L4

	no-l4

	No layer 4 payload for IPv4 address

	Yes



	Bad Header - IPv4

	Bad IP TTL Value

	bad-ttl-val

	Time-to-live equals zero for an IPv4 address

	Yes



	Bad Header - IPv4

	TTL <= <tunable>

	ttl-leq-one

	An IP packet with a destination that is not multicast and that has a TTL greater than 0 and less than or equal to a tunable value, which is 1 by default. To tune this value, in tmsh: modify sys db dos.iplowttli value, where value is 1-4.

	Yes



	Bad Header - IPv4

	IP Error Checksum

	ip-err-chksum

	The header checksum is not correct

	Yes



	Bad Header - IPv4

	IP Option Frames

	ip-opt-frames

	IPv4 address packet with option.db variable tm.acceptipsourceroute must be enabled to receive IP options.

	Yes



	Bad Header - IPv4

	Bad Source

	ip-bad-src

	The IPv4 source IP = 255.255.255.255 or 0xe0000000U

	Yes



	Bad Header - IPv4

	IP Option Illegal Length

	bad-ip-opt

	Option present with illegal length

	No



	Bad Header - IPv4

	Unknown Option Type

	unk-ipopt-type

	Unknown IP option type

	No



	Bad Header - IGMP

	Bad IGMP Frame

	bad-igmp-frame

	IPv4 IGMP packets should have a header >= 8 bytes. Bits 7:0 should be either 0x11, 0x12, 0x16, 0x22 or 0x17, or else the header is bad. Bits 15:8 should be non-zero only if bits 7:0 are 0x11, or else the header is bad.

	Yes



	Fragmentation

	IP Fragment Too Small

	ip-short-frag

	IPv4 short fragment error

	Yes



	Fragmentation

	IPv6 Fragment Too Small

	ipv6-short-frag

	IPv6 short fragment error

	Yes



	Fragmentation

	IPV6 Atomic Fragment

	ipv6-atomic-frag

	IPv6 Frag header present with M=0 and FragOffset =0

	Yes



	Fragmentation

	ICMP Fragment

	icmp-frag

	ICMP fragment flood

	Yes



	Fragmentation

	IP Fragment Error

	ip-other-frag

	Other IPv4 fragment error

	Yes



	Fragmentation

	IPV6 Fragment Error

	ipv6-other-frag

	Other IPv6 fragment error

	Yes



	Fragmentation

	IP Fragment Overlap

	ip-overlap-frag

	IPv4 overlapping fragment error

	No



	Fragmentation

	IPv6 Fragment Overlap

	ipv6-overlap-frag

	IPv6 overlapping fragment error

	No



	Bad Header - IPv6

	Bad IPV6 Version

	bad-ipv6-ver

	The IPv6 address version in the IP header is not 6

	Yes



	Bad Header - IPv6

	IPV6 Length > L2 Length

	ipv6-len-gt-l2-len

	IPv6 address length is greater than the layer 2 length

	Yes



	Bad Header - IPv6

	Payload Length < L2 Length

	payload-len-ls-l2-len

	Specified IPv6 payload length is less than the L2 packet length

	Yes



	Bad Header - IPv6

	Too Many Extension Headers

	too-many-ext-hdrs

	For an IPv6 address, there are more than <tunable> extended headers (the default is 4). To tune this value, in tmsh: modify sys db dos.maxipv6exthdrs value, where value is 0-15.

	Yes



	Bad Header - IPv6

	IPv6 duplicate extension headers

	dup-ext-hdr

	An extension header should occur only once in an IPv6 packet, except for the Destination Options extension header

	Yes



	Bad Header - IPv6

	IPv6 extension header too large

	ext-hdr-too-large

	An extension header is too large. To tune this value, in tmsh: modify sys db dos.maxipv6extsize value, where value is 0-1024.

	Yes



	Bad Header - IPv6

	No L4 (Extended Headers Go To Or Past End of Frame)

	l4-ext-hdrs-go-end

	Extended headers go to the end or past the end of the L4 frame

	Yes



	Bad Header - IPv6

	Bad IPV6 Hop Count

	bad-ipv6-hop-cnt

	Both the terminated (cnt=0) and forwarding packet (cnt=1) counts are bad

	Yes



	Bad Header - IPv6

	IPv6 hop count <= <tunable>

	hop-cnt-leq-one

	The IPv6 extended header hop count is less than or equal to <tunable>. To tune this value, in tmsh: modify sys db dos.ipv6lowhopcnt value, where value is 1-4.

	Yes



	Bad Header - IPv6

	IPv6 Extended Header Frames

	ipv6-ext-hdr-frames

	IPv6 address contains extended header frames

	Yes



	Bad Header - IPv6

	IPv6 extended headers wrong order

	bad-ext-hdr-order

	Extension headers in the IPv6 header are in the wrong order

	Yes



	Bad Header - IPv6

	Bad IPv6 Addr

	ipv6-bad-src

	IPv6 source IP = 0xff00::

	Yes



	Bad Header - IPv6

	IPv4 Mapped IPv6

	ipv4-mapped-ipv6

	IPv4 address is in the lowest 32 bits of an IPv6 address.

	Yes



	Bad Header - TCP

	TCP Header Length Too Short (Length < 5)

	tcp-hdr-len-too-short

	The Data Offset value in the TCP header is less than five 32-bit words

	Yes



	Bad Header - TCP

	TCP Header Length > L2 Length

	tcp-hdr-len-gt-l2-len

	
	Yes



	Bad Header - TCP

	Unknown TCP Option Type

	unk-tcp-opt-type

	Unknown TCP option type

	Yes



	Bad Header - TCP

	Option Present With Illegal Length

	opt-present-with-illegal-len

	Option present with illegal length

	Yes



	Bad Header - TCP

	TCP Option Overruns TCP Header

	tcp-opt-overruns-tcp-hdr

	The TCP option bits overrun the TCP header

	Yes



	Bad Header - TCP

	Bad TCP Checksum

	bad-tcp-chksum

	The TCP checksum does not match

	Yes



	Bad Header - TCP

	Bad TCP Flags (All Flags Set)

	bad-tcp-flags-all-set

	Bad TCP flags (all flags set)

	Yes



	Bad Header - TCP

	Bad TCP Flags (All Cleared)

	bad-tcp-flags-all-clr

	Bad TCP flags (all cleared and SEQ#=0)

	Yes



	Bad Header - TCP

	SYN && FIN Set

	syn-and-fin-set

	Bad TCP flags (SYN and FIN set)

	Yes



	Bad Header - TCP

	FIN Only Set

	fin-only-set

	Bad TCP flags (only FIN is set)

	Yes



	Bad Header - TCP

	TCP Flags - Bad URG

	tcp-bad-urg

	Packet contains a bad URG flag, this is likely malicious

	Yes



	Bad Header - ICMP

	Bad ICMP Checksum

	bad-icmp-chksum

	An ICMP frame checksum is bad. Reuse the TCP or UDP checksum bits in the packet

	Yes



	Bad Header - ICMP

	Bad ICMP Frame

	bad-icmp-frame

	The ICMP frame is either the wrong size, or not of one of the valid IPv4 or IPv6 types. Valid IPv4 types:


	0 Echo Reply


	3 Destination Unreachable


	4 Source Quench


	5 Redirect


	8 Echo


	11 Time Exceeded


	12 Parameter Problem


	13 Timestamp


	14 Timestamp Reply


	15 Information Request


	16 Information Reply


	17 Address Mask Request


	18 Address Mask Reply




Valid IPv6 types:


	1 Destination Unreachable


	2 Packet Too Big


	3 Time Exceeded


	4 Parameter Problem


	128 Echo Request


	129 Echo Reply


	130 Membership Query


	131 Membership Report


	132 Membership Reduction





	Yes



	Bad Header - ICMP

	ICMP Frame Too Large

	icmp-frame-too-large

	The ICMP frame exceeds the declared IP data length or the maximum datagram length. To tune this value, in tmsh: modify sys db dos.maxicmpframesize value, where value is <=65515.

	Yes



	Bad Header - UDP

	Bad UDP Header (UDP Length > IP Length or L2 Length)

	bad-udp-hdr

	UDP length is greater than IP length or layer 2 length

	Yes



	Bad Header - UDP

	Bad UDP Checksum

	bad-udp-chksum

	The UDP checksum is not correct

	Yes



	Other

	Host Unreachable

	host-unreachable

	Host unreachable error

	Yes



	Other

	TIDCMP

	tidcmp

	ICMP source quench attack

	Yes



	Other

	LAND Attack

	land-attack

	Source IP equals destination IP address

	Yes



	Other

	IP Unknown protocol

	ip-unk-prot

	Unknown IP protocol

	No



	Other

	TCP Half Open

	tcp-half-open

	The number of new or untrusted TCP connections that can be established. Overrides the Global SYN Check threshold in Configuration > Local Traffic > General.

	No



	Other

	IP uncommon proto

	ip-uncommon-proto

	Sets thresholds for and tracks packets containing IP protocols considered to be uncommon. By default, all IP protocols other than TCP, UDP, ICMP, IPV6-ICMP, and SCTP are on the IP uncommon protocol list.

	Yes



	Bad Header - DNS

	DNS Oversize

	dns-oversize

	Detects oversized DNS headers. To tune this value, in tmsh: modify sys db dos.maxdnssize value, where value is 256-8192.

	Yes



	Single Endpoint

	Single Endpoint Sweep

	sweep

	Sweep on a single endpoint. You can configure packet types to check for, and packets per second for both detection and rate limiting.

	No



	Single Endpoint

	Single Endpoint Flood

	flood

	Flood to a single endpoint. You can configure packet types to check for, and packets per second for both detection and rate limiting.

	No



	Bad Header-SCTP

	Bad SCTP Checksum

	bad-sctp-checksum

	Bad SCTP packet checksum

	No












          

      

      

    

  

    
      
          
            
  
4. Flowmon Integrated Out-of-path DDoS Solution



	4.1. Getting Started

	4.2. Module – Deployment use case and Lab diagram

	4.3. Module – DDoS Attack









          

      

      

    

  

    
      
          
            
  
4.1. Getting Started

Please follow the instructions provided by the instructor to start your
lab and access your jump host.


Note

All work for this lab will be performed exclusively from the Windows
jumphost. No installation or interaction with your local system is
required.




4.1.1. Lab Topology

The following components have been included in your lab environment:


	1 x F5 BIG-IP AFM VE (v13.1.0.6)


	2 x vyOS routers (v1.1.8)


	1 x Flowmon Collector (v9.01.04)/DDoS Defender (v4.01.00)


	1 x Webserver (Ubuntu 16.04)


	1 x Jumphost (Windows 7)


	1 x Attacker (Ubuntu 16.04)





4.1.1.1. Lab Components

The following table lists VLANS, IP Addresses and Credentials for all
components:








	Component

	VLAN/IP Address(es)

	Connection Type, Credentials





	Jumphost

	
	Management: 10.1.1.199


	Users: 10.1.10.30


	Internal: 10.1.20.30


	Servers: 10.1.30.30





	RDP external_user/P@ssw0rd!



	BIG-IP AFM

	
	Management: 10.1.1.7


	Internal: 10.1.20.245





	TMUI admin/admin



	Flowmon Collector/DDoS Defender

	
	Management: 10.1.1.9


	Internal: 10.1.20.10





	TMUI admin/admin



	Router 1

	
	Management: 10.1.1.10


	Users: 10.1.10.243


	Internal: 10.1.20.243





	ssh vyos/vyos



	Router 2

	
	Management: 10.1.1.11


	Users: 10.1.10.244


	Internal: 10.1.20.244





	ssh vyos/vyos



	Attacker

	
	Management: 10.1.1.4


	Users: 10.1.10.100





	ssh f5admin/f5admin



	Webserver

	
	Management: 10.1.1.6


	Servers: 10.1.30.252





	ssh f5admin/f5admin














          

      

      

    

  

    
      
          
            
  
4.2. Module – Deployment use case and Lab diagram

In this module you will learn about common use-case for AFM/DHD + Flowmon out-of-path DDoS protection solution and explore Lab diagram.



	4.2.1. Deployment use case

	4.2.2. Lab blueprint setup

	4.2.3. Licensing

	4.2.4. Other considerations









          

      

      

    

  

    
      
          
            
  
4.2.1. Deployment use case

A Joint F5 + Flowmon solution is deployed “out-of-path” and provides an
out-of-band DDoS mitigation of L3-4 volumetric DDoS attacks. It’s a
simple and convenient solution that leverages the existing IT
infrastructure to provide traffic flow information.

Flowmon Collector appliance receives NetFlow/sFlow/IPFIX from edge
routers while Flowmon DDoS Defender uses i/eBGP/Flowspec to route the
traffic to F5 DHD/AFM appliance. F5 DHD/AFM DDoS profile, VS and other
parameters provisioned dynamically through iControl REST.

[image: image1]


Pic.1 Solution Diagram







4.2.2. Lab blueprint setup

Lab blueprint is deployed in Oracle Ravello cloud with access from F5
UDF portal. All Flowmon elements are pre-configured, F5 AFM VE resources
are provisioned and network is configured.

[image: image2]


Pic.2 Lab blueprint







4.2.3. Licensing

BIG-IP is licensed automatically.

Evaluation license has been applied to Flowmon Collector/DDoS Defender.
Please contact Lab admin if there are issues with any lab elements.




4.2.4. Other considerations


Note

Router1 is configured to export sFlow with sampling rate of 1




Note

Learn about sFlow:

https://sflow.org







          

      

      

    

  

    
      
          
            
  
4.3. Module – DDoS Attack

In this module you will prepare for and launch a SYN flood DoS attack. You will need an active RDP connection to a Linux Jumphost to perform all necessary prerequisites



	4.3.1. Prepare traffic visualization and monitoring

	4.3.2. Initiate DDoS attack

	4.3.3. Attack stop









          

      

      

    

  

    
      
          
            
  
4.3.1. Prepare traffic visualization and monitoring


	Connect to Windows jumphost using RDP


	Open SSH connections to Router1 and Router2


	
	Verify Router1 BGP configuration. Protected subnet 10.1.30.0/24 should have a Next Hop defined as Router2 10.1.20.244

	show ip bgp


[image: image3]










	Start interface monitoring in Router1 and Router2
monitor interfaces ethernet


[image: image5]
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	Select eth1 and press g to enable graphical statistics


Note

You may need to expand terminal window for graphs to appear





	Open Web Browser and click on BIG-IP AFM bookmark, then login into BIG-IP TMUI using admin credentials


	Open DoS Visibility Dashboard in AFM TMUI


[image: image8]






	In a new Browser tab click on Flowmon Web interface bookmark. Once Flowmon main menu opens, click on Flowmon DDoS Defender icon and login using admin credentials


	Open Attack List in Flowmon DDoS Defender WebUI


[image: image9]









Note

Disregard any active alarms Flowmon may show in the upper right screen corner. These are artifcts of this lab environment







          

      

      

    

  

    
      
          
            
  
4.3.2. Initiate DDoS attack


4.3.2.1. Run SYN flood (hping3) from Attacker VM


	Click on Attacker SSH icon to open Attacker VM ssh session


	From Attacker VM run SYN flood towards Web server


./syn_flood

[image: image10]






	Observe traffic growth in both Router1 and Router2. After 15-45
seconds traffic will drop in Router2 due to DDoS detection and
mitigation start


[image: image11]











4.3.2.2. DDoS mitigation start

An ACTIVE attack with the new ID will appear in Flowmon DDoS defender
‘Active attacks’ screen. Flowmon dynamically provisions AFM DDoS profile
and VS, and initiates traffic diversion to AFM using BGP advertisement

[image: image12]
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4.3.2.3. BGP route change and traffic drop


	Router1 shows new route to protected 10.1.30.0/24 subnet


show ip bgp

[image: image14]






	As traffic is being routed through AFM, Router2 shows no significant
network activity while Router1 still experiences high traffic load


[image: image15]











4.3.2.4. AFM DDoS profile and virtual server


Note

Flowmon uses iControl REST interface to provision necessary parameters in AFM




	In AFM TMUI Navigate to Security –> DoS protection –> DoS profiles and confirm that
the DoS profile has been provisioned for the protected subnet


[image: image16]






	In Local Traffic –> Virtual Servers –> Virtual Server List confirm that
VS with corresponding Attack ID has been created


[image: image17]











4.3.2.5. AFM DDoS mitigation

In AFM TMUI navigate to Security –> DoS Protection –> DoS Overview and
confirm that AFM is performing DoS mitigation using the provisioned DoS
profile

[image: image18]


Note

Statistics -> DoS Visibility TMUI menu provides graphical attack data



It may take up to ~5 minutes for DoS Visibility Dashboard to show our simulated DDoS attack. You may need to click Refresh for data to appear

[image: image26]







          

      

      

    

  

    
      
          
            
  
4.3.3. Attack stop


4.3.3.1. Stop SYN flood

Press (Ctrl-C) to finish the attack. Traffic will drop on Router1

[image: image19]


Note

STOP HERE. It will take 5-10 minutes for Flowmon to mark the attack as NOT ACTIVE. This is done in order to avoid ‘flip-flop’ effect in repeated attack situation






4.3.3.2. Mitigation stop

Flowmon DDoS Defender Attack List screen shows the current attack with
status NOT ACTIVE. Attack will transition to ENDED state when
Flowmon performs Mitigation Stop routine

[image: image20]
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[image: image22]

*It typically takes ~ 5min for Flowmon DDoS Defender to update attack
status




4.3.3.3. AFM configuration, BGP route removal

As part of Mitigation Stop routine Flowmon removes BGP route from
Router1 and Virtual Server and DDoS Profile from AFM

show ip bgp

[image: image23]

In AFM TMUI navigate to Security –> DoS Protection –> DoS Profiles

Verify that only default “dos” profile present

[image: image24]

In AFM TMUI navigate to Local Traffic –> Virtual Servers –> Virtual Server
List

Verify that Virtual Server matching Attack ID has been removed

[image: image25]


4.3.3.3.1. Congratulations! You have successfully completed the lab!









          

      

      

    

  

    
      
          
            

Index



 




          

      

      

    

  _images/image203.png
= Flowmon DDoS Defender B et a = s © 0 Bk

Attack list
Attack List

Report chapters

D Attack status Start time End time Segment Action status User comment Tools
Configuration 17 @NOTACTIVE 2018-02-09 09:41:00 2018-02-09 10:04:33  test_network (D @ Detected, (© ) Mitigation Start, (© @ Detected, (© @ Detected, () Not Active d ® L | e






_images/image21.png
2018-06-21 01:44:14

2018-06-21 01:44:14
2018-06-21 01:44:14

2018-06-21 01:44:14
2018-06-21 01:44:14

2018-06-21 01:44:14
2018-06-21 01:44:14

Route Domain

Vitual Server

Route Domain

Vitual Server

Route Domain

Vitual Server

Route Domain

fCommonio Enforced

JCommaniPV4_TCP -

Jcommani Enforced

JCommaniPV4_TCP -

Jcommani Enforced

JCommaniPV4_TCP -

Jcommani Enforced

IfCommonjrd_t

)_policy fCommoniweb_rule_listallow_http

Jcommanira_

_policy fCommoniweh_rule_listallow_hto

Jcommanira_

_policy fCommoniweh_rule_listallow_hto

JCommonid_0_policy iCommaniweb_rule_listallow_http

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

unknown

unknown

unknown

unknown

10.20.0.200
10200200

10200200

10200200
10200200

10200200

10200200
10200200

10200200

10200200
10.20.0.200

49637
49637

49635

49635
49635

49636

49636
49636

49638

49638
49538

I{Common/OUTSIDE
JCommon/DHZ

JComman/oUTSIDE

JCommon/oUTSIDE
JCommon/DHZ

JComman/oUTSIDE

JCommon/oUTSIDE
JCommon/DHZ

JComman/oUTSIDE

JCommon/oUTSIDE
CommonDMZ

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

unknown

unknown

unknown

unknown

10.30.0.50
10.30.050

10.30.050

10.30.050
10.30.050

10.30.050

10.30.050
10.30.050

10.30.050

10.30.050
10300050

80

80
80

80
80

80
80

TCP
TP

Top

Top
TP

Top

Top
TP

Top

Top
TCP

Accept decisively

Established

Accept decisively

Established

Accept decisively

Established

Accept decisively





_images/image201.png
Local Traffic » Virtual Servers : Virtual Server List » EXT_VIP_10.10.99.30

T o [ i






_images/image202.png
IP Intelligence

Publisher \ [locakabpudisher [<]
Aggregate Rate Limit \ [indetnite [=]

Log Translation Fields | Denaviea

Log Shun everts Ensviea

Log RTBH Events | Clenatles

Log Scrubber Events | Denaviea






_images/image211.png
2 | Pr

Load Balancing

Local Traffic » Virtual Servers : Virtual Server List

Resources

uriy =

atisics

Default Pool

Default Persistence Profile

Fallback Persistence Proflle

| pool_www.mysite.com B
Nore B
Nore B

Update

No records to display.

Policles.

No records to display.






_images/image212.png
Security » Event Logs : Logging Profiles

EditLogging Profile

5.

Logging Profile Properties

Profle Name T ins-dos-rfleogaing
ratton Pan | common

Description [ ——
Protocol Security | Clenatles

Network Firewall Enabled

Network Address Transiaton | [JEnabled

DoS Protection Enabled

Protocol Inspection | Clenatles

Classification | Clenatles






_images/image2.png
[vE)

AFM 13.1.0.1 HSL

101112

LK stck
Luecker otz
01226 g 10130288 013025
® e ®
A
Rotert Rover2
o0 Web server
o ow
User

10.1.10.101 10.1.19

Flowmon DDoS Defender





_images/image20.png
Security »

&

Addr

P Intelligence

Context Ffter
Policy Type Enforced ¥
Context Route Domain... ¥|[0 2
[Fitter active Rules List v
[io [ 1 rame State Profacal Source Desination Adtion Logging count Latest Mach
2 Global with policy Global
e 1 Fing Enabled 1cp any any AcceptDecisively Yes 0 Never
2 Route Domain 0 with policy rd_0_policy
e 1 © web_rule_list Enabled any
Commaniy used pretocols
8 2 © application_ule st Enabled any
g 3 reect 10,2000 Enabled any Acresses any Refect Yes 159 Jul 27 2018 07 55:29-0700
10.200024
(Defaulty

Enabled Any Any Any Reject

Never





_images/image193.png
interface: ethl at vrouterl bmon 2.0.1

# Interface RX Rate RX # TX Rate TX #

vrouterl (source: local)

0 etho 65.008 0 345.008 0
[ 1 3 0.008 ] 0.008 ]
2 eth2 0.00B 0 0.00B 0
RX B
564.00 .. e i T IR .
470.00 .. P P kR KKK KKK KK KKK KKK KKK KKKk o 4 KK
376,00 tuuiinnnnnn o RRKKKKKAKAKAKAKHKAK KKK KA KKK KKK AKAKAKAKAKHKK ¢ ¢ KK
282,00 . uaiaaa e e oRRRRRKORRRKORKKRRKORKRRKOR KRR AK KK 4 kK
188.00 .. P f e K e e e s RRRRRRRKKKK KKK KKK KKK KK KKK KKK KKK o KKK
94.00 .. e KOk Kk RsRRRCRRORKRKsRRoRKRRORoRKRR oK L dokk [—04 03%]
1 5 10 15 20 25 30 35 40 45 50 55 60 s
X MiB
L1u85 tunurnnnnnnn e RRRRKRRRKKRRKKRORKKRORKKARKK AR K
1.54 .. e s » wRRoksokKoRk kKRR kKRR kokKok kKR K
1.23 .. e e + hokkoRkskoRsoRksoRRsRoRoRKRRoR KRR KKK
0.93 .. i - » wkskorokskokskokokskokokokkokkk Kok Rk Kok KKk
0.62 iunnarnana e ORRRRRRKORORKORKOR KRR R KKK

0.31 tuvnrnrnnranatatanbanes e BRkcRRRRORRCRRRORRORRK [—0, 03%]
1 5 10 15 20 25 30 35 40 45 50 55 60 s
Press d to enable detailed statistics

~ prev interface, next interface, <- prev node, -> next node, ? help






_images/image2.gif
nnnnnnn





_static/class2/lx_plugin.png
General Properties
| e

Description

Lag Publisher
I From Workspace

Cancel || Repeat

Finished

afmmysalplug

None

irules_h_mysgl_warkspace






_static/class2/module4-lab2-image5.png
General Properties.

| Frotievane

Descript
Signatur

Cormplia

AVR Stats Collect

Senices

Description, D, References, Atiack Tye

Inspection Type:

complia

HTTP.

I

o

es

nce

nce

D
1t
11000
11003
1oz
11002
s
L
e
e
1o
11007

my-inspection-profile

Disahled ¥
Enabled ¥
Enabled ¥

1selecten &

Senice Protocal

o

Clear Al

Description
Bad Hitp Version

Contains Colon

CantentLength And Transfer Encoding Headers
Disallowed Methods

Duplicate Header Name

Empty Value

Invalid Method

Malformed Header Value Contents

Malformed Hitp Pou

Max Allowed Headers Request

No Host Header

Inspection Type  State

1selecten &

signature
@l compliance

Type
compliance
compliance
compliance
compliance
compliance
compliance
compliance
compliance
compliance
compliance

compliance

o

Attack Tye

Risk

State
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Enatle

o

Accuracy

Risk
medium
medium
medium
medium
medium
medium
medium
medium
medium
medium

medium

Performace Impact

o

Accuracy.
low
low
low
low
low
low
low
low
low
low

low

action
accept
accept
accept
accept
accept
accept
accept
accept
accept
accept

accept

Add Filter

Log
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

ves

o

Profacal
ton
ton
ton
ton
ton
ton
ton
ton
ton
ton

top

no

no

no

no

no

no

no

no

no

no

no

User Defined

Total Hit Count





_static/class2/lx_workspace.png
Local Traffic » iRules : LX Workspaces

General Properties

‘ Narne ‘wu\es,\x,mysq\,wmkspa:e
‘ Parttion { Path ‘Cnmmnn
‘ Node js Version ‘ 6.9.1 (default) ¥
Workspace Files <«| Editor
4 Crules

Over-write with contents of

[£] myscl_irulelx
&/ mysal mysql_iRulesLx.txt

4 3 mysgl_extension
[Elindexjs Over-write with
(Jnode_modules contents of index.js

@ package json






_static/class2/policy.png
% -~ Properiies

General Properties

Local Traffic »» Policies

: Policy List

Palicy Name

I Name

Description

HTTPS_Virtual_Targeting_PolicyL7

www.mysite.com

Match all of the following conditions:

| HTTP Host v || host v ||is v || any of ¥ || www.mysite com at| request v [time. & Options
Do the following when the traffic is matched:
| Forward traffic ¥ |to | virtual server v || int_vip_www.mysite.com_1.1.1.1 v |time.

Cancel | Save






_static/class2/module4-lab2-image6.png
Security »

uriy

ignment ~

Last Hour

ction Li

ction L

v |[Seareh| Custom Search =
* Time < etion <D [ Name < Risk |+ Accuracy | < Senvice | < AL Poliey < ACLRuleName |+ Virual Server + Inspeton Profie <P < part
20180613 14:42:10 accent 007 NoHostHeader  medium low ICommnitity /Commoniglobal-w-palicy fw-global-hiip-ispection JCommonivs_IPS_10.10.88.40  /Commanimy-inspection-profile 10.10.89.222 50423
20180613 14:42:10 accent 11011 BaHtpVersion  medium low ICommanitity /Commaniglobal-fw-palicy fweglobalhiip-inspection JCommonivs_IPS_10.10.88.40 /Commanimy-inspection-profile 10.10.89.222 50423
20180613 14:41:04 accent 11016 Malformed Hitp Py medium low ICommanitity /Commaniglobal-w-palicy fw-global-hiip-inspection JCommonivs_IPS_10.10.88.40 /Commanimy-inspection-profile 10.10.89.222 50393
20180613 14:26:25 accent 007 NoHostHeader  medium low ICommanitity /Commaniglobal-w-palicy fw-globalhiip-inspection_ JCommonivs_IPS_10.10.88.40  /Commanimy-inspection-profile 10.10.89.222 50153
20160613 14:26:24 accent 11011 Bag HtpVersion  medium low ICommanititn /Commaniglobal-fw-palicy fw-global-hiip-inspection_ JCommonivs_IPS_10.10.88.40 /Commanimy-inspection-profile 10.10.89.222 50153






_static/class2/policy_shot.png
General Properties

| e

Policy Name

Description

HTTPS_Virtual_Targeting_Policyl.7

www.rmysite com-downloads

Match all of the fallowing conditions:

HTTP Host

HTTP URI

Da the following when the traffic is matched:

Forward traffic

Cancel

Save

vilhost v llis

v | path

v [ta| virtual server v

v |[any of v || wwwemysite com-downloads

v |[ begins with v |[any of

int_vip_www.rysite com-downloads_1 1.1.3

v || rdownloads

v at|request

Add

at| request

Add

v |time

v |time

at| request

£ Options

v |time





_static/class2/policy2.png
Local Traffic » Policies : Policy List

Properties

o

General Properties

Policy Name HTTPS_Virtual_Targeting_PolicyL7
I Name www.mysite.com-api 2]
Description

Match all of the following conditions:

HTTP Host v | host v | begins with v | any of v || www.mysite.com # Options -+

HTTP URI v [ path v || begins with v |[any of v |[ rapi 1 Options -+

Do the following when the traffic is matched:

Forward traffic ¥ to| virtual server v || int_vip_www.mysite.com-api_1.1.1.2 v |t request v [time. 4 Options =+

Replace v | http uri v | path v | with value

| -+

Cancel | Save





_static/class2/xxx1.png
Security » Network Firewal

£ - | Active Ru

Polic

P el

nee v

[searcn| reate

 Name < Description | < Parition { Path

O globak-w-policy Common

Delete.






_images/image126.png
Agity 2018 O

Agilty 2018

bigip1  182.168.1.100
bigiqt-mgme 182168150
AFM_Address D
AFM_Rule D
AFM_Policy 1D
bigip02-machineid

Glabals Edit

No glohal varishles

Glabal variables are a set of variables that are always available in a
workspace.
Learn mare about glabals





_images/image127.png
Agiliey 2018

[<H<H<N<N<N<]

oy
bigpt

bigigDt gt
AP Address D
AFM Rule 1D
AFM Policy 1D

bigip02-machineid

Value

192.168.1.100

192.168.1.50

2aa5e564-6430-3b7c-8ae5-1322bd87d15¢]

Cancel

Bulk Edie

x






_images/image124.png
ility 2018
Step1:GerOrignal L X+ e Agility

> Step 1: Get Original Device DOS Profile E

Authorization ®  Headers PrerequestScript  Tests






_images/image125.png
Body  Cookies  Headers (10)  TestResulis Status: 000K Tine: T13ms  Size: 7508

Q Save Response

Premy  Raw  Preview  JSON v

1v g
2+ addresses™: [

3 <

a address”: "10.20.0.0/24",

5 description”: "Joanna Hetourk”

6 n

7 i

s address”: "10.20.0.200",

s description”: "Joanna Host"

10

11

12 ": "comnon”,

13 APT_Naughty_Address_List",

1 2aa5e560-6430-3b7¢ -8ag5 -1322bd87d15E"

15

16 + 1531862898616051,

17 ig:net:ip-address-lists:adcaddressliststate’,

18 Flocalhost fmgnt /cn/adc-core fworking-conFig/net /ip-address -1ists /2aa5e560-6430-3b7c -8ae5 -1322b87d158"





_images/image13.png
V|| Name Description | State | Gehedule | Address/Region | Port| Subscriber | VLAN f Tunnel | AddressRegion | Port | Protacal | Virtual Server | iRule | Action | Logging | Senvice Policy
allow_fttp Enabled Any Any Any Any Any 80 6(TCF) Accept Enabled
reject_10_20_0_0 Enabled 10200024 Any Any Any Any Any B (TCP) Reject Enabled





_images/image130.png
» Step B: Create New Rule Examples (1) v

Authorization  Headers 2)  Body®  PrevequestScript  Tests Cookies Code
formdata @ swaweformuriencoded  ® raw @ binary  JSON (applicationfjsan) ¥

=l ¢

2

5

i

5

Bo

7o "addressListReferences”: [

8- h

o Link": “https://Localnost/mgnt /cu/Firewall/working-config/address -1ists /{{AFH_Address_TD}}

10 b

n 1

1z

15 State': "enabled”,

1 nane”: "APT_Naughty_Rule_List"

FER
Body  Cookies  Headers (10)  TestResults Steus: 000K Tine: 162ms  Size: 107KB

Premy  Rew  Prevew  JSON v Q Save Response

ddressListReferences”s [
8 <

25¢560-6430-3b7¢ -8ae5 -1322bd87d155",
8PT_Haughty_Address_List

cn: Firewalltworking -confi
+ "Connon”

https://localhost /mgnt /cn/Fireuall/working-config/address -1ists /2aa5e56d-6430-3b7C -8ae5 -1322bd87d158"

address-ists:addressliststate”,

abled”,
18 1 00000000 200020002000 16263956 ddED
15 1 ~5071755514252075593,
4PI_Naughty Rule_List",
21 14" "6lded526-0c78-33F3 -bF25-5228FCLOdCT3






_images/image128.png
“rulesCollect ionReference”: {

ink": "https://localhost/mgnt/cn/Fireuall /working-config/rule-1ists 765F87e1-9b96 -3142-8263-95a36¢4232¢F rules",
fsSubcallection”: true

partition's “Common®,
#PT_Naughty_Rule_List",
pesrarel-oba8-3142-8a63-55aa6caz32cr
generation”s 1,
TastUpaateticros®: 1531863428459874,
Firews11:working-confi
ttps: //lacalhost /agnt/cn/Firenall/working -config/rule-1ists /T65¢57eL 5096 3142 -5a63-95aa6cA232¢F"






_images/image129.png
Agiliey 2018

[<H<N<N<N<N<]

oy
bigpt

bigigDt gt
AP Address D
AFM Rule 1D
AFM Policy 1D

bigip02-machineid

Value Bulk Edie

192.168.1.100

192.168.1.50

2aa5e564-6430-367c-Bae5-1322bd87d158

7658721-0606-3142 8a63-05aa6c4232cF

Cancel






_images/image131.png
CollectionReference”s {

sSubcollection

LastUpdatetticros

LastUpdatemicros”:
n: Firewall: working-config: policies:policystate”,

orking-confi
1528386995229533,
"hittps: //localnost /ngnt fcn/Firewall fuorking-config/policies”

LastUpdatetticros

flocalnost fngnt fcn/Fireuall/working-config/policies /FFa450c -128F -330-a361-SbScsbaedbas rules
true

FFad50c-125F-33c0-a361-5bEcEbacIbdS ",

1531499362848442,
orking-config: policies:policystate”,

+//localnost /mgnt fcn/Firewall /uorking-config/policies /FdFddsoc-128F-33c0-a361-5b8csbaeabds"

+//localhost fmgnt fcn/Firewall fuorking-config/policies /e3603d1e-be2c-3000-5ac9-2a9a0040983¢  rules

true

rd_o_policy",
3603dLe -bc2c -300h -8aco -2a929040983¢”,

1531499362847606,

Flocalhost fngnt /cn/Firewall working-config/policies /e3603dLe -bc2c-300b -8acT-2a9a9040983¢

policies:policycollectionstate”,






_images/image1310.png
Action status.

Selected subnets
10.1.30.0/24
Scrubbing center actions
@ Locking AFM
@ Connecting to main device
Configuring subnet 10.1.30.0/24
@ Creating DDoS Profile
@ Creating Virtual Server
@ Disconnecting from device
@ Unlocking AFM
Redirection actions
@ Locking vyos1_router
© Applying redirection
@ Unlocking vyos1_router

Status: @ Success






_images/image135.png
machinelD < s AL X

. 19 results
irewallType
ireualllpaddress
ulesCollectionReference”: {
Link": https://localhost/mgnt/cn/Fireuall /working-config/Fireualls /dcccedFs 8114 -354c -acSe - 7180315274 rules "
isSubcollection”: true

bigip2, dnstest. Lab",

shared: resolver: device-groups:restdeviceresalverdevicestate*,
“Bash2ecy -e206 -4cLa -9746-beb7aazb3zb

ttps: //lacalhost /ngnt/shared,/resaluer, device -groups /cn-Firewall -al1Fireual10evices fdevices /64552ecT -e206-4c1a-5746 -bchTadd 26326 "






_images/image136.png
Agiliey 2018

[<H<N<H<N<N<]

oy
bigpt

bigigDt gt
AP Address D
AFM Rule 1D
AFM Policy 1D

bigip02-machineid

e
192.168.1.100

192.168.1.50

22a56560-6430-3b7c Bae5-1 3226874158
765787e1-3006.3142-8263 95aae4232c

£360341e-be2c 300b-Bacd- 22320440983

64682ec7-2206-4c1a-0746 beb7add2b32b

Bulk Edie






_images/image133.png
Body  Cookies  Headers (10)  TestResults Status: 000K Tine: S28ms  Size: 101 kB

Q Save Response

Premy  Raw  Preview  JSON v

v
2 o,

H enabled

a- Reference”: {

5 "765F57e1-9b96-3142-5a63-952a6C4232CF"

6

7

s

s flocalnost /gnt fcn/Fireuall/working-config/rule-1ists /765F87e1-9b96 -3142-8263 952364 232CF"

10

11 00000000 -2000-2000-2000-162297bb7d9",

12 -6449101041774295351,

13 Reference_To_sPT_Naughty_Rule_List"

1 + "08dFbbab-05e5-3F54-5055-d14F37aB30cd"

15 generation”: 1,

16 TastUpdateticros: 1531865050230863,

17 Firewall: working-config: policies:rules: rulestat

18 https: //localhost /mgnt jcn/Fireall fuorking-conFig/policies /e3603dle-bcac-3000-5aco-2a9a0040983c/ rul s /QBdFbbab -85 -3F54 -5055 -d14Fa7a30cd"

1903





_images/image134.png
Configuration

~ Access
Access Groups
» LOCAL TRAFFIC
> NS
» NETWORK
~ secuRITY
~ Network Security

Contexts

RuleLists

AddressLists

Port Lists

Rule Schedules

» Netwark Address Translation

Service Policies

Timer Policies

PROPERTIES

API_Naughty_Address_List

[ cosenute || adgruetia || Gotonue |
6 name saress
S 1 Reterence_To.APLugiy Rl it
11 APLNaugy el AdsressLits
J 2 commonspicaion rue it
21 sl sy
22 sl Asiresses
10200200
3 Commonwen rue it
3 siowrmp sy
32 slowssn Ascresses
10200200
S 4 reeatoa Asiresses
102000724

port
SouRce

Any

Any

Any

Any

Any

Any

VLAN
SouRce

Any

Any

Any

Any

Any

Any

Subscriber
SouRce

Any

Any

Any

Any

Any

Any

Address
DestmATIOn

Any

Addresses
10.40.050

Addresses
10.40.050

Addresses
1020050

Addresses
10.40.050

Any

port

DestmATIOn

Any

Ports
80

Ports
22

Ports
0

Ports
22

Any

| Fiter.

Adiion iRule

drop

accept-decisively

accept-decisively

accept-decisively

accept-decisively

reject

Q

Protocol

any

1cp

1cp

1cp

1cp

any

m





_images/image139.png
Security » Event Logs : Logging Profiles

Logaing Profie roperties
| Froteame oz profielooging
Description

Protocol Securty Clensbiea

Network Firewall Clenssies

Network Address Transiation | (JEnatled

DoS Protecton Enavtea

Protocal nspecton Clenssies

Ciassifation Clenssie

bos protction

DNS Dos Protecton

Pudtsner [locarabpuisher =]
S Dos Protecton

Pudlisher e =
Network Dos Protscton

e






_images/image14.png
Security » Network Firewall : Pol

General Properties

Narme.

policy

Description [






_images/image137.png
Security »

Addre: hedules P el

e v

Context Ffter
Policy Type [Enforced ¥
Context [Route Domain
Filter Active Rules List M| Add Rule List v
[0 [ name | state [protocol Source Desination Adtion Logging count Latest Mach

£ Global with policy Giobal
@ 1 Fing Enabled ICHP. Any Any Accept-Decisively Yes 3 Jul17 2018 15:02:24-0700

I Route Domain 0 with policy rcl_0_policy

@ 1 © APL Naughty Rule List Enabled Any
API_Naughty_Rule_List Enabled Any Addresses Any Drop Yes 44 Jul17 2018 17:10:01-0700
API_Naughty_Address_List
© 2 @ application rule list Enabled Any
allow_http Enabled Top Any Addresses Accept Decishvely Yes 0 Never
10.40.050
Prts
80
allow_ssh Enabled Top Addresses Addresses Accept Decishvely Yes 0 Never
10200200 10.40.050
Prts
2
© 3 @ webuelist Enabled Any
allow_httn Enabled Top Any Addresses AcceptDecishvely Yes 1 Jul17 2018 15:02:33-0700
10.30.050
Ports
80
allow_ssh Enabled Top Addresses ddresses AcceptDecisively Yes 0 Never
(conflict 10200200 10.40.050
Ports
2
oo reject 10,20 0.0 Enabled Any Addresses Any Reject Yes 858 Jul17 2018 17:07:13-0700
(conflict 102000124

(Defautt) Enabled Any Any Any Reject No 0 Never






_images/image138.png
Local Traffic » Policies : Policy List

1+ ~  Policies List Strategy List Statistics

General Properties

Policy Name HTTPS_Virtual_Targeting_PolicyL7
Description
Strategy Execute best matching rule using the best-match strategy
Type Traffic Policy

Cancel = Create Policy






_images/image141.png
Local Traffic » Poli : Policy List

¥+ + | Published Policy | Draft Policy

General Properties

Policy Name
Description
Strategy

Type

HTTPS_Virtual_Targeting_PolicyL7

Execute best matching rule using the best-match

Traffic Policy

strategy

Cancel Save Draft v Clone

hules

Create

vi|iD

Name

Description






_images/image132.png
Edit Environment.

Agiliey 2018

[<H<N<H<N<N<]

oy
bigpt

bigigDt gt
AP Address D
AFM Rule 1D
AFM Policy 1D

bigip02-machineid

e BulkEde
192.168.1.100

192.168.1.50

22a56560-6430-3b7c Bae5-1 3226874158
765787e1-3006.3142-8263 95aae4232c

3603d1 e-bc2c- 300b-8ac8- 22020440983





_images/image151.png
=)





_images/image152.png
® @  vyos@vrouter!: ~— -ssh -p 47006 45143099-036f-4ac5-b7c5-137170113c34.access.udf.f5.com... |

interface: ethd at vrouterl bnon interface: ethd at vrouter2 bnon
# Interface RX Rate RK#  TX Rate ™# # Interface RX Rate RC#  TX Rate ™#
vrouterl (source: local) vrouter2 (source: local)
0 eth3 117.008 1 8 o et 119..008 1 217.008 o
[T 499.008 8 % 48133 EE-th 0.008 ° 10.22KiB 15
2 eths 90.1ami8 75372 ° 2 eths 10.32K18 16 41.008 °
RX
x
*
*
*
*
[-4.34%] * (-0.01%]
s 1775710715 207 25 300 35 a0 45 50 55 60 s
™ KB
B RS RRREEEE————
[IE7 R ——————
[ 7 R ————
EIEE R ———————
T R ————
JRRRAAMAAAAMMMAMAIA MM VTS 1171 skl (-0, 01%]
15 10 15 20 25 30 35 40 45 50 55 60s 15 10 15 20 25 30 35 40 45 50 55 60
——————— press d to enable detailed statistics Press d to enable detailed statistics
ev_interface, v next interface, <—prev node, _> next node, ? hel

e e e —






_images/image148.png
Security » Network Firewall

Raule Properties
Name atmmysal_re
Partton  Patn Common
Descripton
Type Foe <]
sute [Erabes ]
Protocol Ay v
AddressRegion |——|
source
VLAN/ Tunne ~
Destnaton AadressRegion: [y ]
iRue T — 7 |
Rule Samping [Osaveav]
Acton [Recest ™
Logging [Osabed~]

Senvice Polcy [None [

Update ] [ Delete.





_images/image15.png
Filter Active Rules List Add Rule List | v | | Add Rule | v

Icommoniweh_rule_list
Commonly used protocols

Dane Editing





_images/image162.png
Hostname: flowman_afm.udff5.com  Date: Feb 9, 2018 User: admin
1P Address: 10.1.1.245 Time: 9:53AM (EST)  Role: Adminisirator

m—
L
st

[ BT T ey »
Eviction Policy List (&

1 - | DoS Overview Device Configuration ~ | Signatures

Create

Common

create
-
e e A &= s,





_images/image17.png
Security » Network Firewall: Policies » /Commonird_0_policy.

Unsaved changes to the policy!
ne of more policy tules have been modified but ot committed to e system. Changes must be cornmitted to the systern hefore taking effect
| Commit Changes to System | | Cancel Changes






_images/image16.png
Security » Network Firewal

alicies

2 - | Active Rules Policies

nedule: P el

e v

Unsaved changes to the policy!
ne of more policy tules have been modified but ot committed to e system. Changes must be cornmitted to the systern hefore taking effect
Commit Changes to System | | Cancel Changes

General Properties

Gommonly used protosols.

e 6_0_polly

Paton o

F——

Fifer e s Lt v TS S
b [l e ==
1 © wone iz enabied






_images/image161.png
(® BIGP® - bigipLanstestlab (1 X =1 ran =)

% cC o ® & hitps://192.168.1.100 i/ e @ W Q Search In =@ =

| onLINE (acTive)
 Standalone

/g Statistics

2 e
&) ons e

S8 s SR iz

om Drop  a7e3s66967 303 80
() Local Traffic

Drop 3783556962 369 ass

3} Traffic Intelligence blogspotcom Drop. 3793556962 139 n"r

L Dron 3793556067 365 217





_images/image142.png
Security » DoS Protection : DoS Profiles

dns-dos-profie






_images/image143.png
vyos@vrouterl:~$ show ip bgp

BGP table version is 0, local router ID is 10.1.10.243

Status codes: s suppressed, d damped, h history,  valid, > best, i - internal
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 10.1.1.1 [] 32768 7

Total number of prefixes 3





_images/image182.png
General Properties

[ e T
Description
IP Intelligence Policy Properties
== =
Feed Lists. Global
mrvz o
e .
Default Log Actions &J
Coaaclt g cnos 65
e s
= [ ot e =]
Cogttocs Catogar s G DT
S [ e
e s
— 8 )
s poics b vy g og ki s T N
oo Gseroteroean et e e e S






_images/image183.png
I 5 - oo oo

DoS Pr

Device Configuration ~ | Signatures

n Policy List

View Fitter
Fiter Type Dos Attack ‘
Auto Refresh Disabled Refresh ‘
Enter Vector Narm | Attack Status Average Aggregate EPS c
Profile AtackVector ¢ State ¢ Famiy ¢ Leaming ¢ Context # - Aggregale - BadActor ¢ |- Aliacked Destinalion & Current  1min  fhour | Aggregate [
OTEO-test 33-0xa011600_dos TCPSYN food  Mitgate Gleaming OTEO- @) Dopped @) Dropped @ Nore 06 w25 0 0 €
test_-33-
Oxa011600
asts a5 e 215 C

dos-device-conflg

TCP SYN Oversize Mitigate

@ Leaming Device ) Dropped

© None

© None






_images/image18.png
Security » Network Firewall: Policies

General Properties

P el

ne

Name 0_potiey

Paron Common

Descripton

Fifer v Fufes Lt addRuls st |+ [ Ada e [ «]
b [l st Pl o Desiraton e [Logang

BRI B web_nle_Jit Enatied any






_images/image181.png
Local Traffic »

Virtual Server List | Virtual Address List | Statistics

o

i searcn et
[ [~] status | Name < Description | + Application | ¢ Destination ¢ Service Port | + Type | Resources < Partition / Path
(=) Q EXT_VIP_10.10.99.30 10.10.99.30 443 (HTTPS) Standard Edit... Common

o @ afmmysql_vs 192.168.1.51 80 (HTTP) Standard Edit.. Common

o Q int_vip_www.mysite.com-api_1.1.1.2 1.1.1.2 80 (HTTP) Standard Edit... Common

o Q int_vip_www.mysite.com-downloads_1.1.1.3 1.1.1.3 80 (HTTP) Standard Edit... Common

o Q int_vip_www.mysite.com_1.1.1.1 1.1.1.1 80 (HTTP) Standard Edit... Common

o Q int_vip_www.theirsite.com_2.2.2.2 2222 80 (HTTP) Standard Edit... Common

o Q int_vip_www.yoursite.com_3.3.3.3 3333 80 (HTTP) Standard Edit... Common

Enable






_images/image192.png
Local Traffic »» Virtual Servers : Virtual Server List

ity

Network Firewall

Network Address Transation

‘Maximum Bandwidth
Senice Policy
Eviction Policy
1P Intelligence
'DoS Protection Profile

Auto Threshold

Log Profile

102001053
DNS

Enforcement | Disabled [+
Staging: [ Disabled [+

[Cluse Device Policy
[Cuse Route Domain Policy

Policy[None [~

Mops

None E

None

Erabied. =] Pl [Gns bag-scoriocing 2]

Erabied[<] Proe: [ ans-dos pofe =]

Learning Phase End Time (Network):
Learning Phase End Time(DNS)

Disabled [+
Enabled.. [+

Selected

/Common -
dns-dos-profie-ogging






_images/image19.png
Network » Route Domains

Praperties

&

Policy Settings: Basic ¥

e varin o

s
w—

Netwark Address Translation

IP Intelligence

Senice Palicy

Evcton Poly

0
APP, DMZ, OUTSIDE, hitp-tunnel, socks-tunnel

Enforcement Enabled_ v |Poliey 1a_o_poicy [+]

Sugng | oiatis v
ana +

ane .
P
e[+

ane .

Update






_images/image191.png
Local Traffic »

¢ - | Virtual Server List | Virtual Address List | Statistics

g Search

int_vip_www.mysite.com-downloads_1.1.1.3
int_vip_www.mysite.com_1.1.1.1

int_vip_www.heirsite.com_3.3.3.3

int_vip_www.yoursite.com_2.2.22

¢ Application | + Destination | + Service Port | < Type | Resources
10.10.99.30  443(HTTPS) Standard Edit..
1.2 1112 80(HTTP)  Standard .
1113 B0(HTTP)  Standard Edit..
1114 80(HTTP)  Standard .
3333 B0(HTTP)  Standard Edit..
2222 80(HTTP)  Standard ..






_images/image172.png
DNS A Query

15

Category Duration Time.

60

/Add Source Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time

seconds

seconds

[l Allow External Advertisement






_images/image173.png
Hostname: flowman_afm.udffS.com  Date: Febo,2018  User: admin c
1P Adaress: 10.1.1.285 Time: S52AM (EST)  Role: Admiistaor bt o

m—
L
st

[ BT T Lo

1 - | Virtual Server List | Virtual Address List | Statistics

Create.

Fiowmon DDoS Attack ID 17 101.30.02¢ 0 (Any) Forwarding (IP) Common

'SSL Orchestrator





_images/image171.png
Local Traffic » Policles

1 - | Polcies List Strategy List

Draft Policies

Statisics

Create.

Last Published

Description

Partition

HTTPS_Virtual_Targeting_PolicyL7

Sun Jul 17 2016 17:

Common

o] oo






nav.xhtml

    
      Table of Contents


      
        		
          F5 Firewall Solutions
        


        		
          Class 1: AFM – The Data Center Firewall
          
            		
              Getting Started
              
                		
                  Lab Topology
                


              


            


            		
              Lab 1 – Advanced Firewall Manager (AFM)
              
                		
                  Lab Overview
                


                		
                  Base BIG-IP Configuration
                


                		
                  Advanced Firewall Manager
                


                		
                  Advanced Firewall Manager (AFM)
                


                		
                  Creating AFM Network Firewall Rules
                


                		
                  AFM Reference Material
                


              


            


            		
              Lab 2 - AFM Packet Tester, Flow Inspector, Stale Rule Lab
              
                		
                  Lab Overview
                


                		
                  Advanced Firewall Manager (AFM) Packet Tracer
                


                		
                  Advanced Firewall Manager (AFM) Flow Inspector
                


                		
                  Stale Rule Report
                


              


            


            		
              Lab 3 - AFM DDoS Lab
              
                		
                  Lab Overview
                


                		
                  Detecting and Preventing DNS DoS Attacks on a Virtual Server
                


                		
                  Advanced Firewall Manager (AFM) Detecting and Preventing System DoS and DDoS Attacks
                


              


            


            		
              Lab 4 - Device Management Workflows
              
                		
                  Lab Overview
                


                		
                  Base BIG-IQ Configuration
                


                		
                  New features
                


                		
                  Changes to BIG-IQ User Interface
                


                		
                  Workflow 1: Creating a Backup Schedule
                


                		
                  Workflow 2: Uploading QKviews to iHealth for a support case
                


                		
                  Workflow 3: Device Import
                


                		
                  BIG-IQ Statistics Dashboards
                


                		
                  Workflow 2: Interacting with the data in the dashboards
                


              


            


            		
              Lab 5 - Network Security (AFM) Management Workflows
              
                		
                  Network Security (AFM) Management Workflows
                


                		
                  Workflow 2: Configure Network Security and DoS Event Logging
                


              


            


            		
              Lab 6 - iControl REST API
              
                		
                  Lab 6 Overview
                


                		
                  About Representational State Transfer
                


                		
                  About URI format
                


                		
                  About reserved ASCII characters
                


                		
                  About REST resource identifiers
                


                		
                  About Postman – REST Client
                


                		
                  Simulating and defeating a Christmas Tree Packet Attack
                


              


            


          


        


        		
          Advanced Multi-Layer Firewall Protection
          
            		
              Module 1: F5 Multi-layer Firewall
              
                		
                  Lab 1: Configure pools and internal virtual servers
                


                		
                  Lab 2: Leverage LTM Policies To Direct SSL Terminated Applications To Secondary Virtual Servers
                


                		
                  Lab 3: Configure Local Logging For Firewall Events
                


                		
                  Lab 4: Configure A Firewall Policy and Firewall Rules For Each Application
                


                		
                  Lab 5: Provide Firewall Security Policies For CDN Enabled Applications
                


                		
                  Lab 6: Configure HTTP security
                


                		
                  Lab 7: Configure A Clone Pool For SSL Visibility To IDS Sensors Or Other Security Tools
                


              


            


            		
              Module 2: F5 Dynamic Firewall Rules With iRules LX
              
                		
                  AFM with iRules LX
                


              


            


            		
              Module 3: AFM Protocol Inspection IPS
              
                		
                  Lab 1: Preconditions
                


                		
                  Lab 2: Protocol Inspection - Compliance Checks
                


                		
                  Lab 3: Protocol Inspection - Signatures
                


                		
                  Lab 4: Protocol Inspection - Custom Signatures
                


              


            


          


        


        		
          Class - F5 BIG-IP DDoS and DNS DoS Protections
          
            		
              Module 1 – Detecting and Preventing DNS DoS Attacks on a Virtual Server
              
                		
                  Base BIG-IP Configuration
                


                		
                  Detecting and Preventing DNS DoS Attacks on a Virtual Server
                


                		
                  Filtering specific DNS operations
                


              


            


            		
              Module 2 – Detecting and Preventing System DoS and DDoS Attacks
              
                		
                  Detecting and Preventing System DoS and DDoS Attacks
                


                		
                  Preventing Global DoS Sweep and Flood Attacks
                


                		
                  Conclusion
                


              


            


            		
              Appendix
              
                		
                  DNS Security vectors
                


                		
                  Network Security Vectors
                


              


            


          


        


        		
          Flowmon Integrated Out-of-path DDoS Solution
          
            		
              Getting Started
              
                		
                  Lab Topology
                


              


            


            		
              Module – Deployment use case and Lab diagram
              
                		
                  Deployment use case
                


                		
                  Lab blueprint setup
                


                		
                  Licensing
                


                		
                  Other considerations
                


              


            


            		
              Module – DDoS Attack
              
                		
                  Prepare traffic visualization and monitoring
                


                		
                  Initiate DDoS attack
                


                		
                  Attack stop
                


              


            


          


        


      


    
  

_images/image51.png
Local Traffic » Address Translation : SNAT Pool List

e —
[rome e
Configuration
1P Address: [10.10.0.130]
)
— 2
4






_images/image511.png
Security » Protocol Security

HTTP Profle Properties

e

Profie Properties
| Frotie Name [ gemo_ntp_securty
partion Patn | common
ParentProfle |
Profile Description
4
Pofeiscasssenstve ves

HTTP Protocol Checks  Request Checks

Blocking Page

fTTe/1.1 200 OK
ache-Control: no-cache

Eragma: no-cache
nnection: close

Response Headers.

[Paste Default Response Header|
Upload File: | Choos File | No fle chosen [Upload|

[ntnl><head><oitlesheguest Rejected</titlese/head>cbody>The requested DAL

fas rejected.[Please contact the helpdesk at 5123

kez><pz>¥our suppors ID

is: <STS.request.ID($5</Boay></Aonl>

Response Body

[Paste Default Response Body|






_images/image510.png
o

1]

tatus

4« Name

+ Description

< Application

Members

< Partition / Path

) 8]

pool_www.mysite.com
pool_www.mysite.com-api
pool_www.theirsite.com

pool_www.yoursite.com

Common
Common
Common

Common






_images/image52.png
Name udp_ans Vs
Parition / Patn Common
ot
Type [Smnass =]
Source Address 20000
Destination AddressiMask | [1020.0.10
Service Port = [one [5]
Notity Status o Virtus!
Address
Avsilability @ Avsilsble (Enabled) - The virus! server i avsilsble
‘Syncoaiie Stetus o
st Enabiea
Configuration: [ Besic [
Protocol Eae]
Protocol Profile (Clien) | [985 =
Protocol Proile (Senve) | [{Use Cient Profie) =
Selecsa
SSL Profile (Client)
Selecea
SSL Profile (Server)
SMTPS Profle e T=]
Client LDAP Profle =3
Sener LOAP Proile e =]
SMTP Profle [Fone [=]
Netfiow Profle [Fone [=]
VLAN and Tunnel Trafic | [ Al VLAN and Tunnsiz[=]
Source Addres Transiation | [SUAT  [=]
SNAT ool rside_snat_pool
Content Rewrite
Rewite Profle I —]
HTML Frofile None [=]
Accsleration
Rate Class [Non=[=]






_images/image512.png
vyos@vrouter1:~$' monitor interfaces ethernet





_images/image53.png
ubuntu@dnsclient:~$ dig £€10.20.0.10 www.example.com +short
10.10.0.99





_images/image521.png
Policy Settings: | Basic

2 - | Properties Resources Security ~ | statistics

Local Traffic » Virtual Servers : Virtual Server List

Destination
Service

Application Securiy Policy

Network Firewall

Network Address Transiation

Senvice Polcy
P Inteligence
Dos Protection Profile

Anti-Fraud Profile

Log Profile

10.10.99.30:443
HTTPS

Staging Disabled
) Use Device Policy
) Use Route Domain Policy
Poiicy [ None ¢
None E
Disabled ¢
Disabled ¢
Disabled ¢
Enabled... §
‘Selected Avallable
ICommon ICommon
frewall_log_profie | << | | Logal requests
Log llegal requests
>> || globaknetwork
local-dos

Update





_images/image54.png
Local Traffic » Virtual Servers : Virtual Server List

—
[rone o
s

Type [Standara  [+]
Py

S

Senice Port - “AlPois [

AnyIP Profile pother [

‘SSH Proxy Profile None  [=

VLAN and Tunnel Traffic ‘AIIVLANS and Tunnels [

‘Source Address Translation SNAT =

| SNATFool nside_snal_pool
Resources
Enatled Available
B (Common =
_sys_APM_ExchangeSupport_OA_BasicAuth| |
Rules eys_APM_ExchangeSupport_OA_NtimAuth

sys_APM_ExchangeSupport_helper
sys_APM_ExchangeSupport_main -






_images/image531.png
eeeeeee

mmmmmm






_images/image541.png
on)

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHPIMySQL web application that is damn vuinerable. Its main goals
are to be an aid for security professionals to test their skills and tools in  legal environment, help web
developers better understand the processes of securing web applications and aid teachers/students to
teach/leam web application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting providers public html folder or
any intemet facing web server s it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which s used solely for testing,

Command Execution

= " Disclaimer
File Inclusion
SQL Injection We do ot take responsibilty for the way in which any one uses this application. We have made the purposes of
the application clear and it should not be used maliciously. We have given wamings and taken measures to
SQL Injection (Blind) prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation

of DVWA itis not our responsibility it i the responsibilty of the person/s who uploaded and installed it

General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level on their respective
page.

DVWA Security

You have logged in as ‘admin’

Logout

Username: admin
Level: low






_images/image47.png
Security »

Reporting

&

Reporting Settings
Local Storage I Enabled
Rermote Storage Enatled
Dog HTTP Collect All DoS Staistics

Frotocol NS Collect Source IP Address.

Dos Network Collect Source IP Address.

Collect Source IP Address.
Collect Destination IP Address
Callect Source IP Port

Callect Destination IP Port
Collect Server Side Statistics
I Collect Stale Rules Statistics

88 ® ®

Netwark Firewall Rules.

<

I Collect Source IP Address and Port

TCPIP Ej
fors I Collect Destination [P Adress and Port

SMTP Configuration for Reports

A 0 configuration found v |[Create,

Save





_images/image461.png
Local Traffic » Virtual Servers : Virtual Server List

5 - | Propertes Resouross Securty - | stttos @

Load Balancing

oeait Poo Er—

Defaut persistence Prole | None D}

Falback Pestence Profle | [ None D}

Update

Name.

No records to display.

Policies

Name.

ICommon/HTTPS_Virtual_Targeting_PolicyL7






_images/image48.png
Security »

% - | Enforced Rul

Enforced Management Rule: P Inteligence

Time Range | Last Hour

Expand Advanced Filters ¥

Stale Rules
Cantext Tyme Contert Name Policy Narme Policy Type Rule ~ Hit Count - Last Created Updated
Route Domain icommonid icommonid_0_policy Enforced ICommaniweh_rule_listallow_hita 0 1 hour, 3 minutes, 14 secands ago
Route Domain icommoni icommonia_0_policy Enforced JCommonianplication_ule_istallow_htp 0 1 hour, 3 minutes, 14 secands ago
Global ICommaniglobalfrewalkrules iCommaniGiabal Enforced Ping 0 1 hour, 3 minutes, 14 secands ago
Global ICommaniglobalfrewalkrules iCommanGiabal Enforced Drop_DNs 2 1 hour, 3 minutes, 14 secands ago
Route Domain icommoni icommonid_0_policy Enforced efect 10_20_0_0 2 1 hour, 3 minutes, 14 secands ago






_images/image471.png
Local Traffic » Virtual Servers : Virtual Server List

2 - | Properties Resources Securty ~ | statistics

Resource Management

Enabled Avalable
ICommon ICommon

XFF-SNAT _sys_APM_ExchangeSupport_ OA_BasicAuth,
_sys_APM_ExchangeSupport_OA_NimAuth

sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSupport_main

Cancel || Finished.





_images/image49.png
Local Traffic » Nodes : Node List

General Properties
|..=.... [aoseneriotooss
Description
Ims Adaress

0 —
Configuration
Rato IE
Gonnection Limit I
Gonnection Rate Limit e
[Cancel ] [Repeat ]






_images/image481.png
Securlty » Network Firewall : Policies

Rule Properties
Name block_export_resticied_counties
Partion Patn Common
Description
e Rie 3
state Enabed
Protoca Ay :
Speciy.. +
© Adaress  Adoress List ) Address Range () Country/Region
Aoo
| Afghanistan (AF)
Canada (CA)
Souree Ghina (ON)
e | velete
VLANTumet: (Ary &
Destnation AddressiRegions[ Ary &
iRule Sampling Disabled $
Acton oo :
Logging Enabled $
Service Policy None ¢

Update || Delete






_images/image5.png
One Platform

. 999

Tratfic Application Access. DDos. ssi oNs.
Firewa Management Security Control Mitigation nspection Security






_images/image491.png
urity » Protocol

Profie Properties Cusom®
Profie Name demo_htp_securiy
Parttion Patn Common
ParentProfie
Profile Description
4
Profile i case sensive |« Enabiea e
HTTP Protocol Checks | RequestChecks  Blocking Page Gustom@
¥ Header name with no header value w
¥ several Content-Length headers v
¥ Chunked request with Content-Length header %)
¥ Nullin request headers 2
¥ Nullin request body 2
41 POST request with Content-Length: 0 @
¥ Body in GET or HEAD requests w
HTTP Protocol Checks ¥ Content length should be a positive number v
¥ Bad HTTP version w
¥ High ASCIl characters in headers. 4
¥ Host header contains IP address w
¥ Unparsable request content v
¥ Bad host header value w
¥ Check maximum number of headers | 20 v
) Alam @
[ Block. v
Evasion Techniques Checks | 5 8™ H

Block






_images/image501.png
urity » Protocol

Profile Properties

| e ame
partton /Patn

Parent Profile
Profile Description

Profile is case sensitive.

‘demo_ntip_security

Common

I Enabled

HTTP Protocol Checks.

Blocking Page

Length Checks

Methods

File Types

Mandatory Headers

URL length O any ® Lengn
Query Sting length © Any ® Length
Any  Length:
Any O Length

Requestlength ¢
POST data length ¢

@ Alarm

Allowed:

Available:

GET 5
HEAD
POST

/ACL
BCOPY.
BDELETE
BMOVE

BPROPFIND

Method adq

@ Alarm
Block

Define Disallowed v

‘Selected

Available:

asp
aspx

cqi
css

File Type

I Alarm
Block

Mandatory:

Available:

cookie.
referer

[authorization

Mandatory Header

[Add]

@ Alarm
Block






_images/image50.png
Local Traffic » Pools : Pool List
Configuration: [Basic [+

| Name Tat-senver-poal
Description
rave naiasie
Common
T
http_head_f5
https
- https_443 -
e
Load Balancing Hethod ‘—Mmm
Priority Group Activation ‘ Disabled j
lew Node ) New FQDN Node lode List
Address: lab-server-10.10.0.50 (10.10.0.50) -
Senice Port [ Al Sevices [~
N ()
Node Name Address/FQDN | Semvice Port  Auto Populate | Priority
lobsener 1010050 1010050 o

(Eat] [Detete]

[Cancel ] [Repeat]






_static/class1/image41.png
Packet Parameters
Protocol
TCP Flags SYN ¥ ACKI RST [ URG | PUSH ( FIN (
1P Address
Source Port
an
L 255
1P Address
Destination
Port
Trace Options Use Staged Policy Trigger Log
Run Trace






_images/image352.png
[Lanntyrattackiostyey suda. hpingd th-all Qo sst oot s~ rant-s0urne: =
-c 25000 —-syn --ack —-fin --rst --push --urg --wuas --yuas

HPING 10.20.0.10 (ens3 10.20.0.10): RSAFPUXY set, 40 headers + 0 data bytes
hping in £lood mode, no replies will be shown

-c

aestportt ol

10.20.0.10 hping scatistic —--
261437 packets cransmittea, 0 packets received, 100% packet loss
ot i win/ava/uss = 0.0/0.0/0.0 s

[ brintiietiackhontosd





_images/lab4-image1.png
e

P

s ==

omcn

e T

corrn o

e e N e - [P S ——

o 4 ¥ Prowca "7 Pertomace Impact
o s
joot






_static/class1/image43.png
Trace Results 2018-07-06 06:13:05

Device Device Device Route Domain Route Domain Virtual Server Vitual Server Virtual Server Device
IP Intelligence Dos Rules P Intelligence Rules P Intelligence Dos Rules Default

N - N N N N N N N

o Result Decisive Allow @

Policy

Namg JCommonftd_0_policy

Policy type  Enforced

Policy

Staged '

Rule Name /Cornrmonfueb_ule_list allow

Route
Domain  /Common’)
Name

Source
FaDN
Source

Geo Ne-lookup
Location

unknown

Destination
FQDN

N

| >

unknown






_images/lab3-image2.png
Service Protocol

Inspection Type ~ State.

Description, ID, References, Attack Type Y ‘ 1selected S 1selected & -
(s;:r?,} ) (":m::"xm% (Clear A %)
HTTP
]-mﬁ.] |+ Descript [:Tyna ]:Mmkrm
1000075 Cur connedtion signature
ecks i qubtes can be used for content signature
[ 100015 custom Morfeus signature
[J 100005 distance check signature
[0 100004 Hemant2 signature
[0 100003 emailed 10726 16:17 signature
& 100001 stops traffic on tcp port 80 signature tcp
[ 100000 checks for requests for catgif signature  cat gifs
[0 2590 MALWARE-CNC Win Trojan Locky variant outbound co. signature  trojan-activiy
[ 2589 MALWARE-CNC Win Trojan Dridex dropper variant ou. signature  trojan-activiy
O 2588 MALWARE-CNC Win. Troian. Vawtrak variant outbound .. signature: troian-activity






_static/class1/image42.png
Security »
Redirect Drop

Packet Parameters

Protocal

TCP Flags. SN v ACK RaT URG PUSH FIN

1P Address [ 12.3.4
Source Port 9999
VLAN OUTSIDE ¥

™ 255

1P Address [ 10.30.0.50
Fort 0

Trace Options Use Staged Policy

Destination

Trigger Log

Trace Results 2018-07-27 14:50:28
Device Device Device Route Domain Route Domain Virtual Server Vitual Server Virtual Server Device
IP Intelligence Dos Rules P Intelligence Rules P Intelligence Dos Rules Default

—4—4 444 4 43 —






_images/image361.png
General Properties

Securlty » Network Firewall : Policles

permit_log

= Tcounceds sy

Parion Pan | conmon

Descrpion
Name =1 | Rue List AddressiRegion AddressiRegion iRule | Action
block_export_restricted_countries Afghanistan (AF) Any Any Drop

Accept Enabled

Remove.






_images/ltp-diagram.png
ext_vip Local

10.10.99.30: Tra!’ﬁ_c

443 Policies (
best

match )

Host header
www.mysite.com?

Host header
www.yoursite.com?

Host header
www theirsite.com?

Host header

Int_vip

-

W mysite.com o
W mysite com
yww.mysite com
11.1.180 10.10.121.129:80
&
Ve (
Iwwwanpaursne com o
q www.yoursite com
1.1.1.1:80 10.10.121.130:80
¢ N
Int_vip Pool
wwwiheirsite.com
1.1.1.1:80 10.10.121.131:80
-
Int_vip

W mysite.com-api

Pool

www mysite com? > www mysite com-api

URL:PATH /API ? Ry 10.10.121.132:80

=

( (

fost header i) onn ool
2 www mysite com-

i = Chmen e
1.1.1.3:80 10.10.121.129:80

nloads ?

N






_static/class1/image45.png
Security »

Flow Insi

&

Flow Parameters

Redirect Drop

Protosol A v
. Pagdess i
ource

P [T
o 1P adiress s
estination

P [T
New Flow Parameters | ¥/Clear data
[ Cient Side i Server Side ] [ Cient Side i Server Side
CientiPpor serwtiPpor clenipor sartPPor T 1o Te e i pa e ewow  paesn Fakets ut [pisn[sisow[paseisin Patels 3t
10200 20358578 104005000 10200 20358578 104005000 Top 2 104005000 47K 25K 2 i 25K 47K i 2
10200 20358579 104005000 10.20.0 20358579 104005000 Top 2 104005000 736 a6 s f a6 736 f s
10200 20358577 104005000 10200 20358577 104005000 Tep 2 104005000 e 25K 2 2 25K e 2 2
10.20.0 20358580 103005000 10.20.0 20358580 103005000 Top 0 103005000 s6K 61K w0 2 61K s6K 2 w0






_images/image36.png
View By. | Rules (Enforced)

Time Period: Last Hour v |

Expand Advanced Filters ¥

Auto Reffesh | Disabled

Measurement Top v | AcLmatines v | | Chatype: Absoiute ¥ |

250 4

200

150

100

ACL matches per Rule (Enforced)

02:05 02:10

Details

02:15

02:20

02:25

02:30

02:35

02:40

02145

02:50

02:55

v

Rule (Enforced)

¥ ACL matches

@
@
@
@
@

wgw

W (efauly
B jcommantweh_rule_listreject_10_20_t

B jcommonsweb_rule_listallow_http

B jcommontapplication_rule_listallow_htip
W Ping

W Overall

450
a
2
1

1
£

Total Entries: &





_images/lab4-image2.png
sones P mspecn e sk ey Portmace st A

) csews eTpe |ommatee [oRok omuay omdn oieg |o P
o0 s chck wre sonare o o o
T wre sonare o R
s Contesacion e sonare o o s ey

10 chacks acioms omer sonse - wom e any






_static/class1/image44.png
Security »

2 - | Flowinspector

Packet Parameters

Redirect Drop

Protocal

TCP Flags.

Source

™

Destination

Trace Options

SN v ACK RaT URG

1P Address [ 12.3.4
Fort 9999

PUSH FIN

o

=

B T E—
vt [aer

Use Staged Policy Trigger Log

New Packet Trace | (| Clear data

Device
IP Intelligence

—g— 4 44—

Device

Trace Results

Device
Dos Rules

Route Domain
P Intelligence

Route Domain
Rules

Virtual Server
P Intelligence

—

2018-06-21 18:15:38

Vitual Server Virtual Server
Dos Rules

— e —

Device
Default

NaT

@






_images/image37.png
: | Destination Ports (Enforced)

Rule Context Types (Enforced)

Rule Actions (Enforced)
VLANs (Enforced)

Policies (Enforced)

Source IP Addresses (Enforced)
Source Ports (Enforced)

Destination IP Addresses (Enforced)






_images/lx_log.png
System »

ket Filter

~ Timestarmp * LogLevel | + Host * Senvice * Status Code | * Event

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  tmm2[12766] Rule /Comman/afmmysalplug/mysal_iruleb <FLOW_INIT>: Equal

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  tmm2[12766] Rule [Comman/afmmysalplugimysal_iruleb <FLOW_INIT>: Looked up: 192.168.1.10

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  tmm2[12766] Rule /Comman/afmmysalplugimysal_iruleb <FLOW_INIT>: $rpc_respanse: 192.168.1.10

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  sdmd[013] 01880017 5\3[24322]wp\wug\;[/Cnmmnn/afmmysq\p\ug mysal_extension] First row from MySGL is: RowDataPacket { id: 1, ip

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  sdmd[013] 0180017 pid[4354] pluginffCommonfafmmysclplug.mysal_extension] Connected to MySQL as D 3

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  sdmd[5013] 01880017 pid[4354] pluginf/Commonfafmrmysalplug mysel_extensiar] [ 182.188.1.10']

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  tmm2[12766] Rule [Comman/afmmysalplug/mysal_iruleb <FLOW_INIT>: $RPC_HANDLE: fCommonfafmmysclplug:rmysal_extensian





_static/class1/image47.png
Security »

Reporting

&

Reporting Settings
Local Storage I Enabled
Rermote Storage Enatled
Dog HTTP Collect All DoS Staistics

Frotocol NS Collect Source IP Address.

Dos Network Collect Source IP Address.

Collect Source IP Address.
Collect Destination IP Address
Callect Source IP Port

Callect Destination IP Port
Collect Server Side Statistics
I Collect Stale Rules Statistics

88 ® ®

Netwark Firewall Rules.

<

I Collect Source IP Address and Port

TCPIP Ej
fors I Collect Destination [P Adress and Port

SMTP Configuration for Reports

A 0 configuration found v |[Create,

Save





_images/image362.png
Security »» Event Logs : DoS : Network : Events

Nt

ation ~

D

~ | Logging Pr

o] s e o 2o s o e e e
evice. Aftack Stopped  Bad TCP flags (all flags sefy None 4112387691 0 o

evice 1020010 80 Aftack Sampled Bad TCP flags (all flags sef) Drop 4112387691 587 597
evice. 1020010 80 Aftack Sampled Bad TCP flags (all flags sef)y Drop 4112387691 583 593
evice. 1020010 80 Attack Sampled Bad TCP flags (all flags set) Drop 4112387691 601 601





_images/lx_diagram.png
Win 7 Client: VS:192.168.1.51 Pool

192.168.1.10 Port 80 BIG-IP
iRules LX ( node.Js ) 172.1.1.10: 80

MySQL Server:
host :'172.1.1.10',
user :'root!,
password : 'Agility1',
database : 'afmsourceip’






_static/class1/image46.png
Client Side 1] Server Side Client Side 1] Server Side

1020020358732 71 10.40.050:80 10.20.0203:58732 10.40.050:80 Top 3 10.40.0.50:80 48K 25K 22 24 25K 48K 24 22

4 JCommMOn/OUTSIDE 26:¢2:60:34:8d:df 300






_images/image372.png
Conce)





_images/lx_workspace.png
Local Traffic » iRules : LX Workspaces

General Properties

‘ Narne ‘wu\es,\x,mysq\,wmkspa:e
‘ Parttion { Path ‘Cnmmnn
‘ Node js Version ‘ 6.9.1 (default) ¥
Workspace Files <«| Editor
4 Crules

Over-write with contents of

[£] myscl_irulelx
&/ mysal mysql_iRulesLx.txt

4 3 mysgl_extension
[Elindexjs Over-write with
(Jnode_modules contents of index.js

@ package json






_static/class1/image49.png
Local Traffic » Nodes : Node List

General Properties
|..=.... [aoseneriotooss
Description
Ims Adaress

0 —
Configuration
Rato IE
Gonnection Limit I
Gonnection Rate Limit e
[Cancel ] [Repeat ]






_images/image371.png
LK D °

Index of /downloads
Name Last modified ~ Size Description
& Parent Directory .

THIS_IS_THE DOWLOAD DIRECTORY.txt 20160522 15:44 0

Apachel2:4.10 (Ubuntu) Server at www.mysite.com Port 80






_images/lx_plug.png
Local Traffic » iRules : LX Plugins

General Properties

afmmysalplug

Name
Description

‘ Lag Publisher ‘ Nane

I From Workspace ‘ Nane v
Nane ——

Cancel || Repeat || Finished ICommon






_static/class1/image48.png
Security »

% - | Enforced Rul

Enforced Management Rule: P Inteligence

Time Range | Last Hour

Expand Advanced Filters ¥

Stale Rules
Cantext Tyme Contert Name Policy Narme Policy Type Rule ~ Hit Count - Last Created Updated
Route Domain icommonid icommonid_0_policy Enforced ICommaniweh_rule_listallow_hita 0 1 hour, 3 minutes, 14 secands ago
Route Domain icommoni icommonia_0_policy Enforced JCommonianplication_ule_istallow_htp 0 1 hour, 3 minutes, 14 secands ago
Global ICommaniglobalfrewalkrules iCommaniGiabal Enforced Ping 0 1 hour, 3 minutes, 14 secands ago
Global ICommaniglobalfrewalkrules iCommanGiabal Enforced Drop_DNs 2 1 hour, 3 minutes, 14 secands ago
Route Domain icommoni icommonid_0_policy Enforced efect 10_20_0_0 2 1 hour, 3 minutes, 14 secands ago






_images/image381.png
Local Traffic » Virtual Servers : Virtual Server List

2 - | Properties Resources ‘Securtty ~ | statistics

Policy Settings: | B350 ¢

Destination 1.1.1.380
Service HTTP

Application Securiy Policy. | Disabled &)
Protocol Security | Disabled 4|

‘downioads_policy

Enforcement: Enabled... ¢ |Policy:

Stagng: | Disabled 4|

) Use Device Poiicy

Network Address Transiation | ] Use Route Domain Poiicy
Policy ‘Nore ¢

Senvice Polcy None -

1P Intelligence | Disabled ¢

DoS Protection Profile | Disabled ¢

Anti-Fraud Profile | Disabled ¢

[ Enabled... #|
Selected Avallable
ICommon ICommon

Log Proflle frewal_log_profle Log all requests

Log llegal requesis
global-network
local-dos

Update





_images/module4-lab2-image6.png
Security »

uriy

ignment ~

Last Hour

ction Li

ction L

v |[Seareh| Custom Search =
* Time < etion <D [ Name < Risk |+ Accuracy | < Senvice | < AL Poliey < ACLRuleName |+ Virual Server + Inspeton Profie <P < part
20180613 14:42:10 accent 007 NoHostHeader  medium low ICommnitity /Commoniglobal-w-palicy fw-global-hiip-ispection JCommonivs_IPS_10.10.88.40  /Commanimy-inspection-profile 10.10.89.222 50423
20180613 14:42:10 accent 11011 BaHtpVersion  medium low ICommanitity /Commaniglobal-fw-palicy fweglobalhiip-inspection JCommonivs_IPS_10.10.88.40 /Commanimy-inspection-profile 10.10.89.222 50423
20180613 14:41:04 accent 11016 Malformed Hitp Py medium low ICommanitity /Commaniglobal-w-palicy fw-global-hiip-inspection JCommonivs_IPS_10.10.88.40 /Commanimy-inspection-profile 10.10.89.222 50393
20180613 14:26:25 accent 007 NoHostHeader  medium low ICommanitity /Commaniglobal-w-palicy fw-globalhiip-inspection_ JCommonivs_IPS_10.10.88.40  /Commanimy-inspection-profile 10.10.89.222 50153
20160613 14:26:24 accent 11011 Bag HtpVersion  medium low ICommanititn /Commaniglobal-fw-palicy fw-global-hiip-inspection_ JCommonivs_IPS_10.10.88.40 /Commanimy-inspection-profile 10.10.89.222 50153






_images/image38.png
View By: | Destination Ports (Enforced)

Time Period: Last Hour v |

Expand Advanced Filters ¥

Auto Reffesh | Disabled

Weastremen Top

v AcL matches v |

Charttype: | Absolute ¥ |

ACL matches per Destination Port (Enforced)

250 4

200

150

100

50

o =S —
02:05 02:10 02115 02:20 02:25 02:30 02:35 02:40 02145 02:50 02:55

Details
¢! | Destination Port (Enfarced) ¥ ACL matches
@ W 191
[ RES 165
R=RE 118
@ W 535 106
@ W s 6
@ W Aggregated 4
@ W e 1
< W Overall 589

Total Entries: 7





_images/module4-lab2-image5.png
General Properties.

| Frotievane

Descript
Signatur

Cormplia

AVR Stats Collect

Senices

Description, D, References, Atiack Tye

Inspection Type:

complia

HTTP.

I

o

es

nce

nce

D
1t
11000
11003
1oz
11002
s
L
e
e
1o
11007

my-inspection-profile

Disahled ¥
Enabled ¥
Enabled ¥

1selecten &

Senice Protocal

o

Clear Al

Description
Bad Hitp Version

Contains Colon

CantentLength And Transfer Encoding Headers
Disallowed Methods

Duplicate Header Name

Empty Value

Invalid Method

Malformed Header Value Contents

Malformed Hitp Pou

Max Allowed Headers Request

No Host Header

Inspection Type  State

1selecten &

signature
@l compliance

Type
compliance
compliance
compliance
compliance
compliance
compliance
compliance
compliance
compliance
compliance

compliance

o

Attack Tye

Risk

State
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Enatle

o

Accuracy

Risk
medium
medium
medium
medium
medium
medium
medium
medium
medium
medium

medium

Performace Impact

o

Accuracy.
low
low
low
low
low
low
low
low
low
low

low

action
accept
accept
accept
accept
accept
accept
accept
accept
accept
accept

accept

Add Filter

Log
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

ves

o

Profacal
ton
ton
ton
ton
ton
ton
ton
ton
ton
ton

top

no

no

no

no

no

no

no

no

no

no

no

User Defined

Total Hit Count





_static/class1/image5.png
One Platform

. 999

Tratfic Application Access. DDos. ssi oNs.
Firewa Management Security Control Mitigation nspection Security






_images/image351.png
Security » Network Firewall : Policies

Rule Properties

Name permit_log

Description

Type Rie ¢
state Enabled ¢
Protocol Any B
AdcressiRegion:| Any ¢
Source
VLAN/Tumnet: (Any ¢
Destination AdcressiRegion:| Any &
Rule None D

Accept

‘Service Polcy None

Cancel | Repeat | Finisned





_images/image35.png
View By Ruls Cortexts Entorces) v] | Time Perio | LastHour | | Expand Adanced Fiers ¢ futo Refresh Disabled

Measurement Top v | AcLmatines v | | Chatype: Absoiute ¥ |

ACL matches per Rule Context (Enforced)

250 4

200

150

100

50

o —_— — — —— —==i

02:05 02:10 02:15 02:20 02:25 02:30 02:35 02:40 02145 02:50 02:55

Details
12! | Rule Context Enforced) Contexttype ¥ ACL matches
@ M jcommoniPys_UDP Virtual Server 342
@ B scommonio Route Domain 128
@ B scommoniPys_TCP Virtual Server 114
@ B Agregated selflp 4
@ W oiobal Glahal 1
< W Overall N 589

Total Entries: &






_images/lab3-image1.png
Security » Protocol Security : Inspection Profiles

General Properties

Profile Name
Description
Signatures
Compliance
AVR Stats Collect

Services

my-inspection-profile

Disabled v

Enabled
s






_images/image97.png
&) ... /Weekly Upload

Properties
Name Weekly Upload
Description
Credential Fred Wittenberg v
s @ scheduledt

Upload Schedule

Upload Frequency Weekly ¥ (@/Sunday ) Monday () Tuesday (Wednesday () Thursday (Friday () Saturday
Start Date JuI06,2018 @ Starttime: 00 Y . 00 ¥
End Date Jul06,2018 ¥ NoEnd Date
Devices
tems:2
Device Last Report

bigipt dnstest.ab

bigip2.dnstest.ab





_static/class1/image34.png
2018-06-21
018.0621
018.0821
018.0621
018.0821
018.0621
018.0821
201808-21

02:53:58
025357
025358
025355
025158
025157
025158
025155

Route Domain
Route Domain
Rote Domain
Route Domain
Rote Domain
Route Domain
Rote Domain

Route Domain

ICommoni
icommonid
icommoni
icommonid
icommoni
icommonid
icommoni

Jcommani

Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced

Enforced

[Commonird_0_policy
ICommanid_0_policy
iCommnid_0_policy
ICommanid_0_policy
iCommnid_0_policy
ICommanid_0_policy
iCommnid_0_policy

JCommanird_0_policy

reject_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
efect 10_20_0.0

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

10.20.0.200
10200200
10200200
10200200
10200200
10200200
10200200
10.200.200

62036
62038
62036
62038
62033
62033
62033
62033

{Common/OUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
ICommeniOUTSIDE

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

239.256.265.250
230.255.255.250
230.256.255.250
230.255.255.250
230.256.255.250
230.255.255.250
230.256.255.250
239255255250

1900
1900
1900
1900
1900
1900
1900
100

UbP
uoe
uoe
uoe
uoe
uoe
uoe
uop

Reject
Reject
Reject
Reject
Reject
Reject
Reject
Rejert

Policy
Policy
Policy
Policy
Policy
Policy
Policy
Policy





_static/class1/image33.png
2018-06-21 02:50:56 Global ICommoniglobalfirewall-rules Enforced  JCommonfGlobal  Ping unknown unknown Unknown unknown 10.20.0.200 1 ICommoniOUTSIDE  Unknown  unknown 10.30.0.50 2048 0 ICMP  Accept decisively
10200200 1 1CommoniDMZ. 1030050 2048 0 IChP





_images/image322.png
Security »» DoS Protection : Device Confiquration : Properties

rofles. Device Configuratio

Properties

local-db-pubisher -
Medum|~.

defaut-evicton-polcy [+






_images/image99.png
BIG-IP Devices

AllBIG-IP Devices v

Add Device | | Export Inventory RemoveDevice || Removeall Services || Morew
Stawws  Device Name 1P Address Cluster Display Name
. bigipt dnstest.ab 1921681100

. bigip2.dnstest.ab 1921681150

Stats Collection Status

Enabled

Enabled

Data Collection Device

bigiq01-ded.local

bigiq01-ded.local

tems:2

Stats Last Collection Date Services

Jul 06,2018 15:1357(ED.
Jul 06,2018 15:14:02(ED.

Management, LTM, AFM

Management, LTM, AFM





_static/class1/image36.png
View By. | Rules (Enforced)

Time Period: Last Hour v |

Expand Advanced Filters ¥

Auto Reffesh | Disabled

Measurement Top v | AcLmatines v | | Chatype: Absoiute ¥ |

250 4

200

150

100

ACL matches per Rule (Enforced)

02:05 02:10

Details

02:15

02:20

02:25

02:30

02:35

02:40

02145

02:50

02:55

v

Rule (Enforced)

¥ ACL matches

@
@
@
@
@

wgw

W (efauly
B jcommantweh_rule_listreject_10_20_t

B jcommonsweb_rule_listallow_http

B jcommontapplication_rule_listallow_htip
W Ping

W Overall

450
a
2
1

1
£

Total Entries: &





_images/image321.png
Securlty » Network Firewall : Policles

Name downloads_policy|

Description

Cancel | Repeat | Finisned





_images/image98.png
<

» BG-IP CLUSTERS
DEVICE GROUPS
~ BACK UP & RESTORE
Backup Schedues
Backup Files

Backup Compare History.

AllBIG-IP Devices v

[ saveice || epormentory || Femovetence | Removerisenices | morew |

[ st Dece Name~ P agiress ClsterDisply Name
O e bgptansestin 1921681100

O e bgpzenestin 1921681150

tems:2
Stats Collection Status  Data Collection Device  Stats Last Collection Date Services

Enabled bigqo-dediocal U106, 2018 150515(ED.. 4 Compiete mport 135k

Enabled bigiqoT-dedlocal U106, 2018 150512(ED.. 4 Complete mport 135k





_static/class1/image35.png
View By Ruls Cortexts Entorces) v] | Time Perio | LastHour | | Expand Adanced Fiers ¢ futo Refresh Disabled

Measurement Top v | AcLmatines v | | Chatype: Absoiute ¥ |

ACL matches per Rule Context (Enforced)

250 4

200

150

100

50

o —_— — — —— —==i

02:05 02:10 02:15 02:20 02:25 02:30 02:35 02:40 02145 02:50 02:55

Details
12! | Rule Context Enforced) Contexttype ¥ ACL matches
@ M jcommoniPys_UDP Virtual Server 342
@ B scommonio Route Domain 128
@ B scommoniPys_TCP Virtual Server 114
@ B Agregated selflp 4
@ W oiobal Glahal 1
< W Overall N 589

Total Entries: &






_images/image331.png
General Properties.

Security » Network Firewall : Policies

Name
Partiion / Path

Description

[ dowtoads oty

Upgate || Clone || Delete.

Source

Reorder

Name | (=] Rule Lst

Adaress/Region | Port

Adaress/Region

Service Polcy

No records to display.

Remove






_images/ips1.png
Security » Event Logs : Logging Profiles
Edit Logging Profile

-

Logging Profile Properties

Profile Name global-network

Partition / Path Common

Description Default logging profile for network events
Application Security Enabled

Protocol Security ¥ Enabled

Network Firewall ¥ Enabled

Network Address Translation Enabled

DoS Protection Enabled

nabled

Protocol Security Network Firewall | Protocol Inspection

Protocol Inspection

Publisher local-db-publisher

Log Packet Payload " Enabled






_static/class1/image38.png
View By: | Destination Ports (Enforced)

Time Period: Last Hour v |

Expand Advanced Filters ¥

Auto Reffesh | Disabled

Weastremen Top

v AcL matches v |

Charttype: | Absolute ¥ |

ACL matches per Destination Port (Enforced)

250 4

200

150

100

50

o =S —
02:05 02:10 02115 02:20 02:25 02:30 02:35 02:40 02145 02:50 02:55

Details
¢! | Destination Port (Enfarced) ¥ ACL matches
@ W 191
[ RES 165
R=RE 118
@ W 535 106
@ W s 6
@ W Aggregated 4
@ W e 1
< W Overall 589

Total Entries: 7





_images/image33.png
2018-06-21 02:50:56 Global ICommoniglobalfirewall-rules Enforced  JCommonfGlobal  Ping unknown unknown Unknown unknown 10.20.0.200 1 ICommoniOUTSIDE  Unknown  unknown 10.30.0.50 2048 0 ICMP  Accept decisively
10200200 1 1CommoniDMZ. 1030050 2048 0 IChP





_images/ips-tmsh1.png
[root@afnd0i:Active:Standalone] config # tmsh show sec proto profile my-inspection-profile

Security::Protocol Inspection::Profile

Profile Neme Tnspection Td Tnspection Name VS Neme Hit Count Last
wy-inspect ion-profile 11007 http no_host header ve IPS 10.10.9.40 3 06/13/18
wy-inspect ion-profile 11011 hEtp had version va IPS 10.10.99.40 2 os/13/18
wy-inspect ion-profile 11016 http_walformed_pdu vs_IPS_10.10.85.40 1 08/13/18
wy-inspect ion-profile 11017 hetp_disallowed methods ve_IPS_10.10.99.40 1 0s/13/18
[root@afnd0i:Active:Standalone] config # [





_static/class1/image37.png
: | Destination Ports (Enforced)

Rule Context Types (Enforced)

Rule Actions (Enforced)
VLANs (Enforced)

Policies (Enforced)

Source IP Addresses (Enforced)
Source Ports (Enforced)

Destination IP Addresses (Enforced)






_images/image34.png
2018-06-21
018.0621
018.0821
018.0621
018.0821
018.0621
018.0821
201808-21

02:53:58
025357
025358
025355
025158
025157
025158
025155

Route Domain
Route Domain
Rote Domain
Route Domain
Rote Domain
Route Domain
Rote Domain

Route Domain

ICommoni
icommonid
icommoni
icommonid
icommoni
icommonid
icommoni

Jcommani

Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced

Enforced

[Commonird_0_policy
ICommanid_0_policy
iCommnid_0_policy
ICommanid_0_policy
iCommnid_0_policy
ICommanid_0_policy
iCommnid_0_policy

JCommanird_0_policy

reject_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
refect_10_20_0_0
efect 10_20_0.0

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

10.20.0.200
10200200
10200200
10200200
10200200
10200200
10200200
10.200.200

62036
62038
62036
62038
62033
62033
62033
62033

{Common/OUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
ICommeniOUTSIDE

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

239.256.265.250
230.255.255.250
230.256.255.250
230.255.255.250
230.256.255.250
230.255.255.250
230.256.255.250
239255255250

1900
1900
1900
1900
1900
1900
1900
100

UbP
uoe
uoe
uoe
uoe
uoe
uoe
uop

Reject
Reject
Reject
Reject
Reject
Reject
Reject
Rejert

Policy
Policy
Policy
Policy
Policy
Policy
Policy
Policy





_images/ips3.png
Services 1selected 3

Protocol
s - s
Inspection Type ae i Accuracy Performace Impact

1selected $ - s - 3

|| signature

¥ compliance

v/ #1D |+ Description < Type < Aftack Type ¢ State
¥/ 11011 Bad Http Version compliance Disable
7] Contains Colon compliance Disable
77} Content-Length And Transfer Encoding Headers compliance Disable
7] Disallowed Methods compliance Disable
4 Duplicate Header Name compliance Disable
7] Empty Value compliance Disable
77} Invalid Method compliance Disable

Malformed Header Value Contents compliance Disable

¥ 11016 Malformed Hitp Pdu compliance Disable
¥ 11013 Max Allowed Headers Request compliance Disable
(¥ 11007 No Host Header compliance Disable
¥/ 11012 Non CRLF Line Break compliance Disable
7] Post With Zero Content Length compliance Disable
@ Post Without Content-Length or Transfer-Encoding...  compliance Disable
7] Recursive Url Encoding compliance Disable
v Response With No Content-Length And Transfer Enc... compliance Disable
4 »






_static/class1/image4.png
MEBRWEE

Friday, March 31, 2017

March, 2017 » Z
Mo Tu We Th Fr Ss
7B 123 4
678 9101
531415 16 17 18
0 2B
7 ®®NED L
34567 8

6:30:48 PM

Change date and time seftings...






_images/image332.png
Bad TCP Flags (Al Flags Set)

[“cancel ] ["update ]





_images/ips2.png
Security » Protocol Security : Inspection Profiles

Unsaved changes to the Profile!
Profile has been modified but not committed to the system. Changes must be committed to the system before taking effect.

Commit Changes to System | [ Cancel

General Properties

I Profile Name

Signatures Disabled

NNTP.

T Enabied v
Enabled v
J DHCP -/ OTHER
DIAMETER POP3
Cons RADIUS
FTP Csp
SMTP.
) SNMP
Timap SSH
JiRe sst
matT SUNRPC
O mysaL TELNET
NETBIOS_NS LI TFTP
©J NETBIOS_SSN WINS






_static/class1/image39.png
View By: | Source IP Addresses (Enforced)

| | TimePerio: LastHour v | | Expand Advanced Fiiers ¢

Auto Reffesh | Disabled

Weasurement Top v || ACLmatshes v |

Charttype: | Absolute ¥ |

250 4

200

150

100

50

ACL matches per Source IP Address (Enforced)

02:05 02:10

Details

02:15 02:20 02:25 02:30 02:35

02:40

02145

02:50

02:55

¢! source IP Address (Enfarced)

¥ ACL matches

@ W @ 10200200

580

Total Entries: 1






_images/image342.png
Feb 6 09:36:09 bigipl err tmm[10663]: 01010252:3: A Enforced Device DOS attack
start vas detected for vector Bad TCP flags (all flags set), Attack ID 411238769
1.
=





_images/lab1_networkmap.png
Local Traffic Network Map

@ int_vip_www.mysite.com-api_1.1.12
@ pool_vww.mysite.com-api
@ 10.10.121.132:80

@ int_vip_www.mysite.com-downloads_1

@ pool_vww.mysite.com
@ 10.10.121.129:80

@ int_:
@ pool_www.mysite.com
@ 10.10.121.129:80

_wwwmysite.com_1.1.1.1

@ int_vip_wwwcheirsite.com_22.2.2

@ pool_vwwcheirsite.com
@ 10.10.121.131:80

@ int_vip_wwwyoursite.com_333.3

@ pool_wwwyoursite.com
@ 10.10.121.130:80






_static/class1/image41.jpg
@Iabs

WEB APPLICATION FIREWALL





_images/image341.png
Security » Network Firewall : Policies

Rule Properties

Name block_export_restricted_countries

Order | First 4 ‘

Desciption
Tye  |[Rue ¢
Sete  |[Enebled ¢

Protocol | [ Any.

‘AdressiRegion:| Specly.. ¢
‘Address  Address List ) Address Range © Counry/Region
| Canada (CA) 4| State: | Select.
Afghanistan (AF)
China (CN)
Canada (CA)

Edit
VLAN / Tumne: | Any

Destination | Adaress/Region: | Any.

| None

[ Drop

[ None )

[ Enabled 3] ‘

Cancel || Repeat | Finisned





_images/ips4.png
Edit Selected Enable v
Inspections

Action:
Accept v

Log:
Yes v

Apply





_static/class1/image40.png
Global IP Intel
12.1+






_images/image312.png
vyos@vrouterl:~$ show 1ip bgp

BGP table version is @, local router ID is 10.1.10.243

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e — EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.10.0/24 0.0.0.0 1 32768 i
* 10.1.30.0/24 10.1.20.244 0321
*> 10.1.20.244 1 021

Total number of prefixes 2





_images/image96.png
& .../ Add iHealth Credential

Credential Properties

Narme Fred Wittenbery
Username Twittenbera@is.com
Password

Description

Connection Test Test





_images/image311.png
Security » Event Logs : Protocol :

~ [ Logging Pro

DNS Query Name

AtiackType | = Action

* Route Domain | = DNS Query Type

oV Spsee] o

W2 Commonioutside 10.20010 63 0 3 example.com %3 Drop
12 Commonioutside 10.20010 53 0 W example.com 23 Drop
12 (Commonjoutside 10.20.010 §3 0 M example.com Mx Drop





_images/image95.png
Credentials

ey | fesens





_static/class1/image32.png
2018-06-21 02:49:29

2018-06-21 02:4:28
2018-06-21 02:48:28

2018-06-21 02:4:28
2018-06-21 02:48:28

Route Domain

Vitual Server

Route Domain

Vitual Server

Route Domain

fCommon/0 Enforced

JCommaniPV4_TCP -

Jcommani Enforced

JCommaniPV4_TCP -

Jcommani Enforced

fCommonird_0_policy /Common/application_rule_listallow_http

JCommonid_0_policy iCommaniweb_rule_listallow_http

JCommanid_0_policy ICommanapplication_rule_listallow_http

unknown

unknown

unknown

unknown

unknown

unknown

Unknown

Unknown

Unknown

Unknown

Unknown

unknown

unknown

unknown

10.20.0.200
10200200

10200200

10200200
10200200

10200200

10200200
102010200

51534
51534

51536

51536
51536

51535

51535
51535

fCommon/OUTSIDE
iCommonAPP

JComman/oUTSIDE

JCommon/oUTSIDE
JCommon/DHZ

JComman/oUTSIDE

JCommon/oUTSIDE
1Common/APP

Unknown

Unknown

Unknown

Unknown

Unknown

unknown

unknown

unknown

10.40.0.50
10.40.050

10.30.050

10.30.050
10.30.050

10.40.050

10.40.050
1040050

80

80
80

80
80

TCP
TP

Top

Top
TP

Top

Top
TCP

Accept decisively

Established

Accept decisively

Established

Accept decisively





_images/image32.png
2018-06-21 02:49:29

2018-06-21 02:4:28
2018-06-21 02:48:28

2018-06-21 02:4:28
2018-06-21 02:48:28

Route Domain

Vitual Server

Route Domain

Vitual Server

Route Domain

fCommon/0 Enforced

JCommaniPV4_TCP -

Jcommani Enforced

JCommaniPV4_TCP -

Jcommani Enforced

fCommonird_0_policy /Common/application_rule_listallow_http

JCommonid_0_policy iCommaniweb_rule_listallow_http

JCommanid_0_policy ICommanapplication_rule_listallow_http

unknown

unknown

unknown

unknown

unknown

unknown

Unknown

Unknown

Unknown

Unknown

Unknown

unknown

unknown

unknown

10.20.0.200
10200200

10200200

10200200
10200200

10200200

10200200
102010200

51534
51534

51536

51536
51536

51535

51535
51535

fCommon/OUTSIDE
iCommonAPP

JComman/oUTSIDE

JCommon/oUTSIDE
JCommon/DHZ

JComman/oUTSIDE

JCommon/oUTSIDE
1Common/APP

Unknown

Unknown

Unknown

Unknown

Unknown

unknown

unknown

unknown

10.40.0.50
10.40.050

10.30.050

10.30.050
10.30.050

10.40.050

10.40.050
1040050

80

80
80

80
80

TCP
TP

Top

Top
TP

Top

Top
TCP

Accept decisively

Established

Accept decisively

Established

Accept decisively





_images/image412.png
single Endpoint Flood

State

Wiligate [~

Threshold Mode

© Fully Manual

Detection Threshold EPS.
Specity[+] [ 150

itigation Threshold EPS.
speciy [<] [ 200

Add Destination Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time.

10 seconds
Category Duration Time
60 seconds

[l Allow External Advertisement

Packet Type
Selected Available
‘Any ICUP (Pva) = AllTPY

All Py
Any ICHIP (Pv6)
Any Other IPv4 Protocol
Any Other IPV6 Protocol
Atomic Fragment
>> | Bad Packet
DNS A Query
<< | DNS A%aa Query
DNS ANY Query
DNS AXFR Query
DNS CNAVIE Query
DNS IXFR Query
DNS X Query
- DNS NS Query

[ cancel | [ Update






_static/minus.png





_static/file.png





_images/image421.png
Securlty » Network Firewall : Policles

Desciption

Order Last. 4

Type Rie &

State Enabled 4

Protocol Ay D

source AdgressiRegion: Any ¢
VLAN/Tumnet: (Any ¢

Destination AdcressiRegion:| Any &

iRule None D
Enabled §

Service Polcy None &

Cancel || Repeat | Finished





_images/image42.png
Security »
Redirect Drop

Packet Parameters

Protocal

TCP Flags. SN v ACK RaT URG PUSH FIN

1P Address [ 12.3.4
Source Port 9999
VLAN OUTSIDE ¥

™ 255

1P Address [ 10.30.0.50
Fort 0

Trace Options Use Staged Policy

Destination

Trigger Log

Trace Results 2018-07-27 14:50:28
Device Device Device Route Domain Route Domain Virtual Server Vitual Server Virtual Server Device
IP Intelligence Dos Rules P Intelligence Rules P Intelligence Dos Rules Default

—4—4 444 4 43 —






_static/plus.png





_images/image431.png
Local Traffic » Virtual Servers : Virtual Server List

Properties Resources ‘Securtty ~ | statistics

&

Policy Settings: | Basie ¢

Destination 1.1.1.2:80
Service HTTP

Application Securiy Policy. | Disabled &)
Protocol Security | Disabled 4|

Enforcement: [ Enabied... § poiiy: | 29001y

Stagng: | Disabled

] Use Device Poiicy

Network Address Transiation | ] Use Route Domain Poiicy
Policy ‘Nore ¢

Senvice Polcy None -

1P Intelligence | Disabled ¢

DoS Protection Profile | Disabled ¢

Anti-Fraud Profile | Disabled_$|

| Enabled... $|
Selected Avallable
ICommon ICommon

Log Proflle frewal_log_profle Log all requests

Log llegal requesis
global-network
local-dos

Update





_static/up.png





_images/image43.png
Trace Results 2018-07-06 06:13:05

Device Device Device Route Domain Route Domain Virtual Server Vitual Server Virtual Server Device
IP Intelligence Dos Rules P Intelligence Rules P Intelligence Dos Rules Default

N - N N N N N N N

o Result Decisive Allow @

Policy

Namg JCommonftd_0_policy

Policy type  Enforced

Policy

Staged '

Rule Name /Cornrmonfueb_ule_list allow

Route
Domain  /Common’)
Name

Source
FaDN
Source

Geo Ne-lookup
Location

unknown

Destination
FQDN

N

| >

unknown






_static/up-pressed.png





_images/image441.png
faf)

@ https:/fwww.mysite.comjap] <) &

Safari Can't Open the
Page

Safari can't open the page
“https:/jwww.mysite.com/api" because the
server unexpectedly dropped the
connection. This sometimes occurs when
the server is busy. Wait for a few minutes,
and then try again.






_static/class1/image1.jpg
(

IT agility. Your way.





_images/image44.png
Security »

2 - | Flowinspector

Packet Parameters

Redirect Drop

Protocal

TCP Flags.

Source

™

Destination

Trace Options

SN v ACK RaT URG

1P Address [ 12.3.4
Fort 9999

PUSH FIN

o

=

B T E—
vt [aer

Use Staged Policy Trigger Log

New Packet Trace | (| Clear data

Device
IP Intelligence

—g— 4 44—

Device

Trace Results

Device
Dos Rules

Route Domain
P Intelligence

Route Domain
Rules

Virtual Server
P Intelligence

—

2018-06-21 18:15:38

Vitual Server Virtual Server
Dos Rules

— e —

Device
Default

NaT

@






_static/class1/image1.jpeg
(

IT agility. Your way.





_images/image451.png
Destination

Source
< PoicyName |+ < User |+ Region |©FQDN |+ Address | < Port < VLAN/Tumnel |+ Region ¢ FQDN < Address | < Port < Route Domain < Protocol < + Drop Reason
No-lookup 1010.98.1 51823 /Commonioutside No-dookup 10109930 443 0 TCP Closed
10.1098.1 51823 _loopback 1112 80 0 TcP
ICommonvapi_policy deny_log unknown No-ookup No-ookup 10.10.99.1 51823 _loopback. No-ookup No-ookup 1.1.1.2 80 0 Tcp Drop Poiicy






_static/class1/image100.png
Device Health

Lasthourv  Friday Jul 6, 14:00:26 - 15:00:26 a0 sec. v 2 Refresh Events: |
I
0 1310 13:20 13:30 13.40 1350 1410 1420 1430 1440
cpy
CPU Usage percent)
® User © Systemn © 110 wait ® stolen
Y
0
o
1405 1a:10 1a:15 1a20 1425 1450 1425 a0 165 1080 1485
Top 6 CPU Cores (Percent)
® bigip1 dnstest ab ® bigip2 dnstest ab. ® bigip1 dnstest lab ® bigip1 dnstest lab ® bigip1 dnstest ab ® bigip2 dnstest ab
1408 1a:10 1a:15 1a20 1425 1450 1425 a0 15 1080 1085

1450

s

BIG-IP Host Names v

BIG-IP Blarles v

= BIG-IP CPU Cares v

nterface Names v

= Partitions v





_images/image45.png
Security »

Flow Insi

&

Flow Parameters

Redirect Drop

Protosol A v
. Pagdess i
ource

P [T
o 1P adiress s
estination

P [T
New Flow Parameters | ¥/Clear data
[ Cient Side i Server Side ] [ Cient Side i Server Side
CientiPpor serwtiPpor clenipor sartPPor T 1o Te e i pa e ewow  paesn Fakets ut [pisn[sisow[paseisin Patels 3t
10200 20358578 104005000 10200 20358578 104005000 Top 2 104005000 47K 25K 2 i 25K 47K i 2
10200 20358579 104005000 10.20.0 20358579 104005000 Top 2 104005000 736 a6 s f a6 736 f s
10200 20358577 104005000 10200 20358577 104005000 Tep 2 104005000 e 25K 2 2 25K e 2 2
10.20.0 20358580 103005000 10.20.0 20358580 103005000 Top 0 103005000 s6K 61K w0 2 61K s6K 2 w0






_static/class1/image10.png
Security » Network

General Properties.

Narne, web_rule_list
Description Cammanly Used Protocals






_images/image46.png
Client Side 1] Server Side Client Side 1] Server Side

1020020358732 71 10.40.050:80 10.20.0203:58732 10.40.050:80 Top 3 10.40.0.50:80 48K 25K 22 24 25K 48K 24 22

4 JCommMOn/OUTSIDE 26:¢2:60:34:8d:df 300






_images/policy2.png
Local Traffic » Policies : Policy List

Properties

o

General Properties

Policy Name HTTPS_Virtual_Targeting_PolicyL7
I Name www.mysite.com-api 2]
Description

Match all of the following conditions:

HTTP Host v | host v | begins with v | any of v || www.mysite.com # Options -+

HTTP URI v [ path v || begins with v |[any of v |[ rapi 1 Options -+

Do the following when the traffic is matched:

Forward traffic ¥ to| virtual server v || int_vip_www.mysite.com-api_1.1.1.2 v |t request v [time. 4 Options =+

Replace v | http uri v | path v | with value

| -+

Cancel | Save





_images/image391.png
Description

Cancel || Repeat || Finisned





_static/ajax-loader.gif





_images/image39.png
View By: | Source IP Addresses (Enforced)

| | TimePerio: LastHour v | | Expand Advanced Fiiers ¢

Auto Reffesh | Disabled

Weasurement Top v || ACLmatshes v |

Charttype: | Absolute ¥ |

250 4

200

150

100

50

ACL matches per Source IP Address (Enforced)

02:05 02:10

Details

02:15 02:20 02:25 02:30 02:35

02:40

02145

02:50

02:55

¢! source IP Address (Enfarced)

¥ ACL matches

@ W @ 10200200

580

Total Entries: 1






_images/policy_shot.png
General Properties

| e

Policy Name

Description

HTTPS_Virtual_Targeting_Policyl.7

www.rmysite com-downloads

Match all of the fallowing conditions:

HTTP Host

HTTP URI

Da the following when the traffic is matched:

Forward traffic

Cancel

Save

vilhost v llis

v | path

v [ta| virtual server v

v |[any of v || wwwemysite com-downloads

v |[ begins with v |[any of

int_vip_www.rysite com-downloads_1 1.1.3

v || rdownloads

v at|request

Add

at| request

Add

v |time

v |time

at| request

£ Options

v |time





_images/image4.png
Local Traffic » Pools : Pool List

Configuration: Basic
I . pool www.mysite.com
Description
Active Available
/Common https_head_f5
Health Monitors tcp_half_open << inband
tcp
>> udp
Resources
Load Balancing Method Round Robin

Priority Group Activation

New Members

Disabled

© New Node ' New FQDN Node () Node List

Node Name: (Optional)
Address: 10.10.121.129|
Service Port: 80 HTTP

Add

R:1 P:0C:0 10.10.121.129 10.10.121.129 :80

Edit Delete

Cancel  Repeat = Finished






_static/comment-bright.png





_images/image392.png





_images/image401.png
Security » Network Firewall : Policies

General Properties

= Er
ParttonPan | common
Descripton ‘

Upgate || Clone || Delete.

Search

Source

Destination

Name | [~ | Rule Lst Descripion  State | Scheduie

Adaress/Region | Port

Adaress/Region

No records to display.

Remove

reorr [ 705 ]






_static/comment.png





_images/image40.png
Global IP Intel
12.1+






_static/comment-close.png





_images/image41.png
Packet Parameters
Protocol
TCP Flags SYN ¥ ACKI RST [ URG | PUSH ( FIN (
1P Address
Source Port
an
L 255
1P Address
Destination
Port
Trace Options Use Staged Policy Trigger Log
Run Trace






_static/down.png





_images/image402.png
curity » Network Firewall: IP Intelligence : Policies

# - | Properte
General Properties

Name. ip-intelligence

Parttion /Path Common

Description

Available

Global
TP Reputation

FeedLists

Default Action Drop [+

No [+
Blackiist Category ‘denial_of_senice. -

Log Whitelist Overrides
DefaultLog Actions

Log Blackist Category Matches | No

Action Drop.

Log Blackiist Category Matches | Yes

Log Whitelist Overrides Use Policy Defaut [~

Match Override. Watch Source -
EERE TR Action Log Blackiist Category Matches Log Whitelist Overrides Match Override

[No data available in table

[Update ) [ Delete |





_static/down-pressed.png





_images/image411.png
Securlty » Network Firewall : Policles

Rule Properties

allow_api_access

\

Descrpion cosomer nosts |

[or= TRt ¢ |

e Roe 2 |
sue )

[ TcP

AddressiRegion: | Specify... 4|

© Address  Address List ) Address Range () Couniry/Region
17216995
7216905

Edit | Delete
Port
VLAN / Tumnel: | Any

AddressiRegion:| Any 4|
Destination
Port [Any 3
iRule | None D

[ Enabled 3]

Senvice Polcy [ None ¢

Thoen ¢ |

Cancel | Repeat | Finisned





_images/image410.png
vvos@vrouter2:~%$ monitor interfaces ethernet





_images/image382.png
single Endpoint Sweep.

State
Wiligate [~

Threshold Mode

Fully Manual

Detection Threshold EPS.
Specity[+] [ 150

itigation Threshold EPS.
speciy [<] [ 200

Add Source Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time.
10 seconds

Category Duration Time
60 seconds

[l Allow External Advertisement

Packet Type
Selected Available
AllIPu. = AllIPvE

Any ICHIP (Pva)
Any ICHP (IPv6)
Any Other IPv4 Protocol
Any Other IPV6 Protocol
Atomic Fragment
>> | Bad Packet
—{ons A cuery
<1 | DS Axaa Query
= | DNS ANY Query
DNS AXFR Query
DNS CNAVIE Query
DNS IXFR Query
DNS X Query
- DNS NS Query






_static/class2/lab3-image1.png
Security » Protocol Security : Inspection Profiles

General Properties

Profile Name
Description
Signatures
Compliance
AVR Stats Collect

Services

my-inspection-profile

Disabled v

Enabled
s






_static/class1/image147.png
v Tuple Tags (1) Court A1

srclp-destP-destPor-action-hostname o
srop
destp
destport
action





_static/class2/image10.png
General Properties

I Name

EXT_VIP_10.10.99.30

Description
Type Standard s
Source Address

Destination Address/Mask 10.10.99.30

Service Port 443 HTTPS 5
Notify Status to Virtual Address

State

Enabled %






_static/class2/lab4-image1.png
e

P

s ==

omcn

e T

corrn o

e e N e - [P S ——

o 4 ¥ Prowca "7 Pertomace Impact
o s
joot






_static/class2/image1.png
Solutions for
o anapplication world.





_static/class2/lab3-image2.png
Service Protocol

Inspection Type ~ State.

Description, ID, References, Attack Type Y ‘ 1selected S 1selected & -
(s;:r?,} ) (":m::"xm% (Clear A %)
HTTP
]-mﬁ.] |+ Descript [:Tyna ]:Mmkrm
1000075 Cur connedtion signature
ecks i qubtes can be used for content signature
[ 100015 custom Morfeus signature
[J 100005 distance check signature
[0 100004 Hemant2 signature
[0 100003 emailed 10726 16:17 signature
& 100001 stops traffic on tcp port 80 signature tcp
[ 100000 checks for requests for catgif signature  cat gifs
[0 2590 MALWARE-CNC Win Trojan Locky variant outbound co. signature  trojan-activiy
[ 2589 MALWARE-CNC Win Trojan Dridex dropper variant ou. signature  trojan-activiy
O 2588 MALWARE-CNC Win. Troian. Vawtrak variant outbound .. signature: troian-activity






_images/image241.png
Local Traffic » Virtual Servers : Virtual Server List

Statisics

Load Batancing
Default Pool | pool_www.mysite.com B
Defautt Persistence Profie Nore B
Falback Persstence Profle. | Nore B
Update

Rules
Name
No records to dislay

Poliies
Name
/ComMONHTTPS_Vitual_Targeting_Policy.?






_images/image74.png
Netlow Profile
WebSocket Profile
SplitSession Client Profle
SpltSession Server Profile
DNS Profile

QoE Profile

GTP Profile
Request Adapt Profile:
Response Adapt Profile

BARIIS Profila

P
None
None

None

None

None

None

None

None

Sw—






_static/class1/image149.png
Tag Selection

V Auto Tags (2)
#rawDataBytes SUM
#rawDataEvents

> Field Tags (15)
» Event Tags (2)

Unindexed (1)
#eventTime REF

V Tuple Tags (1)

srclP-destIP-destPort-action
srclP
destlP
destPort
action

W
Count All

8.7M
1

Count All
Count All

Count All
1

Count All
406





_static/class2/image12.png
Resources

Available
/Common
_sys_APM_ExchangeSupport_OA_BasicAuth
_sys_APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSupport_main

Available

/Common
HTTPS_Virtual_Targeting_PolicyL7

Enabled
<<
iRules
>>
Up Down
Enabled
Policies <<
>>
Default Pool pool_www.mysite.com v

Default Persistence Profile

Fallback Persistence Profile

None 4

None 4





_static/class2/lab4-image3.png
New Signature

—

‘Signare petnson

ccont

tog

Accursey

Orecton

Protocor
[

Oocumentaton

Anack Type:

Retorancer

Systems






_images/image73.png
Local Traffic » Profiles : Services : DNS

General roperties
| reme N
parentprote s T
Denalof Sevice Protecton

RapidResponse Hode [Gieaoreal -]

RapidResponse LastAction | [Drop

Hardware Acceleration
Protocol Validation [Disabied] - |
Response Cache. [Disabied] - |

DNS Features
DNSSEC [Enabiea [~
GstB [Enabiea [~
DNS Express [Enabiea [~
DNS Cache [Disaviedl |
DNS Cache Name [Setect -]
DNS IPV6 to IPv4. [Disavied [~
Unhandled Query Actions ‘Alow
UseBIND Senveron BIGIP | [Enablea |-
DNS Traffic
Zone Transfer [Disabied] - |

DNS Security Enabled [+
'DNS Security Profle Name ans-block-mc-query [

Process Recursion Desired | [Enabled
Logging and Reporting

Logging Disabled

Logging Profile Select.

AR Statistics Sample Rate

[Cancel ] [Repeat]






_static/class1/image148.png
=SevOne | Reports Alerts Settings






_static/class2/image11.png
Configuration: | Basic
Protocol
Protocol Profile (Client)

Protocol Profile (Server)

TCP

«

tcp

(Use Client Profile)

«

HTTP Profile http s
FTP Profile None %
RTSP Profile None %
SSH Proxy Profile None %
Selected Available
/Common clientss|

SSL Profile (Client) www.mylsiu‘e.com << cI?entssl-insecure-compatible
www.theirsite clientssl-secure
www.yoursite.com >> crypto-server-default-clientssl

wom-default-clientss|
Selected Available
/Common
SSL Profile (Server) << apm-deféult—serverssl
crypto-client-default-serverss|
>> pcoip-default-serverss|
serverss|

SMTPS Profile None <

Client LDAP Profile None <

Server LDAP Profile None <

SMTP Profile None %

VLAN and Tunnel Traffic

Source Address Translation

All VLANs and Tunnels %

None 4






_static/class2/lab4-image2.png
sones P mspecn e sk ey Portmace st A

) csews eTpe |ommatee [oRok omuay omdn oieg |o P
o0 s chck wre sonare o o o
T wre sonare o R
s Contesacion e sonare o o s ey

10 chacks acioms omer sonse - wom e any






_images/image243.png
Firewall: Consistent
ONLINE (ACTIVE)
Standalone

Disecurity » Dos Protection : Dos Profiles

% - [DosOveview | DosProfies | Device Configuration ~ | Signatures Evicton Policy Lst ()
2} iApps Create
3 ons Name Viewin Partiion/Path
= dos Overview Common
{33 ssLorchestrator

Delete





_images/image76.png
Security » Event Logs : Protocol :

~ [ Logging Pro

DNS Query Name

AtiackType | = Action

* Route Domain | = DNS Query Type

oV Spsee] o

W2 Commonioutside 10.20010 63 0 3 example.com %3 Drop
12 Commonioutside 10.20010 53 0 W example.com 23 Drop
12 (Commonjoutside 10.20.010 §3 0 M example.com Mx Drop





_static/class1/image150.png
Selection Represents: 8.29 MB, 2h

v e BA

F5-Network-Firewall, ¥ | 2017-01-16 07:45:00 to 2017-01-16 09:45:00 H=E9 4 L T T

Drop here for a Grid-mode summary.
srclP-destlP-destPort-action






_static/class2/image136.png
Access Policy »» Webtops

General Properties
Name ‘ | afm_webtop| x
Type ‘ Full
Configuration
Minimize To Tray V| Enabled
Show a warning message when
the webtop window close V] Enabled
Show URL Entry Field | Enabled
Show Resource Search V| Enabled
Fallback Section
Initial State Expanded
Cancel || Repeat || Finished






_static/class2/ltp-diagram.png
ext_vip Local

10.10.99.30: Tra!’ﬁ_c

443 Policies (
best

match )

Host header
www.mysite.com?

Host header
www.yoursite.com?

Host header
www theirsite.com?

Host header

Int_vip

-

W mysite.com o
W mysite com
yww.mysite com
11.1.180 10.10.121.129:80
&
Ve (
Iwwwanpaursne com o
q www.yoursite com
1.1.1.1:80 10.10.121.130:80
¢ N
Int_vip Pool
wwwiheirsite.com
1.1.1.1:80 10.10.121.131:80
-
Int_vip

W mysite.com-api

Pool

www mysite com? > www mysite com-api

URL:PATH /API ? Ry 10.10.121.132:80

=

( (

fost header i) onn ool
2 www mysite com-

i = Chmen e
1.1.1.3:80 10.10.121.129:80

nloads ?

N






_images/image242.png
Translation v | D

3 Lastriour =]

Custam Search.

e [+ anunte | = s categry <o smm‘
0208055942 1020080 CommongenaL.ofseree 0 oee
PE— 102080 Commonseniotseree 5 A5 |
p—— 1020080 CommonieniaL.ofserce 0 oace |
\

2018-02-06 08:47:30 10.20.0.50 /Commonidenial_of_senice 50 Add





_images/image75.png
Security » Event Logs : Logging Profiles

# - | EditLogging Profle

DoS Protection
Protocol Inspection
Classification

Protocol Security | Network Firewall Do Protection

HTTP, FTP, and SMTP Security

Publisher
DS Securty
Publisher Tocal-db-publisher =
Enabled
Enabled
Enabled
Enabled
Enabled

Storage Format None






_static/class1/image15.png
Filter Active Rules List Add Rule List | v | | Add Rule | v

Icommoniweh_rule_list
Commonly used protocols

Dane Editing





_static/class2/image13.png
Local Traffic » Policies : Policy List

1+ ~  Policies List Strategy List Statistics

General Properties

Policy Name HTTPS_Virtual_Targeting_PolicyL7
Description
Strategy Execute best matching rule using the best-match strategy
Type Traffic Policy

Cancel = Create Policy






_static/class2/lab4-image4.png
17:00:07.804826 IP 10.12.101.200.48246 > 10.12.27.20.http: Flags [P.], seq

0], length 87: HTTP: GET /ABC.html HTTP/1.1 in slotl/tmm2 lis=/Common/http-
0x0000: 4500 008b 7c43 4000 4006 2936 0alc 65c8 E...|CR.B.)6..e.
0x001 0alc 1b1l4 bc76 0050 S5e32 df9s f038 73d9 .. v.P"2...8s.
02002 8018 3908 ca5f 0000 0101 080a 89d6 a3ha _.
0x003 0a70 lcfa 4745 5420 2f41 4243 2e68 746d |.p..GET./ABC.htm
01004 6c20 4854 5450 2£31 2e31 0d0a 5573 6572 |1.HTTP/1.1..User
0x0050: 2d41 6765 6e74 3a20 4174 7461 €36b 2d42 |-Agent:.Attack-B
0x0060: 6f74 2d32 3030 300d 0a48 6f73 743a 2031 |ot-2000..Host:.1
0x0070: 302e 3132 2e32 372e 3230 0d0a 4163 6365 0.12.27.20..Acce
0x0080: 7074 3a20 2a2f 2a0d 0a0d 0a0l 1401 0100 pt:.*/*.........
0x009 020f 2£43 6f6d 6d6f 6e2f 6874 7470 2d76 ../Common/http-v
0x00a0: 73 s






_images/image251.png
[0 hitpsisiwammysitecom X\

<« C | A Not secure | brsE/wwwmysitecom *| i
Spps (B afmil [ hetpsyfawwrnysite. [ hetpsyfwwyoursitc [ hitpsy/fumtheisic

MYSITE.COM






_images/image78.png
Bad TCP Flags (Al Flags Set)

[“cancel ] ["update ]





_static/class1/image152.png
[

s st

ot

F5NaworkFeovat @ 20170116 07450010 20170116 094590 2w

ana aspon

!
i

our
@
@
g
asecn
arena

§883888889¢

Cmrman

“rx





_static/class2/image138.png
General Properties

Name afm_accessprofile
Parent Profile access

Profile Type Al

Profile Scope Profile v






_static/class2/lx_log.png
System »

ket Filter

~ Timestarmp * LogLevel | + Host * Senvice * Status Code | * Event

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  tmm2[12766] Rule /Comman/afmmysalplug/mysal_iruleb <FLOW_INIT>: Equal

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  tmm2[12766] Rule [Comman/afmmysalplugimysal_iruleb <FLOW_INIT>: Looked up: 192.168.1.10

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  tmm2[12766] Rule /Comman/afmmysalplugimysal_iruleb <FLOW_INIT>: $rpc_respanse: 192.168.1.10

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  sdmd[013] 01880017 5\3[24322]wp\wug\;[/Cnmmnn/afmmysq\p\ug mysal_extension] First row from MySGL is: RowDataPacket { id: 1, ip

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  sdmd[013] 0180017 pid[4354] pluginffCommonfafmmysclplug.mysal_extension] Connected to MySQL as D 3

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  sdmd[5013] 01880017 pid[4354] pluginf/Commonfafmrmysalplug mysel_extensiar] [ 182.188.1.10']

Mon Jul 16 15:08:12 PDT 2018 info afm-advanced  tmm2[12766] Rule [Comman/afmmysalplug/mysal_iruleb <FLOW_INIT>: $RPC_HANDLE: fCommonfafmmysclplug:rmysal_extensian





_images/image25.png
2018-06-21
018.0621
018.0821
018.0621
018.0821
018.0621
018.0821
018.0621
018.0821
018.0621

2018-08-21
2018-08-21

2018-08-21
2018-08-21
2018-08-21

o
o
o
o
o
o
o
o
o
o1

o
o

o
o
o

5210
5208
5208
5208
5208
5208
5208
s208
s208
s208

5208
5208

5208
5208
5208

Route Domain
Route Domain
Rote Domain
Route Domain
Rote Domain
Route Domain
Rote Domain
Route Domain
Virual Server

Route Domain

Virtual Server

Route Domain

Route Domain
Vitual Server

Route Domain

iCommon/o
icommonid
icommoni
icommonid
icommoni
icommonid
icommoni

Jcommani

Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced

Enforced

JCommoniPy4_TCP -

Jcommani

Enforced

JCommoniPy4_TCP -

Jcommani

Jcommani

Enforced

Enforced

JCommaniPV4_TCP -

Jcommani

Enforced

iCommonird_0_policy

Jcommanira_

)_policy

Jcommanira_

)_policy
JCommanird_0_policy
JCommanitd_0_policy

Jcommanira_

)_policy
icommonitd_0_policy

JCommanird_0_policy

Jcommanira_

)_policy

Jcommanira_

)_policy

JCommanitd_0_policy

Jcommanira_

)_policy

iCommoniweb_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0

JCommanweb_rule_listallow_http

JCommanweb_rule_listallow_http

JCommantweh_rule_listreject_10_20_0_0

JCommanweb_rule_listallow_http

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Unknown

Unknown

Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

10.20.0.200
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200

10200200
10200200

10200200
10200200
10200200

49895
49833
49833
49834
49834
49835
49835
49833
481
as81

49802
49802

49804
49800
49800

iCommonfOUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE

JCommon/oUTSIDE
JComman/OUTSIDE

JCommon/oUTSIDE
JComman/oUTSIDE
JCommon/oUTSIDE

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Unknown

Unknown

Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

10.40.0.50
1040050
1040050
1040050
1040050
1040050
1040050
1040050
1030080
1030050

10.30.050
10.30.050

10.40.050
10.30.050
10.30.050

a0
&
&
&
&
&
&
&
&
a0

80
0

80
80
80

Tep
Top
Tep
Top
Tep
Top
Tep
Top
Tep
Top

Top
Top

Top
Top
Top

Reject
Reject
Reject
Reject
Reject
Reject
Reject
Reject
Established

Accept decisively

Established

Accept decisively

Reject
Established

Accept decisively

Policy
Policy
Policy
Policy
Policy
Policy
Policy
Policy

Policy





_images/image77.png
Security »» DoS Protection : Device Confiquration : Properties

rofles. Device Configuratio

Properties

local-db-pubisher -
Medum|~.

defaut-evicton-polcy [+






_static/class1/image151.png
. o x
1

3 7

w0

2

"

I

w BTy T

x 4 mumen s

2  munen ey

P Navork Femwat @ 2017.0116 0745010 20170116 004500 2 hurn)





_static/class2/image137.png
55 : Lease Pools :IPVA Lease Pools

Genea Proprts
[ rome —
Contuanon

T0.® 1P Adrss O P Adres e

[ o —

=]






_static/class2/lx_diagram.png
Win 7 Client: VS:192.168.1.51 Pool

192.168.1.10 Port 80 BIG-IP
iRules LX ( node.Js ) 172.1.1.10: 80

MySQL Server:
host :'172.1.1.10',
user :'root!,
password : 'Agility1',
database : 'afmsourceip’






_images/image23.png
Security »

PortLists

P el

Context Fitter
Policy Type Enforced ¥
Cantext Route Domain,

Fiter Acve Rules Lt

i il Lt~
o [Eem = oo s Besnatin P wosang i s
it sty Gl
8 i — ione sy sy P s o Her
o 2 o oo s sy sy P o o 1208 snz1 180147870700
See
ss6s
s D e poy L0 PO
8 ! ©whues — e
o 1t — Top - o PE—— s " snz1 18014814700
Tomaso
P
e 102000 — Top o e ol s a snz1 18 o14s 75700
Tomsons
(Default) Enabled Any Any Any Reject No. 0 Never






_images/image710.png
Configuration: | Basic
Protocol
Protocol Profile (Client)

Protocol Profile (Server)

TCP

«

tcp

(Use Client Profile)

«

HTTP Profile http s
FTP Profile None %
RTSP Profile None %
SSH Proxy Profile None %
Selected Available
/Common
SSL Profile (Client) << || dlientssl ,
clientssl-insecure-compatible
>> clientssl-secure
crypto-server-default-clientssl
Selected Available
/Common
SSL Profile (Server) << apm-deféult—serverssl
crypto-client-default-serverss|
>> pcoip-default-serverss|
serverss|
SMTPS Profile None <
Client LDAP Profile None <
Server LDAP Profile None <
SMTP Profile None %
VLAN and Tunnel Traffic Enabled on... 4
Selected Available
/Common /Common
VLANSs and Tunnels loopback << http-tunnel
inside
>> outside

socks-tunnel

Source Address Translation

Auto Map &






_static/class1/image144.png
Cc ‘ A Not secure \ b#pS://10.128.10.202/rapid/rapid.php?lt=2ba79%ed28ac2d5c77d6777acb09307a8c15787e2845c16ce222c42d4b6b4e98c ¥ ‘ :
#SevOne | Repors Alets  Settings Log Out
Tag Selection & Selection Represents: 232.26 KB, 1d  Value Selection & %

¥ Auto Tags (2) Count Al Hd4d pH
#rawDataBytes s 237k (1 W
#rawDatsEvents 1 application
00 03:00 06:00 09:00 12:00 18:00 21:00
Field Tags (15) Count All 1.5 cgnat 334
action 3| F5-CONAT, ~ | | 2017-06-27 00:00:00 to 2017-06-28 00:00:00 =9 ¢ br = =xi0il |
blockPortEnd 1
blockPortinit 17 2 — e
contextName 2 F5-Firewall-Policy-Management @ =| Limit: 50 & X . generic syslog
dataSource 1 N 7@@\_ , *gﬁ
destlP 4 F5-Network-Firewall -
t;‘eszt:::e g F5-Port-Misuse otk Released ,"10.128.10.100","0","10.125.40.100","0" "1025" "1088",121972" 3.5 port block A
NATdestIP 3 F5-System 10n/CGNAT_wildcard™,"Session End *"10.128.10.100%,"10.128.20.150","50479"."80","0","TCP"" l
NATdestPort 2 127 2017 14:52:38","15805"
NATsrcIP 197 F5_DOS_Events
MATsrcPort 206 £
protocol - sysiog 2017 14:52:38 /Common/CGNAT _wildcard,, TCP, 10.125.10.100,50479,10.125.20.150,80,Closed, ../
srclP 2
srcPort 249 system ; )
©N/CGNAT _wildcard"."Session End *,"10.128.10.100",10.128.20.150","50478","80","0", " TCP","
127201 res222 e
~—zuTrvvET TR TEES
2017-06-27 18:52:23.311232 10.128.10.12 Jun 27 2017 14:52:22 /Common/CGNAT _wildeard,, TCP,10.128.10.100,50478,10.128.20.150,30,Closed, .../
Event Tags (1) Count Al ‘Common/external No-lookup, No-lookup
application 3 || - 2017-06-27 14:52:23
2017-06-27 18:52:23.215259 10.123.10.12 "/Common/CGNAT_wildcard”,"Session End ","10.128.10.100","10.128.20.150","50476","80","0","TCP","
10.128.30.10","10.125.20.150","50476","80","0","Jun 27 2017 14:52:22""210"
- 2017-06-27 14:52:23
. 2017-06-27 18:52:23.215151 10.123.10.12 Jun 27 2017 14:52:22,/Common/CGNAT _wildcard,, TCP,10.128.10.100,50476,10.128.20.150,80,Closed, ./
¥ Unindexed (1) Courtal Commoniexternal No-lookup, No-lookup
Feventlime = ' ||~ 20170627 145223
2017-06-27 18:52:23.195749 10.123.10.12 Jun 27 2017 14:52:22,/Common/CGNAT _wildcard,, TCP,10.125.10.100,50479,10.128.20.150,50, Established
¥ Term Indexes (1) Count All
seventTom - 268 e dCOMMon/external No-lookup.No-lookup

- 2017-06-27 14

23






_static/class2/head2.png
1017 Enable ¥

Description:
Disallowed Methads

Documentatior
Disallowed Methads. The compliance violation
will be raised if method (case insensitive) is one.
of configured methods.

Action:
Reject ¥

Lo
Yes ¥

Value:
Head

Enter String Add

Close





_static/class2/lab1_networkmap.png
Local Traffic Network Map

@ int_vip_www.mysite.com-api_1.1.12
@ pool_vww.mysite.com-api
@ 10.10.121.132:80

@ int_vip_www.mysite.com-downloads_1

@ pool_vww.mysite.com
@ 10.10.121.129:80

@ int_:
@ pool_www.mysite.com
@ 10.10.121.129:80

_wwwmysite.com_1.1.1.1

@ int_vip_wwwcheirsite.com_22.2.2

@ pool_vwwcheirsite.com
@ 10.10.121.131:80

@ int_vip_wwwyoursite.com_333.3

@ pool_wwwyoursite.com
@ 10.10.121.130:80






_images/image223.png
Action status.

Selected subnets
10.1.30.0/24
Redirection actions
@ Locking vyos1_router
© Removing redirection
@ Unlocking vyos1_router
Scrubbing center actions
@ Locking AFM
@ Connecting to main device
Removing configuration for subnet 10.1.30.0/24
© Removing Virtual Server
@ Removing DDoS Profile
@ Disconnecting from device
@ Unlocking AFM

Status: @ Success





_images/image71.png
31G4P Health

Memory Usage (GB)
T @ Swap ® other
6 g
4
2
0
0615 06:20 06:25 06:30 06:35 06:40 0645 06:50 0655 o700 o708 o710
Top Busiest CPU Cores (%)
®cruz ®cruD ®cru1 ®crUs e crUT
»
20
—_—
0
0615 06:20 06:25 06:30 06:35 06:40 0645 06:50 0655 o700 o708 o710





_static/class1/image143.png
dtaSource’

10.128.10.11" fable #eventTime, dataSource, #rawEvent [sort #eventTme Al §E #F

FeventTime antasoue | @ #ranevent
0170120213819 101281011 2017-01-26 213618752884 10.128.10.11
0170120213819 10128101 2017-01-24 21:38:19.754331 10.128.10.11 "Jan 26 2017 15:38:18°
2017012021320 10128101 2017-01-24 21:36:20.752907 10.128:10.1 "Jan 24 2017 15:38:18"
0170120213821 10128101 2017-01-24 21:38:21 750722 10.128:10.1 "Jan 24 2017 15:38.20°

1 Jon 24 2017 16:38:1
2
3
.
S 2017-01-2020:3822 101281041 2017-01-24 21:38:22.753964 10.126.10.11 "Jan 24 2017 18:3821
5
7
3

0170120213825 101281041 2017-01-24 21:36:23.752683 10.128.10.11 "Jan 24 2017 15:38:22
0170120213827 101281041 2017-01-24 21:38:27 755613 10.128:10.11 "Jan 24 2017 15:38.25°
0170120213827 10128101 2017-01-24 21:38:27 754359 10.128.10.11 "Jan 24 2017 15:38.25°

9 2017-01-2020:3828 101281041 2017-01-24 21:38.26.751828 10128101 "Jan 24 2017 16:35.27

10 2017-01-2020:3823 104281041 2017-01-24 21:38:29.751405 10128101 "Jan 24 2017 16:35.28"

M 2017.01-2020:3830 104281041 2017-01-24 21:38:30.780413 10125101 "Jan 24 2017 16:35.29"

12 2017012020331 101281041 2017-01-24 21:38:31 775547 10128101 "Jan 24 2017 163530

13 2017012020385 101281041 2017-01-24 21:38:52.761552 10.126.10.11 "Jan 24 2017 18:3851

14 2017012020385 101281041 2017-01-24 21:38:52.763293 10.126.10.11 "Jan 24 2017 16:3851

15 2017.01-2020:3853 101281041 2017-01-24 21:38:53.756385 10.126.10.1 "Jan 24 2017 16:38:52

16 2017-01-2020:3854 101281041 20170124 21:3854 757844 10128101

17 2017-01-2020:3855 104281041 2017-01-24 21:3855.756861 10.128.10.11

18 2017-01-2020:3858 10128101 20170124 21:3856.757874 10.128.10.1

19 2017-01-2020:3858 10428101 2017-01-24 21:38:59 200867 10.128.10.11

5 DOS_Everts @ 2017-01-26 00.00:0010 2017-01-25 0:00:00 (1 cy)





_static/class2/head.png
Senice Protocal Inspection Type  State Risk Accuracy Performace Impact  Add Filter

o

o
o
o
o

1017 e

HTTP.

<D * Desription = Type. < Aftack Type Sstate | Risk * Accuracy. < fetion | <log < Protocol * User Defined * Total Hit Count

(0 11017 Disallowed Wethods compliance Enable  medum  low accept yes ttp no 0
I ———————————————————————————————————————————————————————————————————————

Disallowed Methods

1Hour 1Day 1iesk

Last Refreshed: Wed Jun 13 2018 22:05:26 GNT-0400 (Eastern Daylight Time)

#Hits #Source P's #Destination IP's #Virtual Servers Distribution of Hits

0 0 0 0

No datato display.

Virtual Details

e | soms | #soucers somsimaions |
\ o—— |






_static/class2/ips9.png
Service Protocol

Inspection Type ~ State.

Description, ID, References, Attack Type Y ‘ 1selected S 1selected & -
(s;:r?,} ) (":m::"xm% (Clear A %)
HTTP
]-mﬁ.] |+ Descript [:Tyna ]:Mmkrm
1000075 Cur connedtion signature
ecks i qubtes can be used for content signature
[ 100015 custom Morfeus signature
[J 100005 distance check signature
[0 100004 Hemant2 signature
[0 100003 emailed 10726 16:17 signature
& 100001 stops traffic on tcp port 80 signature tcp
[ 100000 checks for requests for catgif signature  cat gifs
[0 2590 MALWARE-CNC Win Trojan Locky variant outbound co. signature  trojan-activiy
[ 2589 MALWARE-CNC Win Trojan Dridex dropper variant ou. signature  trojan-activiy
O 2588 MALWARE-CNC Win. Troian. Vawtrak variant outbound .. signature: troian-activity






_images/image232.png
[Timeout]
[Timeout]
[Timeout]
[Timeout]
[Timeout]
[Tineout]

Query
Query
Query
Query
Query
Query

timed
timed
timed
timed
timed
timea

nsg
nsg
nsg
t nog

nsg
: wsg

id
id
id
id
id
ia

3466
3467
3468
3463
3470
3471





_images/image712.png
interface: ethl at vrouter2 bmon 2.0.1

# Interface RX Rate RX # TX Rate TX #

vrouter2 (source: local)
0 etho 65.00B 0 361.008B
[ 1 3 0.008 ] 0.008
2 eth3 0.00B 0 0.00B

SRS

RX B
L R T
70.00 ..uveveua®keuaKiurausnransnsaraasntasnsasaraasn e sasarannnns
L Y LT,
Ly N T,
P N LT,
I N T IR
1 5 10 15 20 25 30 35 40 45 50 55 60 s
TX B
L LT,
70.00 ..uvoveua®keuaKiurausnransasaraasntessnsataast e sasarannnns
L T,
Ly N T,
P N LT,
I N T IR
1 5 10 15 20 25 30 35 40 45 50 55 60 s
Press d to enable detailed statistics
~ prev interface, v next interface, prev node, next node, ? help






_static/class1/image146.png
Edit Tuple

[srclP - destlP - destPort - action ]

Tags 4tags seleced  Tuple
Q srclp vx
accessListlD i destIP AV
action destPort AvR
actionFlags action AR
applD
application
appTypelD
attackld
attackType
authCodeDescription Tag type legend:

mCount MSum MAverage
authGroup -






_images/image231.png
Local Traffic » Virtual Servers : Virtual Server List

Resources

2 - [ Prop atisics

Resource Management

Enabled Avallable

ICommon
[Ea— HTTPS_Virtual _Targeting_Policyl.7

Cancel






_images/image711.png
Local Traffic » Pools : Pool List
Configuration: [Basic [+

| Name Tat-senver-poal
Description
rave naiasie
Common
T
http_head_f5
https
- https_443 -
e
Load Balancing Hethod ‘—Mmm
Priority Group Activation ‘ Disabled j
lew Node ) New FQDN Node lode List
Address: lab-server-10.10.0.50 (10.10.0.50) -
Senice Port [ Al Sevices [~
N ()
Node Name Address/FQDN | Semvice Port  Auto Populate | Priority
lobsener 1010050 1010050 o

(Eat] [Detete]

[Cancel ] [Repeat]






_static/class1/image145.png
Tag Selection
¥ Auto Tags (2

#rawDataBytes
rawDetsEvents

¥ Field Tags (16)
action
dataSource.
dateTimestamp
destp
destport
hostname
interfacein
NaTdestP
NaTdestPort
NaTsreP
NaTsrePort
polcyiame
protocel
ruiame
srop
sreport

¥ Event Tags (1)
faledParse,

¥ Unindexed (1)
#evertTine

¥ Tuple Tags (1)
SrolP-dest-destPort-acton-hostname
srop
destp
destpart
action

Court A1
s 3o

s12

Court A1

Court A1
e 1

Court A1

oo o300

F5_DOS_Everts, Fa-tietwork-Frewal, F-Frewa ~ | 201

FePort-Msuse

F5-System

sysiog

system

El

2

o
F5_DOS_Everts @ 2017-01-25 01:01:0010 2017-01-25 01:16.0C
I
[r






_static/class2/i4cc5wf.png
sones P mspecn e sk ey Portmace st A

) csews eTpe |ommatee [oRok omuay omdn oieg |o P
o0 s chck wre sonare o o o
T wre sonare o R
s Contesacion e sonare o o s ey

10 chacks acioms omer sonse - wom e any






_images/image24.png
[ 1030050 x
< C | ® 1030050
“Initech Icon

It's not magic....It's TPS Reports
[ZTPS Report Image

‘We Make TPS Reports GO!





_images/image233.png
vyos@vrouterl:~$ show ip bgp

BGP table version is 0, local router ID is 10.1.10.243

Status codes: s suppressed, d damped, h history,  valid, > best, i - internal
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 10.1.1.1 [] 32768 7

1 32768 i

1 021

Total number of prefixes 3





_images/image72.png
Security » Protocol Security : Security Profiles: DS

Propertes
[ rame [onsboemeaisy
Descrbtion
QuenTive [GawenTs]
hcive Aalabie
Query Type Filter

Active Available

Header Opcode Exclusion






_images/diagram98.png
Management Su

192.168.3.0/24
Windows Box BIG-IP Linux Box
= [E2
10.10.99.0/24 10.10.121.0/24

Client Subnet Server Subnet

10.10.99.222 Self-IP: 10.10.99.10 Self-IP: 10.10.121.10 10.10.121.131-140





_images/dvwa555.png
€« C'  https://10.10.99.30/dvwa

The requested URL was rejectedPlease contact the helpdesk at x1234.

Your support ID 1s: 315007152190128144





_images/catgif99.png
[rootBafu3ni:hetive:Standalone] config # twsh show sec proto profile my-inspection-profile

Inspection Td Inspection Name VS Newe Hit Count Last Hit Time

Jry-inspection-prozile 2538 hrop_pus_advare_user_agent_vitruvian vs_IPS_10.10.95.40 2 06/13/18 22:36:31
Jry-inspection-prozile 100000 not cat gif vs_IPS_10.10.99.40 2 08/13/18 22:58:11

[root@afm30l:dctive:Standalone] contig # I





_images/curl_lx_success.png
mrmand Prompt

curlycurl http://192.168.1.51

DOCTYPE html PUBLIC “-//U3C//DID XHTML 1.8 Transitional//EN" “http://wuu.u3.org/TR/xhtnll/DID/xhtnli-transitional.ded
gl xnIng =N epz/ /-l -0xg/1999/xhen1"S

connect-tineout 5

Modified from the Debian original for Ubuntu
Last updated: 2614-03-19
Seet https://launchpad.net/bugs 1288690
<head>
<meta http-equiv="Content—Type" content="text/htnl; charse
StitledApache? Ubuntu Default Page: It works</title>
"text/css” media=Uscreen>

TF-8" />

margin: Opx Opx Bpx Opx;
padding: Bpx Opx Bpx Bpx;





_images/firewall_processing.png
\

\
|
|
|

7010.1.0/24 I

Rl Route domain rules |

'DENY SRC 70.10.1.0/24 !

o moroco i socwae |
5 Firewall Mode

2 Virtual server / actons (drop, |

2 self IP rules reject,allow) |

Z swpivhee |

£ |

£ wiorom |

B Alowed to FP only !

|
|
Global drop rule |- )

90.10.00/24
Alowed to all ViPs

Appserver 2
1010.110

App server 1 TP
1010111 70.168)

Application servers
& network resources






_images/catgif2.png
100000 Enable ¥

Description:
no cat it






_images/catgif3.png
General Properties
| Frotievane

Deserition
Signatures
Complance

A/R Stats Callect

Senices

my-inspection-profile

Enabled ¥
Enabled ¥
Enabled ¥

1selecten &

Senice

o





_images/catgif.png
Narme™
not cat gif

Description®:
HTTP catgif request

Signature Definition
alerttcp any any-> any 80 (contenteat ifftia_uri,
sig_id100000)

Action,
accept ¥

Log
ves ¥

Accuracy.
ow v

Direction
to-server ¥

Performance Impact

ow v
Protocal
tep ¥
Risk
ow v

Dacurmentation
Enter Documentation

Attack Tyne:
catgifs

References:
Enter References

Reference Links
Erter Reference Links

Revision,
1

Systems:
Enter String

Senice
ity v

cancel || save





_static/class2/catgif3.png
General Properties
| Frotievane

Deserition
Signatures
Complance

A/R Stats Callect

Senices

my-inspection-profile

Enabled ¥
Enabled ¥
Enabled ¥

1selecten &

Senice

o





_static/class2/ips13.png
17:00:07.804826 IP 10.12.101.200.48246 > 10.12.27.20.http: Flags [P.], seq

0], length 87: HTTP: GET /ABC.html HTTP/1.1 in slotl/tmm2 lis=/Common/http-
0x0000: 4500 008b 7c43 4000 4006 2936 0alc 65c8 E...|CR.B.)6..e.
0x001 0alc 1b1l4 bc76 0050 S5e32 df9s f038 73d9 .. v.P"2...8s.
02002 8018 3908 ca5f 0000 0101 080a 89d6 a3ha _.
0x003 0a70 lcfa 4745 5420 2f41 4243 2e68 746d |.p..GET./ABC.htm
01004 6c20 4854 5450 2£31 2e31 0d0a 5573 6572 |1.HTTP/1.1..User
0x0050: 2d41 6765 6e74 3a20 4174 7461 €36b 2d42 |-Agent:.Attack-B
0x0060: 6f74 2d32 3030 300d 0a48 6f73 743a 2031 |ot-2000..Host:.1
0x0070: 302e 3132 2e32 372e 3230 0d0a 4163 6365 0.12.27.20..Acce
0x0080: 7074 3a20 2a2f 2a0d 0a0d 0a0l 1401 0100 pt:.*/*.........
0x009 020f 2£43 6f6d 6d6f 6e2f 6874 7470 2d76 ../Common/http-v
0x00a0: 73 s






_static/class2/ips12.png
New Signature

—

‘Signare petnson

ccont

tog

Accursey

Orecton

Protocor
[

Oocumentaton

Anack Type:

Retorancer

Systems






_images/image67.png
Translation v | D

3 Lastriour =]

Custam Search.

e [+ anunte | = s categry <o smm‘
0208055942 1020080 CommongenaL.ofseree 0 oee
PE— 102080 Commonseniotseree 5 A5 |
p—— 1020080 CommonieniaL.ofserce 0 oace |
\

2018-02-06 08:47:30 10.20.0.50 /Commonidenial_of_senice 50 Add





_static/class1/image139.png
Tag Selection &

v Auto Tags (2) Court A1
#rawDataBytes s 3
rawDetsEvents 1
¥ Field Tags (3) Cout A1
action 3
dataSource 1
dateTimestamp 8
destp 3
destport B
hostname 1
interfacein 3
srep "

sreport 4





_static/class2/curl_lx_success.png
mrmand Prompt

curlycurl http://192.168.1.51

DOCTYPE html PUBLIC “-//U3C//DID XHTML 1.8 Transitional//EN" “http://wuu.u3.org/TR/xhtnll/DID/xhtnli-transitional.ded
gl xnIng =N epz/ /-l -0xg/1999/xhen1"S

connect-tineout 5

Modified from the Debian original for Ubuntu
Last updated: 2614-03-19
Seet https://launchpad.net/bugs 1288690
<head>
<meta http-equiv="Content—Type" content="text/htnl; charse
StitledApache? Ubuntu Default Page: It works</title>
"text/css” media=Uscreen>

TF-8" />

margin: Opx Opx Bpx Opx;
padding: Bpx Opx Bpx Bpx;





_static/class2/ips3.png
Services 1selected 3

Protocol
s - s
Inspection Type ae i Accuracy Performace Impact

1selected $ - s - 3

|| signature

¥ compliance

v/ #1D |+ Description < Type < Aftack Type ¢ State
¥/ 11011 Bad Http Version compliance Disable
7] Contains Colon compliance Disable
77} Content-Length And Transfer Encoding Headers compliance Disable
7] Disallowed Methods compliance Disable
4 Duplicate Header Name compliance Disable
7] Empty Value compliance Disable
77} Invalid Method compliance Disable

Malformed Header Value Contents compliance Disable

¥ 11016 Malformed Hitp Pdu compliance Disable
¥ 11013 Max Allowed Headers Request compliance Disable
(¥ 11007 No Host Header compliance Disable
¥/ 11012 Non CRLF Line Break compliance Disable
7] Post With Zero Content Length compliance Disable
@ Post Without Content-Length or Transfer-Encoding...  compliance Disable
7] Recursive Url Encoding compliance Disable
v Response With No Content-Length And Transfer Enc... compliance Disable
4 »






_static/class1/image138.png
Tag Selection
¥ Auto Tags (2
HrawDateBytes
rawDeteEvents

¥ Field Tags (15)
action
dataSource.
dest
destLocation

@
Court A1

ETRRIEEY
1

Court A1

2

o630

o700 ons0

FSNetwork-Frewsl,

2017-07-07 06:02.00 o 2017-07-07 10:0200

Past 4 Hours






_static/class2/catgif99.png
[rootBafu3ni:hetive:Standalone] config # twsh show sec proto profile my-inspection-profile

Inspection Td Inspection Name VS Newe Hit Count Last Hit Time

Jry-inspection-prozile 2538 hrop_pus_advare_user_agent_vitruvian vs_IPS_10.10.95.40 2 06/13/18 22:36:31
Jry-inspection-prozile 100000 not cat gif vs_IPS_10.10.99.40 2 08/13/18 22:58:11

[root@afm30l:dctive:Standalone] contig # I





_static/class2/ips2.png
Security » Protocol Security : Inspection Profiles

Unsaved changes to the Profile!
Profile has been modified but not committed to the system. Changes must be committed to the system before taking effect.

Commit Changes to System | [ Cancel

General Properties

I Profile Name

Signatures Disabled

NNTP.

T Enabied v
Enabled v
J DHCP -/ OTHER
DIAMETER POP3
Cons RADIUS
FTP Csp
SMTP.
) SNMP
Timap SSH
JiRe sst
matT SUNRPC
O mysaL TELNET
NETBIOS_NS LI TFTP
©J NETBIOS_SSN WINS






_images/image22.png
2018-06-21
018.0621
018.0821
018.0621
018.0821
018.0621
018.0821
2018-06-21

o
o
o
o
o
o
o
o1

4647
4548
4545
4540
440
4540
440
1540

Route Domain
Route Domain
Rote Domain
Route Domain
Rote Domain
Route Domain
Rote Domain

Route Domain

iCommon/o
icommonid
icommoni
icommonid
icommoni
icommonid
icommoni

icommonta

Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced

Enforced

iCommonird_0_policy

Jcommanira_

)_policy
icommonitd_0_policy
JCommanird_0_policy

Jcommanira_

)_policy

Jcommanira_

)_policy
JCommanitd_0_policy

icommonird_0_policy

iCommoniweb_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
JCommoniweb_rule_listreject 10_20_0_0

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

10.20.0.200
10200200
10200200
10200200
10200200
10200200
10200200
10200200

49715
aomis
aom15
49700
49700
amnn
s
19710

iCommonfOUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
JCommonoUTSIDE

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

10.30.0.50
1030080
1030080
1030080
1030080
1030080
1030080
1030050

2
2

2

8061
8061
8061
8061
8081

Tep
Top
Tep
Top
Tep
Top
Tep
Top

Reject
Reject
Reject
Reject
Reject
Reject
Reject
Reject

Policy
Policy
Policy
Policy
Policy
Policy
Policy
Policy





_images/image69.png
Measurernent [Top ] [Packets [+] | Chanttype: [Absoiute [+

Packets per Virtual Server

200k 4

150k -|

100k

S0k -|

08:10 08:20 08:30 08:40 08:50

Virtual Server ¥ Packets

W jcommon/udp_dns_VS 294,554
B Device Level 140,524
W Overall 435,078






_static/class1/image140.png
Value Selection &2
K4 b M

datasaurce

110128101 s

e W






_static/class2/diagram98.png
Management Su

192.168.3.0/24
Windows Box BIG-IP Linux Box
= [E2
10.10.99.0/24 10.10.121.0/24

Client Subnet Server Subnet

10.10.99.222 Self-IP: 10.10.99.10 Self-IP: 10.10.121.10 10.10.121.131-140





_static/class2/ips5.png
Security » Network Firewall : Active Rules.

Polices

Rule Lists

£+ Actve Rues Address Li Schedues 1P Intei

Context Filter
Poicy Type Enforced v
| Contert Glosal v

[Fiter Active Rules List

[ Add Rl List ||| Add Rule

Add e o Glotgl
) | state Protocol Source. Destination Action | Logging Count | LatfstM “35 |
£ Global with policy global.fw-policy Select es o see more actions

No fule has been assignad to s policy

(Default) Enabled  Any Any Any Refect  No 365 2017-11-13 124144 PST





_images/image213.png
= Flowmon DDoS Defender B et a = s © 0 Bk

Attack list
Attack List
Report chapters >
ID  Attack status. Start time End time Segment Action status. User comment Tools.
Configuration 17 (JJENDED  2018-02-09 09: 33 test_network (2 @ Detected, © ) Mitigation Start, ( @ Detected, ( @ Detected, () Not Active, () () Mitigation Stop, (3 Ended 7 @ 2@ 8





_images/image68.png
Security »
Do

fiew Fitter
Filter Type. Dos Attack
Auto Refresh Disahled

Enter Vertor Name

Average Agaregate EPS

Current Dropped EPS

Detection Threshold EP:

Prafile AttackVector ¢ State & Family &

[~ Atacked Destination

Bad Actor | Attacked Destination

Threshold Mode.

ns-sos-prfle A quen 008 Mitgate

@ Leaming udp_dns_vs ) None

0 0

>
DNS A Query

State

Mitgate ¥

* Fully Manual

Srec *
Srec *
¥ Bad Actor Detection

sty ©
Srec *
¥ Add Source Address to Category

Allow External Advertisement

Cancel || Update






_static/class1/image14.png
Security » Network Firewall : Pol

General Properties

Narme.

policy

Description [






_static/class2/diagram.png
Linux Box Windows Box

el S

192.168.3.0/24 172.1.2.0/24 10.10.99.0/24 172.1.1.0/24 10.10.121.0/24 192.168.1.0/24





_static/class2/ips4.png
Edit Selected Enable v
Inspections

Action:
Accept v

Log:
Yes v

Apply





_images/image222.png
Network Firewall

Publisher local-db-publisher -
Aggregate Rate Limit Ingenite [~

accept
Log Rule Matches Drop
Reject

Log IP Erors Enabled
Log TP Errors Enabled
Log TCP Events Enabled
Log Translation Fields Enabled
Aways Log Region Enabled

Storage Format Nane -

IP Intelligence

Publisher local-db-publisher -
Aggregate Rate Limit Ingefinite [

Log Translation Fields Enatled
Log Shun Events Enabled
Log RTEH Events Enabled

Log Scrubber Events Enatled





_images/image70.png
Security »

URL Latenci

Dashboard

s

orn Pag

Lasthourv  FebB,080500-090512  Smin. v & Refiesh
) ) ) [ ) ) )
o810 0820 080 0840 o850 ogo0
Atack Duration : Jons
U etk s
3
= Attack IDs o
¢ Q - Doope
] 127504038 0
Z
F) 3845487151 0
) Notattacked 0
© I I I I I 4052301326 0
0m10 820 0830 40 0850 0900 =AVEal St &
Criical W High % Moderate B Low Bl
ICommaniudp_ns_va 0
s Device Level 0

# of Attacks





_static/class1/image142.png
ozmro &

2017-01-20 21:41:44.380344 10.128.10.01 "Jan 24 2017 16:41:42"10.0.0.4" bigi

2017-01-24 21:41:38.177678 10.128:10.11 "Jan 24 2017 16:41:36 " 10.0.0.4" bigi

2017-01-20 21:41:36.045018 10.128:10.11 "Jan 24 2017 16:41:34"10.0.0.4" bigi!

2017-01-24 21:41:30.006227 10.128.10.01 "Jan 24 2017 16:41:28""10.0.0.4

bigip!

2017-01-24 21:41:15.099768 10.128:10.11 "Jan 24 2017 16:41:14 " 10.0.0.4" bigio1

2017-01-24 21:40:35.511683 10.125.10.11 "Jan 24 2017 16:40:3

it

2017-01-24 21:40:34 807877 10.128:10.11 "Jan 24 2017 16:40:33"10.0.0.4" big

2017-01-24 21:40:33.506772 10.128:10.11 "Jan 24 2017 16:40:32"10.0.0.4" big

2017-01-24 21:40:32.509560 10.128.10.11 "Jan 24 2017 16:40:31 ""10.0.0.4

bigip! aoress

2017-01-24 21:40:31 508518 10.128:10.11 "Jan 24 2017 16:40:30"10.0.0.4" big aoregate”

F5_DOS_Events @ 2017-01-24 03:00:00 to 2017-01-25 00.00:00 (1 day)





_static/class2/global-policy.png
General Properties

Cantext

Policy Type

I Policy

Rule Properties
I Narme
Description
Order
Type
State

Protocal

Saurce

Destination

iRule
Action

Send to Virtual
Logging
Senice Policy

Protocal Inspection Profile

Global v

Enforced v

New v | Name: | global-fw-policy

fo-global-fttp-inspection

Last v
Rue v
Enabled v
TP e
Subscriber:  [Any v
AddressiRegion: [ Any v
Port Ay v
VLAN/ Tunnel: [Any v
AddressiRegion: [Any v
Port Speciy... v
® Port ) Port Range * Port List
E:] | /agd
&
Edt| Delete
None
Accept 2
None 2
Enabled v
None

my-inspection-profile





_static/class2/ips8.png
Security » Protocol Security : Inspection Profiles

General Properties

Profile Name
Description
Signatures
Compliance
AVR Stats Collect

Services

my-inspection-profile

Disabled v

Enabled
s






_images/image221.png
2 - | Proj

Resource Management

Local Traffic » Virtual Servers : Virtual Server List

atisics

Enabled

Available

ICommon
HTTPS_Virtu:

ing_Policyl

Cancel






_images/image7.png
v

Time
18.0620 02:11
18.0820 02:11
18.0620 02:11
18.0820 02:11
18.0620 02:11
18.0820 02:11
18.0620 02:11
18.0820 02:11
18.0620 02:11
18.0820 02:11

3
38
38
3
2
2
an
2
e
17

Context
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global

Narne,
Jcommongiobal-frewallrules
Jcommongiobal rewallrules
Jcommongiobal-frewallrules
Jcommongiobal rewallrules
Jcommongiobal-frewallrules
Jcommongiobal rewallrules
Jcommongiobal-frewallrules
Jcommongiobal rewallrules
Jcommongiobal-frewallrules

icommoniglobalfrewall-rules

Palicy Type
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced

Enforced

Palicy Name.
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal

Jcomman/Global

Rule
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Ping

Subscriber 1D
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Subscriber Group
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Region
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

FQDN
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Address
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200

Port
s1507
s1508
s1505
s1s07
s1506
s505
s1s07
s1508
s1505

VLAN (Tunnel
{CommaniOUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE

Region
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

FQDN
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Address
1030080
1030080
1030080
1030080
1030080
1030080
1030080
1030080
1030080
1030050

Port
&
&
&
&
&
&
&
&
&
048

Route Domain

Virtual Server

Protoc
Tep
Top
Tep
Top
Tep
Top
Tep
Top
Tep
owp





_static/class1/image141.png
101201011 A eoaE &

0 0300 o500 os00 1200 1500 1800
5
e
a0
£l
2017-01-24 12011
2 0 (NEN%) *

0

_DOS_Fvents @ 2017-01-25 01:01:00t0 2017-01-25 01:16:00 (15 minutes)






_static/class2/dvwa555.png
€« C'  https://10.10.99.30/dvwa

The requested URL was rejectedPlease contact the helpdesk at x1234.

Your support ID 1s: 315007152190128144





_static/class2/ips7.png
Security » Network Firewall : Active Rules.

Polices

Rule Lists

£+ Actve Rues Address Li Schedues 1P Intei

Context Filter
Poicy Type Enforced v
| Contert Glosal v

[Fiter Active Rules List

[ Add Rl List ||| Add Rule

Add e o Glotgl
) | state Protocol Source. Destination Action | Logging Count | LatfstM “35 |
£ Global with policy global.fw-policy Select es o see more actions

No fule has been assignad to s policy

(Default) Enabled  Any Any Any Refect  No 365 2017-11-13 124144 PST





_images/image62.png
Local Traffic »» Virtual Servers : Virtual Server List

ity

Network Firewall

Network Address Transation

‘Maximum Bandwidth
Senice Policy
Eviction Policy
1P Intelligence
'DoS Protection Profile

Auto Threshold

Log Profile

102001053
DNS

Enforcement | Disabled [+
Staging: [ Disabled [+

[Cluse Device Policy
[Cuse Route Domain Policy

Policy[None [~

Mops

None E

None

Erabied. =] Pl [Gns bag-scoriocing 2]

Erabied[<] Proe: [ ans-dos pofe =]

Learning Phase End Time (Network):
Learning Phase End Time(DNS)

Disabled [+
Enabled.. [+

Selected

/Common -
dns-dos-profie-ogging






_static/class1/image134.png
Configuration

~ Access
Access Groups
» LOCAL TRAFFIC
> NS
» NETWORK
~ secuRITY
~ Network Security

Contexts

RuleLists

AddressLists

Port Lists

Rule Schedules

» Netwark Address Translation

Service Policies

Timer Policies

PROPERTIES

API_Naughty_Address_List

[ cosenute || adgruetia || Gotonue |
6 name saress
S 1 Reterence_To.APLugiy Rl it
11 APLNaugy el AdsressLits
J 2 commonspicaion rue it
21 sl sy
22 sl Asiresses
10200200
3 Commonwen rue it
3 siowrmp sy
32 slowssn Ascresses
10200200
S 4 reeatoa Asiresses
102000724

port
SouRce

Any

Any

Any

Any

Any

Any

VLAN
SouRce

Any

Any

Any

Any

Any

Any

Subscriber
SouRce

Any

Any

Any

Any

Any

Any

Address
DestmATIOn

Any

Addresses
10.40.050

Addresses
10.40.050

Addresses
1020050

Addresses
10.40.050

Any

port

DestmATIOn

Any

Ports
80

Ports
22

Ports
0

Ports
22

Any

| Fiter.

Adiion iRule

drop

accept-decisively

accept-decisively

accept-decisively

accept-decisively

reject

Q

Protocol

any

1cp

1cp

1cp

1cp

any

m





_static/class2/banana.png





_static/class2/ips-tmsh1.png
[root@afnd0i:Active:Standalone] config # tmsh show sec proto profile my-inspection-profile

Security::Protocol Inspection::Profile

Profile Neme Tnspection Td Tnspection Name VS Neme Hit Count Last
wy-inspect ion-profile 11007 http no_host header ve IPS 10.10.9.40 3 06/13/18
wy-inspect ion-profile 11011 hEtp had version va IPS 10.10.99.40 2 os/13/18
wy-inspect ion-profile 11016 http_walformed_pdu vs_IPS_10.10.85.40 1 08/13/18
wy-inspect ion-profile 11017 hetp_disallowed methods ve_IPS_10.10.99.40 1 0s/13/18
[root@afnd0i:Active:Standalone] config # [





_images/image611.png
interface: ethl at vrouterl bmon 2.0.1

# Interface RX Rate RX # TX Rate TX #

vrouterl (source: local)
0 etho 66.00B 1 417.008B
[ 1 3 0.008 ] 0.008
2 eth2 0.00B 0 0.00B

oeN

'RX B

150.00 ..uvuveusn ke usarausnressasaraasa e sn s et e st ennnns
| 125.00 v.uvivensnKenusarausntensn st et e st ea et ennnns
100.00 ...uvoveusnskKenuoarausnrassusaraasntassasarassntassasarennnns
AL T

L N T,

P I T T SRR
1 5 10 15 20 25 30 35 40 45 50 55 60 s
> B

150.00 ..uvuveusn ke usarausnressasaraasa e sn s et e st ennnns
125.00 v.uvivensnKenusarausntensn st et e st ea et ennnns
100.00 ...uvoveusnskKenuoarausnrassusaraasntassasarassntassasarennnns
AL T

L N T,

25.00 ..uuuikeu K auaanannnaaransaaaranraransararnnsnrarnnsnnanss [—0.03%]
1 5 10 15 20 25 30 35 40 45 50 55 60 s
Press d to enable detailed statistics

: ~ prev interface, v next interface, <- prev node, -> next node, ? help






_static/class1/image133.png
Body  Cookies  Headers (10)  TestResults Status: 000K Tine: S28ms  Size: 101 kB

Q Save Response

Premy  Raw  Preview  JSON v

v
2 o,

H enabled

a- Reference”: {

5 "765F57e1-9b96-3142-5a63-952a6C4232CF"

6

7

s

s flocalnost /gnt fcn/Fireuall/working-config/rule-1ists /765F87e1-9b96 -3142-8263 952364 232CF"

10

11 00000000 -2000-2000-2000-162297bb7d9",

12 -6449101041774295351,

13 Reference_To_sPT_Naughty_Rule_List"

1 + "08dFbbab-05e5-3F54-5055-d14F37aB30cd"

15 generation”: 1,

16 TastUpdateticros: 1531865050230863,

17 Firewall: working-config: policies:rules: rulestat

18 https: //localhost /mgnt jcn/Fireall fuorking-conFig/policies /e3603dle-bcac-3000-5aco-2a9a0040983c/ rul s /QBdFbbab -85 -3F54 -5055 -d14Fa7a30cd"

1903





_static/class2/OScWtLR.png
Security » Network Firewal

£ - | Active Ru

Polic

P el

nee v

[searcn| reate

 Name < Description | < Parition { Path

O globak-w-policy Common

Delete.






_static/class2/image96.png
Security » Network Firewall

Raule Properties
Name atmmysal_re
Partton  Patn Common
Descripton
Type Foe <]
sute [Erabes ]
Protocol Ay v
AddressRegion |——|
source
VLAN/ Tunne ~
Destnaton AadressRegion: [y ]
iRue T — 7 |
Rule Samping [Osaveav]
Acton [Recest ™
Logging [Osabed~]

Senvice Polcy [None [

Update ] [ Delete.





_images/image64.png
Security » Event Logs : Logging Profiles

EditLogging Profile

5.

Logging Profile Properties

Profle Name T ins-dos-rfleogaing
ratton Pan | common

Description [ ——
Protocol Security | Clenatles

Network Firewall Enabled

Network Address Transiaton | [JEnabled

DoS Protection Enabled

Protocol Inspection | Clenatles

Classification | Clenatles






_static/class1/image136.png
Agiliey 2018

[<H<N<H<N<N<]

oy
bigpt

bigigDt gt
AP Address D
AFM Rule 1D
AFM Policy 1D

bigip02-machineid

e
192.168.1.100

192.168.1.50

22a56560-6430-3b7c Bae5-1 3226874158
765787e1-3006.3142-8263 95aae4232c

£360341e-be2c 300b-Bacd- 22320440983

64682ec7-2206-4c1a-0746 beb7add2b32b

Bulk Edie






_static/class2/catgif2.png
100000 Enable ¥

Description:
no cat it






_images/image63.png
IP Intelligence

Publisher \ [locakabpudisher [<]
Aggregate Rate Limit \ [indetnite [=]

Log Translation Fields | Denaviea

Log Shun everts Ensviea

Log RTBH Events | Clenatles

Log Scrubber Events | Denaviea






_static/class1/image135.png
machinelD < s AL X

. 19 results
irewallType
ireualllpaddress
ulesCollectionReference”: {
Link": https://localhost/mgnt/cn/Fireuall /working-config/Fireualls /dcccedFs 8114 -354c -acSe - 7180315274 rules "
isSubcollection”: true

bigip2, dnstest. Lab",

shared: resolver: device-groups:restdeviceresalverdevicestate*,
“Bash2ecy -e206 -4cLa -9746-beb7aazb3zb

ttps: //lacalhost /ngnt/shared,/resaluer, device -groups /cn-Firewall -al1Fireual10evices fdevices /64552ecT -e206-4c1a-5746 -bchTadd 26326 "






_static/class2/catgif.png
Narme™
not cat gif

Description®:
HTTP catgif request

Signature Definition
alerttcp any any-> any 80 (contenteat ifftia_uri,
sig_id100000)

Action,
accept ¥

Log
ves ¥

Accuracy.
ow v

Direction
to-server ¥

Performance Impact

ow v
Protocal
tep ¥
Risk
ow v

Dacurmentation
Enter Documentation

Attack Tyne:
catgifs

References:
Enter References

Reference Links
Erter Reference Links

Revision,
1

Systems:
Enter String

Senice
ity v

cancel || save





_static/class2/ips1.png
Security » Event Logs : Logging Profiles
Edit Logging Profile

-

Logging Profile Properties

Profile Name global-network

Partition / Path Common

Description Default logging profile for network events
Application Security Enabled

Protocol Security ¥ Enabled

Network Firewall ¥ Enabled

Network Address Translation Enabled

DoS Protection Enabled

nabled

Protocol Security Network Firewall | Protocol Inspection

Protocol Inspection

Publisher local-db-publisher

Log Packet Payload " Enabled






_images/image66.png
[Timeout]
[Timeout]
[Timeout]
[Timeout]
[Timeout]
[Tineout]

Query
Query
Query
Query
Query
Query

timed
timed
timed
timed
timed
timea

nsg
nsg
nsg
t nog

nsg
: wsg

id
id
id
id
id
ia

3466
3467
3468
3463
3470
3471





_images/image65.png
IP Intelligence

Publisher \ [locakabpudisher [<]
Aggregate Rate Limit \ [indetnite [=]

Log Translation Fields | Denaviea

Log Shun Events | Clenatles

Log RTBH Events | Clenatles

Log Scrubber Events | Denaviea






_static/class1/image137.png
Security »

Addre: hedules P el

e v

Context Ffter
Policy Type [Enforced ¥
Context [Route Domain
Filter Active Rules List M| Add Rule List v
[0 [ name | state [protocol Source Desination Adtion Logging count Latest Mach

£ Global with policy Giobal
@ 1 Fing Enabled ICHP. Any Any Accept-Decisively Yes 3 Jul17 2018 15:02:24-0700

I Route Domain 0 with policy rcl_0_policy

@ 1 © APL Naughty Rule List Enabled Any
API_Naughty_Rule_List Enabled Any Addresses Any Drop Yes 44 Jul17 2018 17:10:01-0700
API_Naughty_Address_List
© 2 @ application rule list Enabled Any
allow_http Enabled Top Any Addresses Accept Decishvely Yes 0 Never
10.40.050
Prts
80
allow_ssh Enabled Top Addresses Addresses Accept Decishvely Yes 0 Never
10200200 10.40.050
Prts
2
© 3 @ webuelist Enabled Any
allow_httn Enabled Top Any Addresses AcceptDecishvely Yes 1 Jul17 2018 15:02:33-0700
10.30.050
Ports
80
allow_ssh Enabled Top Addresses ddresses AcceptDecisively Yes 0 Never
(conflict 10200200 10.40.050
Ports
2
oo reject 10,20 0.0 Enabled Any Addresses Any Reject Yes 858 Jul17 2018 17:07:13-0700
(conflict 102000124

(Defautt) Enabled Any Any Any Reject No 0 Never






_static/class1/image24.png
[ 1030050 x
< C | ® 1030050
“Initech Icon

It's not magic....It's TPS Reports
[ZTPS Report Image

‘We Make TPS Reports GO!





_static/class2/image17.png
Local Traffic » Policles

1 - | Polcies List Strategy List

Draft Policies

Statisics

Create.

Last Published

Description

Partition

HTTPS_Virtual_Targeting_PolicyL7

Sun Jul 17 2016 17:

Common

o] oo






_static/class2/image16.png
Local Traffic » Policies

: Policy List

Properties

-

General Properties

Policy Name HTTPS_Virtual_Targeting_PolicyL7
I Name www.mysite.com-api 2]
Description

Match all of the following conditions:

HTTP Host ¥ || host v || begins with v || any of v || www.mysite.com £ Options. -+
Add

HTTP URI ¥ || path v || begins with v | any of v || Japi £ Options. -+
Add

Do the following when the traffic is matched:

Forward traffic ¥ to | virtual server ¥ | int_vip_www.mysite.com-api_1.1.1.2 v -+

Replace v | http uri v | path v |with value | / =+

Cancel | Save





_images/image3.png
BIG-10-6.0.0.0.0
.1674-CM

BIG-10-6.0.0.0.0
.1674-DCD

BIGIP-13.1.0.1
- DNS/DoS

BIGIP-13.1.0.1 Victim Server Web Server
- Firewall

Application
Server

10.20.0.0/24 192.168.1.0/24 10.10.0.024 10.40.0.0/24 10.30.0.024

]

tll
X
oo

IP Filtering DHCP Servers (0) Switches (5) Subnets (5) DNS Servers (1) Routers (1)





_images/image90.png
5 [BIG-IQ

Monitoring

Device Health
ALERTS & NOTIFICATIONS

» AUDITLOGS

Lasthourv  Friday Jul 6, 09:59:08 - 10:59:08 a0sec. v 2 Refresh Events
¥ DASHEOARDS -

L[]
o510 o510 o520 0520 o540 o520 [so w10 0 o 040

Access Summary
Application Surmmary
cpy

» Federation

» Remote Access CPU Usage (percert) -

» Sessions ® User © Systemn © 110 wait ® stolen
User Surmmary ™
» Logging Messages (Al) -

Remote Logging Canfiguration

> Secure Web Gateway

~ Device 1000 1008 10:10 10:15 1020 1025 1030 1035 10:90 10:05 1080 1085

Top 6 CPU Cores (Percent) -
Traffic
»ons ® bigip1 dnstest ab ® bigip1 dnstest ab ® bigip1 dnstest lab ® bigip1 dnstest lab ® bigip1 dnstest ab ® bigip2 dnstest ab
> Local Trffic

Web Application Securty

» REPORTS

» EVENTS






_static/class1/image26.png
<html>
<pody>

<hl> <ing sr

http://10.40.0.50/ Initech-Logo-psd36087

png” 2l

<h2>It's not magic....It's TPS Reports</hz>

<ing sr

http://10.40.0.50/cpereport

na" alt="Unicorn View styl

<n3>We Make TPS Reports GO!</h3>

</body>
</henl>

HTHLS Icon” wide

"128" height="128"></hi>

"width:400px; height:400px; ">





_static/class2/image19.png
Local Traffic »

¢ - | Virtual Server List | Virtual Address List | Statistics

g Search

int_vip_www.mysite.com-downloads_1.1.1.3
int_vip_www.mysite.com_1.1.1.1

int_vip_www.heirsite.com_3.3.3.3

int_vip_www.yoursite.com_2.2.22

¢ Application | + Destination | + Service Port | < Type | Resources
10.10.99.30  443(HTTPS) Standard Edit..
1.2 1112 80(HTTP)  Standard .
1113 B0(HTTP)  Standard Edit..
1114 80(HTTP)  Standard .
3333 B0(HTTP)  Standard Edit..
2222 80(HTTP)  Standard ..






_images/image9.png
Rules
1 Name

_sys_allow_ssh

_sys_allow_weh

Remove

state
Enabled
Enabled

Schedule | Address | Part| VLAN Tunnel

Any
Any

Source

Any Any
Any Any

Destination

Address | Port | Protacal

Any
Any

22 6(TCR)
443 6 (TCF)

[ Reorder | [(Add |
action | Logging

Accept Disabled
Accept Disabled





_static/class1/image25.png
2018-06-21
018.0621
018.0821
018.0621
018.0821
018.0621
018.0821
018.0621
018.0821
018.0621

2018-08-21
2018-08-21

2018-08-21
2018-08-21
2018-08-21

o
o
o
o
o
o
o
o
o
o1

o
o

o
o
o

5210
5208
5208
5208
5208
5208
5208
s208
s208
s208

5208
5208

5208
5208
5208

Route Domain
Route Domain
Rote Domain
Route Domain
Rote Domain
Route Domain
Rote Domain
Route Domain
Virual Server

Route Domain

Virtual Server

Route Domain

Route Domain
Vitual Server

Route Domain

iCommon/o
icommonid
icommoni
icommonid
icommoni
icommonid
icommoni

Jcommani

Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced

Enforced

JCommoniPy4_TCP -

Jcommani

Enforced

JCommoniPy4_TCP -

Jcommani

Jcommani

Enforced

Enforced

JCommaniPV4_TCP -

Jcommani

Enforced

iCommonird_0_policy

Jcommanira_

)_policy

Jcommanira_

)_policy
JCommanird_0_policy
JCommanitd_0_policy

Jcommanira_

)_policy
icommonitd_0_policy

JCommanird_0_policy

Jcommanira_

)_policy

Jcommanira_

)_policy

JCommanitd_0_policy

Jcommanira_

)_policy

iCommoniweb_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0

JCommanweb_rule_listallow_http

JCommanweb_rule_listallow_http

JCommantweh_rule_listreject_10_20_0_0

JCommanweb_rule_listallow_http

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Unknown

Unknown

Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

10.20.0.200
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200

10200200
10200200

10200200
10200200
10200200

49895
49833
49833
49834
49834
49835
49835
49833
481
as81

49802
49802

49804
49800
49800

iCommonfOUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE

JCommon/oUTSIDE
JComman/OUTSIDE

JCommon/oUTSIDE
JComman/oUTSIDE
JCommon/oUTSIDE

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Unknown

Unknown

Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

10.40.0.50
1040050
1040050
1040050
1040050
1040050
1040050
1040050
1030080
1030050

10.30.050
10.30.050

10.40.050
10.30.050
10.30.050

a0
&
&
&
&
&
&
&
&
a0

80
0

80
80
80

Tep
Top
Tep
Top
Tep
Top
Tep
Top
Tep
Top

Top
Top

Top
Top
Top

Reject
Reject
Reject
Reject
Reject
Reject
Reject
Reject
Established

Accept decisively

Established

Accept decisively

Reject
Established

Accept decisively

Policy
Policy
Policy
Policy
Policy
Policy
Policy
Policy

Policy





_static/class2/image18.png
Local Traffic »

Virtual Server List | Virtual Address List | Statistics

o

i searcn et
[ [~] status | Name < Description | + Application | ¢ Destination ¢ Service Port | + Type | Resources < Partition / Path
(=) Q EXT_VIP_10.10.99.30 10.10.99.30 443 (HTTPS) Standard Edit... Common

o @ afmmysql_vs 192.168.1.51 80 (HTTP) Standard Edit.. Common

o Q int_vip_www.mysite.com-api_1.1.1.2 1.1.1.2 80 (HTTP) Standard Edit... Common

o Q int_vip_www.mysite.com-downloads_1.1.1.3 1.1.1.3 80 (HTTP) Standard Edit... Common

o Q int_vip_www.mysite.com_1.1.1.1 1.1.1.1 80 (HTTP) Standard Edit... Common

o Q int_vip_www.theirsite.com_2.2.2.2 2222 80 (HTTP) Standard Edit... Common

o Q int_vip_www.yoursite.com_3.3.3.3 3333 80 (HTTP) Standard Edit... Common

Enable






_images/image301.png
Security »

~ | Network -

LastHour v |[Search| Custom Search. G st
< Time |+ Context |+ Name |+ PolicyType |+ PolicyName |+ Rule |+ User |+ Region |+ Address | + Port| + VLAN /Tunnel | + Region | + Address

+ Drop Reason

No records to display.

Create Rule.






_images/image910.png
Name udp_ans Vs
Parition / Patn Common
ot
Type [Smnass =]
Source Address 20000
Destination AddressiMask | [1020.0.10
Service Port = [one [5]
Notity Status o Virtus!
Address
Avsilability @ Avsilsble (Enabled) - The virus! server i avsilsble
‘Syncoaiie Stetus o
st Enabiea
Configuration: [ Besic [
Protocol Eae]
Protocol Profile (Clien) | [985 =
Protocol Proile (Senve) | [{Use Cient Profie) =
Selecsa
SSL Profile (Client)
Selecea
SSL Profile (Server)
SMTPS Profle e T=]
Client LDAP Profle =3
Sener LOAP Proile e =]
SMTP Profle [Fone [=]
Netfiow Profle [Fone [=]
VLAN and Tunnel Trafic | [ Al VLAN and Tunnsiz[=]
Source Addres Transiation | [SUAT  [=]
SNAT ool rside_snat_pool
Content Rewrite
Rewite Profle I —]
HTML Frofile None [=]
Accsleration
Rate Class [Non=[=]






_static/class1/image28.png
Security » Network Firewall : Policies

Addre:

1P Inteligence

Seneral Properties

0 00 sote
parton common
eserpton
ter Active Rules List v Add Rule List ﬂ Add Rule ﬂ
3 e e o s esnatin s [Lasans
@ B wb.u s s sy
o 1t — Top - o PE—— s
Tomaso
P
T 1020 — Top o e ol s
Tomsons
02 @ spsaton_ it — sy
o1t s Top - po— PRE— s
Toiaso
"






_static/class2/image21.png
2 | Pr

Load Balancing

Local Traffic » Virtual Servers : Virtual Server List

Resources

uriy =

atisics

Default Pool

Default Persistence Profile

Fallback Persistence Proflle

| pool_www.mysite.com B
Nore B
Nore B

Update

No records to display.

Policles.

No records to display.






_images/image30.png
Security » Network Firewall : Rule Lists

2 - | Properti

seneral Properties

Narme.

Partiion / Path

Description

web_tule_list

Common

Commanly used protocols

Update

Source

Destination

[

| cesrton st aunata | Asressagin | Pt sueerter | VLN Turne Asasssion | ot protsa v sear| st st

[ s ance

O allow_ntip

Enabled

Any

Any Any

Any

10.30.050

80

6 (TCF)

Accept Decisively Enabled

Remove






_images/image91.png
v BACK UP & RESTORE
Backup Schedules &

Backup Files





_static/class1/image27.png
(General Properties

e aplcaton
Partion/pain | cormmon
Descrition M

Source Destination
Nare et st aunata | Asresemagin | P sueerter | VLN Turna Asasssion | Pt protsa vl ser| s st | Lagin | Ganva oty
allow_http Enabled Any Any  Any Any 10.40.0.50 80 6(TCP) Accept Decisively Enabled






_static/class2/image20.png
Local Traffic » Virtual Servers : Virtual Server List » EXT_VIP_10.10.99.30

T o [ i






_images/image31.jpeg
Security »

£+ ~  Application ~ | Protocol

~ | Network

Network Address Translation v

DoS

Logging Profiles

il || Last2 Hours v |[Search| Custom Search [ Source | Destination I
[v| & Time + Context + Name + Policy Type | ¢ Policy Name | © Rule |+ User ¢ Region ¢ FQDN | ¢ Address | ¢ Port ¢ VLAN/Tunnel ic Region | < FQDN | ¢ Address 4 Port
‘ 2016-07-17 18:12:39 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 10.10.99.222 49528 /Common/outside No-lookup 10.10.99.30 443
10.10.99.222 49528 _loopback 1111 80
2016-07-17 18:09:21 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 10.10.99.222 49478 /Common/outside No-lookup 10.10.99.30 443
10.10.99.222 49478 _loopback 1111 80
2016-07-17 18:08:32 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 10.10.99.10 56453 /Common/outside No-lookup 10.10.99.30 443
10.10.99.10 56453 _loopback 1112 80
) 2016-07-17 18:08:32 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 10.10.99.10 56453 /Common/outside No-lookup 10.10.99.30 443
10.10.99.10 56453 _loopback 1112 80
2016-07-17 18:07:38 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 49478 /Common/outside No-lookup 10.10.99.30 443






_images/image92.png
Backup Schedules

Back UpNow || Create

Status Narme





_static/class1/image3.png
BIG-10-6.0.0.0.0
.1674-CM

BIG-10-6.0.0.0.0
.1674-DCD

BIGIP-13.1.0.1
- DNS/DoS

BIGIP-13.1.0.1 Victim Server Web Server
- Firewall

Application
Server

10.20.0.0/24 192.168.1.0/24 10.10.0.024 10.40.0.0/24 10.30.0.024

]

tll
X
oo

IP Filtering DHCP Servers (0) Switches (5) Subnets (5) DNS Servers (1) Routers (1)





_static/class2/image23.png
Local Traffic » Virtual Servers : Virtual Server List

Resources

2 - [ Prop atisics

Resource Management

Enabled Avallable

ICommon
[Ea— HTTPS_Virtual _Targeting_Policyl.7

Cancel






_images/image302.png
Security » Event Logs : Logging Profiles

# - | EditLogging Profle

DoS Protection
Protocol Inspection
Classification

Protocol Security | Network Firewall Do Protection

HTTP, FTP, and SMTP Security

Publisher
DS Securty
Publisher Tocal-db-publisher =
Enabled
Enabled
Enabled
Enabled
Enabled

Storage Format None






_images/image911.png
F5 Programmability Training - Index — F5.

.= Flowmon DDoS Defender v e N oo Suppu;ﬁ;ﬁ“'&mﬁmg\m sopport en ? | admin i | X
- Attack list.
@ Attack List
U EEEieTs ID  Attack status. Start time. End time Segment Action status User comment. Tools,
A Configuration 16 (TJENDED  2018-02-06 14:28:00 2018-02-06 14:39:32 test network (D @ Detected, © () Mitigation Start, ( @ Detected, ( @ Detected, (3 Not Active, () € Mitigation Stop, ( Ended 7 ® L | n
15 (JJENDED  2018-02-05 11:37:00 2018-02-05 11:46:04 test network (O @ Detected, () () Mitigation Start, (5) Not Active, () @ Detected, () Not Active, () () Mitigation Stop, () Ended 4 ® S m @
14 (JJENDED  2018-01-2409:47:00 2018-01-2409:55:32 test_network (O @ Detected, © () Mitigation Start, ( @ Detected, () Not Active, (2 ) Mitigation Stop, () Ended rd ® L\ a
13 [JENDED  2018-01-24 09:30:30 2018-01-24 09:40:32 test_network (2 @) Detected, () () Mitigation Start, () Not Active, () @ Detected, () Not Active, () ) Mitigation Stop, () Ended rd ® L | a
12 (JJENDED  2018-01-2409:14:00 2018-01-24 09:19:03 test network (O @ Detected, ( ) Mitigation Start, () Not Active, () @ Detected, () Not Active, () € Mitigation Stop, () Ended rd ® OSom 8
11 (JJENDED  2018-01-23 15:31:30 2018-01-23 15:36:33 test_network (5 @) Detected, () () Mitigation Start, (5 Not Active, () @) Detected, () Not Active, () () Mitigation Stop, () Ended 4 @® S m @
10 (JJENDED  2018-01-23 15:24:30 2018-01-2315:26:03 test_network (O @ Detected, ( ) Mitigation Start, () Not Active, (2 () Mitigation Stop, () Not Confirmed, (2 Ended rd ® OSom 8
9 (CJENDED  2018-01-23 15:19:30 2018-01-23 15:21:04 test_network (2 @ Detected, () ) Mitigation Start, () Not Active, () ) Mitigation Stop, () Not Confirmed, () Ended 4 @® S m @
8 (CJENDED  2018-01-23 1 2018-01-23 03 test_network (D @ Detected, (© @) Mitigation Start, (D Not Active, (© € Mitigation Stop, ( Not Confirmed, () Ended rd ® OSom 8
7 [CJENDED  2018-01-23 15:( 2018-01-23 15: test_network (D @ Detected, () ) Mitigation Start, (5 Not Active, () € Mitigation Stop, () Not Confirmed, () Ended rd @® S m @






_static/class1/image29.png
Route Domain 0 with policy rd_0_policy

1 application_rule_list
allow_httn
2 web_tule_list

Commonly used protocols

allow_http

reject_10_20_0_0

Defautt)

Enabled

Enabled

Enabled

Enabled

Enabled

Enatled

Top

Top

Top

Any

Any
Any Addresses
10.40.050
Ports
80
Any
Any Addresses
10.30.050
Prts
80
diresses Any
102000124
Any Any

Accept-Decisively

Accept-Desisively

Reject

Reject

Yes

Yes

Yes

No

18

75

Never

Jun 21 2018 021 4:45-0700

Jun 21 2018 021 4:48-0700

Never





_static/class2/image22.png
2 - | Proj

Resource Management

Local Traffic » Virtual Servers : Virtual Server List

atisics

Enabled

Available

ICommon
HTTPS_Virtu:

ing_Policyl

Cancel






_images/image310.png
Al networks are /24

st com:
1010121125
www.yoursite.com:
clentetwork: clientnetworc servemetwork:  10.10121.130
1010121131 g
A= BIGIP AFM301 277 Webserver
win? Clent 10.10.121.132
BIGIP_mamt net:
T92766.3.196
Ssh rootAgityt

WEB Ui admin:Agilty!

Management
Network






_images/image94.png
Configuration
ALERTS & NOTIFICATIONS

» AUDITLOGS

Properties
» DASHEOARDS
 REPORTS QRview Transfer Limit

~ Device

Credentials

~ iHealth

Uploads

Delete

Repans

2 max simultaneous QKViewfile transfers

Username

Description





_static/class1/image31.png
2 - | Active Rul

General Properties.

Security »» Network Firewall: Policies.

Polici

Nams 4.0 poley

Pation comman

Descripton

Fiter Acve Rules Lt v adsRulo s |+ [ A R |+
b [l st Pl o e Lanarg

EE © spplcston e st Enatleg sy

o2 © web_ue tit Enatleg sy

FE relert 10.20.0.0 Enatleg sy P oy es

102000124






_static/class2/image25.png
[0 hitpsisiwammysitecom X\

<« C | A Not secure | brsE/wwwmysitecom *| i
Spps (B afmil [ hetpsyfawwrnysite. [ hetpsyfwwyoursitc [ hitpsy/fumtheisic

MYSITE.COM






_images/image31.png
2 - | Active Rul

General Properties.

Security »» Network Firewall: Policies.

Polici

Nams 4.0 poley

Pation comman

Descripton

Fiter Acve Rules Lt v adsRulo s |+ [ A R |+
b [l st Pl o e Lanarg

EE © spplcston e st Enatleg sy

o2 © web_ue tit Enatleg sy

FE relert 10.20.0.0 Enatleg sy P oy es

102000124






_images/image93.png
&) ... / New Backup Schedule *

~ Backup Properties

Name nightly
Description
Private Keys @/ Include Private Keys
Enaypiion Encrypt Backup Fies

 Delete local backup copy 1 day after creation
Local Retention Policy Keepthelast 1 local backup copy

Never Delete

~ Backup Schedule
Backup Frequency Daily v

Start Date Jul06,2018 & Starttime: 0 0

® Noend date

£ndDate
Endon Jul 06, 2018
~Devices
® Group ) Device
Selected Group: Al BIGHIP Group Devices
Selected
Narne
Devices

bigip2.dnstestlab
bigip1.dnstestlab

Eastern Daylight Time

Address

1521681.150
152.1681.100

tems:2

Group Name

AllBIG P Group Devices
AllBIG P Group Devices





_static/class1/image30.png
Security » Network Firewall : Rule Lists

2 - | Properti

seneral Properties

Narme.

Partiion / Path

Description

web_tule_list

Common

Commanly used protocols

Update

Source

Destination

[

| cesrton st aunata | Asressagin | Pt sueerter | VLN Turne Asasssion | ot protsa v sear| st st

[ s ance

O allow_ntip

Enabled

Any

Any Any

Any

10.30.050

80

6 (TCF)

Accept Decisively Enabled

Remove






_static/class2/image24.png
Local Traffic » Virtual Servers : Virtual Server List

Statisics

Load Batancing
Default Pool | pool_www.mysite.com B
Defautt Persistence Profie Nore B
Falback Persstence Profle. | Nore B
Update

Rules
Name
No records to dislay

Poliies
Name
/ComMONHTTPS_Vitual_Targeting_Policy.?






_images/image29.png
Route Domain 0 with policy rd_0_policy

1 application_rule_list
allow_httn
2 web_tule_list

Commonly used protocols

allow_http

reject_10_20_0_0

Defautt)

Enabled

Enabled

Enabled

Enabled

Enabled

Enatled

Top

Top

Top

Any

Any
Any Addresses
10.40.050
Ports
80
Any
Any Addresses
10.30.050
Prts
80
diresses Any
102000124
Any Any

Accept-Decisively

Accept-Desisively

Reject

Reject

Yes

Yes

Yes

No

18

75

Never

Jun 21 2018 021 4:45-0700

Jun 21 2018 021 4:48-0700

Never





_images/image88.png
Resources

Available
_sys_auth_ssl_cc_ldap
_sys_auth_ssl_cridp
_sys_auth_ssl_ocsp
_sys_auth_tacacs
_sys_https_redirect

Available

/Common
HTTPS_Virtual_Targeting_PolicyL7

Enabled
<<
iRules
>>
Up Down
Enabled
Policies <<
>>
Default Pool pool_www.mysite.com v

Default Persistence Profile

Fallback Persistence Profile

None 4

None 4





_static/class1/image23.png
Security »

PortLists

P el

Context Fitter
Policy Type Enforced ¥
Cantext Route Domain,

Fiter Acve Rules Lt

i il Lt~
o [Eem = oo s Besnatin P wosang i s
it sty Gl
8 i — ione sy sy P s o Her
o 2 o oo s sy sy P o o 1208 snz1 180147870700
See
ss6s
s D e poy L0 PO
8 ! ©whues — e
o 1t — Top - o PE—— s " snz1 18014814700
Tomaso
P
e 102000 — Top o e ol s a snz1 18 o14s 75700
Tomsons
(Default) Enabled Any Any Any Reject No. 0 Never






_images/image282.png
Local Traffic » Profiles : Services : DNS

General roperties
| reme N
parentprote s T
Denalof Sevice Protecton

RapidResponse Hode [Gieaoreal -]

RapidResponse LastAction | [Drop

Hardware Acceleration
Protocol Validation [Disabied] - |
Response Cache. [Disabied] - |

DNS Features
DNSSEC [Enabiea [~
GstB [Enabiea [~
DNS Express [Enabiea [~
DNS Cache [Disaviedl |
DNS Cache Name [Setect -]
DNS IPV6 to IPv4. [Disavied [~
Unhandled Query Actions ‘Alow
UseBIND Senveron BIGIP | [Enablea |-
DNS Traffic
Zone Transfer [Disabied] - |

DNS Security Enabled [+
'DNS Security Profle Name ans-block-mc-query [

Process Recursion Desired | [Enabled
Logging and Reporting

Logging Disabled

Logging Profile Select.

AR Statistics Sample Rate

[Cancel ] [Repeat]






_images/image87.png
single Endpoint Flood

State

Wiligate [~

Threshold Mode

© Fully Manual

Detection Threshold EPS.
Specity[+] [ 150

itigation Threshold EPS.
speciy [<] [ 200

Add Destination Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time.

10 seconds
Category Duration Time
60 seconds

[l Allow External Advertisement

Packet Type
Selected Available
‘Any ICUP (Pva) = AllTPY

All Py
Any ICHIP (Pv6)
Any Other IPv4 Protocol
Any Other IPV6 Protocol
Atomic Fragment
>> | Bad Packet
DNS A Query
<< | DNS A%aa Query
DNS ANY Query
DNS AXFR Query
DNS CNAVIE Query
DNS IXFR Query
DNS X Query
- DNS NS Query

[ cancel | [ Update






_static/class1/image22.png
2018-06-21
018.0621
018.0821
018.0621
018.0821
018.0621
018.0821
2018-06-21

o
o
o
o
o
o
o
o1

4647
4548
4545
4540
440
4540
440
1540

Route Domain
Route Domain
Rote Domain
Route Domain
Rote Domain
Route Domain
Rote Domain

Route Domain

iCommon/o
icommonid
icommoni
icommonid
icommoni
icommonid
icommoni

icommonta

Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced

Enforced

iCommonird_0_policy

Jcommanira_

)_policy
icommonitd_0_policy
JCommanird_0_policy

Jcommanira_

)_policy

Jcommanira_

)_policy
JCommanitd_0_policy

icommonird_0_policy

iCommoniweb_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
ICommaniweh_rule_listreject_10_20_0_0
JCommoniweb_rule_listreject 10_20_0_0

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

10.20.0.200
10200200
10200200
10200200
10200200
10200200
10200200
10200200

49715
aomis
aom15
49700
49700
amnn
s
19710

iCommonfOUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
JCommonoUTSIDE

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

10.30.0.50
1030080
1030080
1030080
1030080
1030080
1030080
1030050

2
2

2

8061
8061
8061
8061
8081

Tep
Top
Tep
Top
Tep
Top
Tep
Top

Reject
Reject
Reject
Reject
Reject
Reject
Reject
Reject

Policy
Policy
Policy
Policy
Policy
Policy
Policy
Policy





_static/class2/image15.png
¥+ ~ | Properties

General Properties

Local Traffic » Policies

: Policy List

Policy Name
Name

Description

HTTPS_Virtual_Targeting_PolicyL7

‘www.mysite.com

Match all of the following conditions:

HTTP Host

v

host

v is v | any of

v

‘www.mysite.com

Add

£ Options

Do the following when the traffic is matched:

Forward traffic v to | virtual server v || int_vip_www.mysite.com_1.1.1.1

Cancel | Save






_images/image292.png
Netlow Profile
WebSocket Profile
SplitSession Client Profle
SpltSession Server Profile
DNS Profile

QoE Profile

GTP Profile
Request Adapt Profile:
Response Adapt Profile

BARIIS Profila

P
None
None

None

None

None

None

None

None

Sw—






_images/image291.png
Local Traffic » Virtual Servers : Virtual Server List

Properties

E « 3

Policy Settings:

Resources

Security

Basic 4

~ | Statistics

Destination

Service

Application Security Policy

Protocol Security

Network Firewall

Network Address Translation

10.10.99.30:443
HTTPS

Disabled %
Disabled %

Disabled
Disabled

Enforcement:

|

Staging:

~ | Use Device Policy
~ | Use Route Domain Policy

Policy| None %

Service Policy None v
IP Intelligence Disabled 4%
DoS Protection Profile Disabled %
Anti-Fraud Profile Disabled %
Enabled... §
Selected Available
/Common /Common
Log Profile firewall_log_profile << Log all requests
Log illegal requests
>> global-network
local-dos
Update
* Search
Policy Type | Enforced 2 Source Destination
|v| Name |=| | Rule List | Description | State Schedule | Address/Region | Port | VLAN / Tunnel | Address/Region | Port | Protocol | iRule | Action | Logging
(Default) Enabled Any Any Any Any Any Any Accept
Delete... = Search Logs... Reset Count






_images/image89.png
f5 BIGIQ

Devices

Standal

Time: Jul 0

8 07:58PDT)

admin &

oE

> BIGHIP CLUSTERS

DEVICE GROUPS

» BACK UP & RESTORE

1P POOLS

DEVICE TEMPLATES

» CONFIG TEMPLATES

BIG-IP Devices

AllBIG-IP Devices v

[ saveice || epormentory || Femovetence | Removerisenices | morew |
| Status  Device Name P agiress ClsterDisply Name
| e bgpronsienisn 1921681100
| e bgpaonsienisn 1921681150

Stats Collection Status

Enabled

Enabled

Data Collection Device

bigiq01-ded.local

bigiq01-ded.local

tems:2
Stats Last Collection Date Services

U106, 2018 10S8T8(ED... 4 Compiete mport 135k

U106, 2018 105759(ED.. 4 Complete mport 135k

Version

BIG-P13.1.0.1 Build 0.0.8 Point Release 1

BIG-P13.1.0.1 Build 0.0.8 Point Release 1

~ | diter.





_static/class2/image140.png
Local Traffic » Virtual Servers : Virtual Server List

% - Properties Rosources Security

- statistcs

General Properties
Name 1vs
Parttion  Path Common
Descrption il
Type Fowarding (IP)
Source Address 00.0.0%110
Destination Address 172120%1124
Servics Port o * Al Ports

Notty Stats to Virtual Adress | &

Configuration: | Advanced &

Protocol * Al Protocols ¢
Protocol Profile (Cilent) fastla ¢
Statstcs Profie None %
VLAN and Tunnel Traffc: Enabled on.
Selected
iCommon
VLANS and Tunnels. afm_cp

Avaiabilty @ Unknown (Enabled) - The children pool member(s) eith
‘Syncookie Status off
State. Enabled ¢

Available
iCommon
<< | cientian vian
http-tunnel
>> | serverlant_vian

servertan2_vian





_images/image810.png
Local Traffic » Address Translation : SNAT Pool List

e —
[rome e
Configuration
1P Address: [10.10.0.130]
)
— 2
4






_static/class1/image16.png
Security » Network Firewal

alicies

2 - | Active Rules Policies

nedule: P el

e v

Unsaved changes to the policy!
ne of more policy tules have been modified but ot committed to e system. Changes must be cornmitted to the systern hefore taking effect
Commit Changes to System | | Cancel Changes

General Properties

Gommonly used protosols.

e 6_0_polly

Paton o

F——

Fifer e s Lt v TS S
b [l e ==
1 © wone iz enabied






_static/class2/image142.png
Security » Network Firewall : Active Rules

General Properties

Context ‘anﬂlsamn, 4 rdivs 4
Policy Type. ‘ Enforced 3

Polcy \ New... +)Name: rd1_afmpoliy
Rule Propertes

IN.m. 01 _denyall_rle

Description

Order Last :

Type Rule s

sute Enaed %

Protocol Any 4

Address/Region:| Any
Source Port: Any
VLAN / Tunnel: | Any

Address/Region:| Any

Pesinaten Port Any :

iRule. None :
Action

Logging

Cancel Repeat  Finished





_static/class1/image156.png
SevOne [EZON invesigate  Aers  setings
P AFM

“TopN Drops.

2.0

= #summanCount | =2 srolP  dost>  destPorl | i acton
1 2 2 drop.
2 2 a5 drop.
3 1 64654 drop.
4 1 23516 drop.
5 1 2 drop
6 1 60076 drop.
7 1 63587 drop.
i 1 40883 drop.
9 1 28518 drop.
10 1 11724 drop.

F5-Network-Firewall @ 2017-01-25 08:13:00 to 2017-01-25 09:13:00 (1 hour)





_static/class2/image141.png
Security » Network Firewall : Active

General Properties

Context Virtual Server... 4 [ rd0_vs 4
Policy Type Enforced &

Policy New. +) Name: | rdo_afmpolicy
Rule Properties
I Name 40_denyall_ule

Description

Order Last s

Type Rue &

State Enabled 4

Protocol Any 4

Address/Region: | Any
Source Port: Any
VLAN/ Tunnel: | Any

Address/Region: | Any

Destnation Port: Any ;
iRule None

Action Reject §

Lo

Cancel  Repeat Finished





_images/image27.png
(General Properties

e aplcaton
Partion/pain | cormmon
Descrition M

Source Destination
Nare et st aunata | Asresemagin | P sueerter | VLN Turna Asasssion | Pt protsa vl ser| s st | Lagin | Ganva oty
allow_http Enabled Any Any  Any Any 10.40.0.50 80 6(TCP) Accept Decisively Enabled






_images/image82.png
Security »» Event Logs : DoS : Network : Events

Nt

ation ~

D

~ | Logging Pr

o] s e o 2o s o e e e
evice. Aftack Stopped  Bad TCP flags (all flags sefy None 4112387691 0 o

evice 1020010 80 Aftack Sampled Bad TCP flags (all flags sef) Drop 4112387691 587 597
evice. 1020010 80 Aftack Sampled Bad TCP flags (all flags sef)y Drop 4112387691 583 593
evice. 1020010 80 Attack Sampled Bad TCP flags (all flags set) Drop 4112387691 601 601





_static/class1/image18.png
Security » Network Firewall: Policies

General Properties

P el

ne

Name 0_potiey

Paron Common

Descripton

Fifer v Fufes Lt addRuls st |+ [ Ada e [ «]
b [l st Pl o Desiraton e [Logang

BRI B web_nle_Jit Enatied any






_static/class2/image144.png
® BIG-IP Edge Client™ |E=RECoR =<~

Di ted
R

Connection

® connect

Close a connection and disconnect.

Changeserver Showsrasn ] [ viewoemis






_images/image263.png
Firowall: Consistont
ONLINE (ACTIVE)
Standalone

wain Help About Security » Reporting : DoS : Dashboard
g sitstcs 1 - | Dashboara Analysis URL Latencies | Sweeper Gustom Page.
Dashboard Last hour v Thursday May 24, 15:09:00 - 16:09:18. Smin. v Z Refresh
. -
1510 g 1520 g 1530 g
Analytics

Performance Attack Duration





_images/image811.png
Security »

% - | Dashboard Analy URL Latenc

= Lasthourv  Friday May 11, 1241:00- 13:41:30  Smin. v z
]

3 ons [ ' 1250 ) 1300 } 1310 ) 1320 ' 1830 ' 1340 [i]
T e

Attack Duration HTTP Jons.
(35 Local Trafic L= Jse
) Traffic Intelligence o
(£33 heceloation = AtackiDs o

) Devca Mansgemart

‘Ongoing Attacks.
g
8
&

Overview =
12:45. 12:55 13:00 1305 13:10 13: 1320 13:25 13:30 13:35 13:40 = Umslemn °
Protocol Secur < Droy
i Criical M High ™  Moderate M Low Q - Droppe..
Network Firewal
No data
Network Address Translation +  Attacks
DS Protection
Event Loo # of Attacks per Protocol o
Reportig Protocol = Applications v
Debug Network
0

o [ g=m e

Vectors -

L2 Network
‘Scheduled Reports. Custom Page L

Dienlav a2 ment for “httne://2a112eba-Boce-4440-Recd-cohddaHRe12 accece udf & cam/avriann/dasivicibility htmi#/dachhoard” ‘Network






_static/class1/image17.png
Security » Network Firewall: Policies » /Commonird_0_policy.

Unsaved changes to the policy!
ne of more policy tules have been modified but ot committed to e system. Changes must be cornmitted to the systern hefore taking effect
| Commit Changes to System | | Cancel Changes






_static/class2/image143.png
50 - .8





_images/image272.png
Security » Protocol Security : Security Profiles: DS

Propertes
[ rame [onsboemeaisy
Descrbtion
QuenTive [GawenTs]
hcive Aalabie
Query Type Filter

Active Available

Header Opcode Exclusion






_images/image84.png
single Endpoint Sweep.

State
Wiligate [~

Threshold Mode

Fully Manual

Detection Threshold EPS.
Specity[+] [ 150

itigation Threshold EPS.
speciy [<] [ 200

Add Source Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time.
10 seconds

Category Duration Time
60 seconds

[l Allow External Advertisement

Packet Type
Selected Available
AllIPu. = AllIPvE

Any ICHIP (Pva)
Any ICHP (IPv6)
Any Other IPv4 Protocol
Any Other IPV6 Protocol
Atomic Fragment
>> | Bad Packet
—{ons A cuery
<1 | DS Axaa Query
= | DNS ANY Query
DNS AXFR Query
DNS CNAVIE Query
DNS IXFR Query
DNS X Query
- DNS NS Query






_static/class1/image2.gif
nnnnnnn





_static/class2/image146.png
Internet: 10.128.10.2/16 Al networks are /24
Gateway: 10.128.0.2

clientnetwork: clientnetwork:
192.168.1.10192.168.1.100 [EFRepranty

—
Win7 Client

d0

172.1.1.100

rlant_vian

172.1.1.10

AFM301 | 172.12.100%1

172.1.2.10

sysiogWebserver

BIGIP_mgmt_net:
192.166.3.123
user:Agiity1

BIGIP_mgmt net:
192.168.3.198
Ssh root:Agiity1

WEB Ul admin:Agilty1

BIGIP_mgmt_net:
192.168.32
ubuntu:Agilty

rootAgilty!






_images/image271.png
rity »» Event Log

Logging Profile Properties
Profle Name.
Protocol Security
Network Firewall
DoS Protection

Logging Profil

frewall_log_profile

@ Enabled
|4 Enabled

© Enabled

Protocol

‘Security|

Network Firewall

HTTP, FTP, and SMTP Security






_images/image83.png
Conce)





_static/class1/image19.png
Network » Route Domains

Praperties

&

Policy Settings: Basic ¥

e varin o

s
w—

Netwark Address Translation

IP Intelligence

Senice Palicy

Evcton Poly

0
APP, DMZ, OUTSIDE, hitp-tunnel, socks-tunnel

Enforcement Enabled_ v |Poliey 1a_o_poicy [+]

Sugng | oiatis v
ana +

ane .
P
e[+

ane .

Update






_static/class2/image145.png
A, The site "192168.1.50's attempting to inspect your system
configuration.

This site is not on your Trusted Sites list.

9 Add this site to your Trusted Sites list, and always allow
inspection from this site.

‘ 3 Allow this site to inspect your system for this session only. ‘

4 Do not allow this site to inspect your system, and do not connect
to this site.






_images/image281.png
Logging Profile Properties

IPmiIesz-_\ ‘ frewall_og_profie
Prolocol Secury | @ enatles
Network Firewal | @ enavles
Do Protection | O Enabiea

Network Firewall

Publisher

Aggregate Rate Limit

Log Rule Matches.

Log IPErrors.

Log TCP Errors

Log TCP Events

Log Translation Fields

Always Log Region

Protocol Security f Network Firewall

@) Accept

Rate Limit[Indefinite_v

I Drop.

Rate Limit[Indefinite_v

I Reject

Rate Limit[Indefinite_v

@ Enabled

Rate Limit[Indefinite_v

@ Enabled

Rate Limit[Indefinite_v

@ Enabled

Rate Limit[Indefinite_v

@ Enabled

Flelolist v

Selected ftems:

Available ftems:

faction
acl_policy_name
acl_policy_type.
ac_rule_name
bigip_hostname.
context_name
context_type.
date_time

dest geo
destip

(o] oo






_images/image86.png
General Properties
Narme.

Partiion / Path

Description

IP Intelligence Policy Properties

Feed Lists .

Default Action

Default Log Actions

Blackiist Matching Policy

ip-intelligence

Common

Selected Available
iCommon

Drop_v

Log Whitslist Overtides [T
Log Blacklist Category Matches No v

Blackiist Categary denial_of_senvice v
Action Drop v
Log Blackiist Category Matches | Yes v

Log Whitelist Overrides Use Policy Default ¥

Match Override Match Source v
‘Add| Replace

Blacklist Category Action Log Blackiist Category Matches
denial_of_senice Drop  Yes

Delete,

Log Whitelist Overrides
Use Policy Default

Match Override
Match Source





_static/class1/image21.png
2018-06-21 01:44:14

2018-06-21 01:44:14
2018-06-21 01:44:14

2018-06-21 01:44:14
2018-06-21 01:44:14

2018-06-21 01:44:14
2018-06-21 01:44:14

Route Domain

Vitual Server

Route Domain

Vitual Server

Route Domain

Vitual Server

Route Domain

fCommonio Enforced

JCommaniPV4_TCP -

Jcommani Enforced

JCommaniPV4_TCP -

Jcommani Enforced

JCommaniPV4_TCP -

Jcommani Enforced

IfCommonjrd_t

)_policy fCommoniweb_rule_listallow_http

Jcommanira_

_policy fCommoniweh_rule_listallow_hto

Jcommanira_

_policy fCommoniweh_rule_listallow_hto

JCommonid_0_policy iCommaniweb_rule_listallow_http

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

unknown

unknown

unknown

unknown

10.20.0.200
10200200

10200200

10200200
10200200

10200200

10200200
10200200

10200200

10200200
10.20.0.200

49637
49637

49635

49635
49635

49636

49636
49636

49638

49638
49538

I{Common/OUTSIDE
JCommon/DHZ

JComman/oUTSIDE

JCommon/oUTSIDE
JCommon/DHZ

JComman/oUTSIDE

JCommon/oUTSIDE
JCommon/DHZ

JComman/oUTSIDE

JCommon/oUTSIDE
CommonDMZ

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

unknown

unknown

unknown

unknown

10.30.0.50
10.30.050

10.30.050

10.30.050
10.30.050

10.30.050

10.30.050
10.30.050

10.30.050

10.30.050
10300050

80

80
80

80
80

80
80

TCP
TP

Top

Top
TP

Top

Top
TP

Top

Top
TCP

Accept decisively

Established

Accept decisively

Established

Accept decisively

Established

Accept decisively





_static/class2/image148.png
Security » Network Firewall

Raule Properties
Name atmmysal_re
Partton  Patn Common
Descripton
Type Foe <]
sute [Erabes ]
Protocol Ay v
AddressRegion |——|
source
VLAN/ Tunne ~
Destnaton AadressRegion: [y ]
iRue T — 7 |
Rule Samping [Osaveav]
Acton [Recest ™
Logging [Osabed~]

Senvice Polcy [None [

Update ] [ Delete.





_images/image28.png
Security » Network Firewall : Policies

Addre:

1P Inteligence

Seneral Properties

0 00 sote
parton common
eserpton
ter Active Rules List v Add Rule List ﬂ Add Rule ﬂ
3 e e o s esnatin s [Lasans
@ B wb.u s s sy
o 1t — Top - o PE—— s
Tomaso
P
T 1020 — Top o e ol s
Tomsons
02 @ spsaton_ it — sy
o1t s Top - po— PRE— s
Toiaso
"






_images/image85.png





_static/class1/image20.png
Security »

&

Addr

P Intelligence

Context Ffter
Policy Type Enforced ¥
Context Route Domain... ¥|[0 2
[Fitter active Rules List v
[io [ 1 rame State Profacal Source Desination Adtion Logging count Latest Mach
2 Global with policy Global
e 1 Fing Enabled 1cp any any AcceptDecisively Yes 0 Never
2 Route Domain 0 with policy rd_0_policy
e 1 © web_rule_list Enabled any
Commaniy used pretocols
8 2 © application_ule st Enabled any
g 3 reect 10,2000 Enabled any Acresses any Refect Yes 159 Jul 27 2018 07 55:29-0700
10.200024
(Defaulty

Enabled Any Any Any Reject

Never





_static/class2/image147.png
Iimwv\wxv
(Cancel) (Repeat] [Fished]





_images/image253.png
Local Traffic »

jal Server List | Virtual A

ss List | Statistics -

<] Staws |« Name

No records to display.

Enable | Disable || Delte.






_images/image8.png
Security »

1P Int

 Name

* Deseription

* Parttion / Path

B _sys_self_allow_all

1 _sys_self_allow_defaults

1 _sys_self_allow_management

Common
Common

Common






_static/class1/image154.png
Report Attachment Editor

Title:
TopN Drops
° Moving Last 1h
Start 2017-01-16 07:45:00
Fixed

End 2017-01-16 09:45:00

Add to Report Page:
F5 AFM v

Use a number followed by one or more of the
abbreviations below to represent a span of time.
Examples: 2d 10h 30m; 365d; 72h
w = week, d = day, h = hour, m = minute, s = second

Ok Cancel





_static/class2/image14.png
Local Traffic » Poli : Policy List

¥+ + | Published Policy | Draft Policy

General Properties

Policy Name
Description
Strategy

Type

HTTPS_Virtual_Targeting_PolicyL7

Execute best matching rule using the best-match

Traffic Policy

strategy

Cancel Save Draft v Clone

hules

Create

vi|iD

Name

Description






_images/image252.png
Measurernent [Top ] [Packets [+] | Chanttype: [Absoiute [+

Packets per Virtual Server

200k 4

150k -|

100k

S0k -|

08:10 08:20 08:30 08:40 08:50

Virtual Server ¥ Packets

W jcommon/udp_dns_VS 294,554
B Device Level 140,524
W Overall 435,078






_images/image79.png
Feb 6 09:36:09 bigipl err tmm[10663]: 01010252:3: A Enforced Device DOS attack
start vas detected for vector Bad TCP flags (all flags set), Attack ID 411238769
1.
=





_static/class1/image153.png
o et ang oo 5 e [Summarin] (5 96 B 4

Toamantoont | = o ot [
. 3 sus oo
2 o [
3 i Z
s 3 uor  awp
N 2 o
1 B = oo
n ' sas aop

75 Notvork Frowat @ 2017.01-16 074500 10 20170116 094500 (2 hurs) ]





_static/class2/image139.png
Local Traffic » Virtual Servers : Virtual Server

Generai Properties
I Name

Descrton

Type

Sourcs Address

Destnation Address
Servics Pot
Noty Statu to Vinual Address

state

Configuration:  Advanced ¢
Protoco

Protocol Profle (Cient)
Statstes Profie

VLAN and Tunnel Traffc

'VLANs and Tunnels

0_vs.

Forwarding (1P) B

17211024

. AiPots 4

Enabled +
* Al Protocols ¢
fastta &
None %
Enabled on B
Selected Available
iCommon iCommon
afm_cp << | clentian_vian
itp-tunnel
>> | senverant_vian

serverian?._vian





_static/class2/lx_plug.png
Local Traffic » iRules : LX Plugins

General Properties

afmmysalplug

Name
Description

‘ Lag Publisher ‘ Nane

I From Workspace ‘ Nane v
Nane ——

Cancel || Repeat || Finished ICommon






_images/image261.png
Selected Available

ICommon 5 ICommon 5
D local-db alertd
locak-sysiog






_images/image81.png
Security »
# - D

ionatures Eviction Policy

View Filter

Enter Vertor Name Attack Status Average Aggregate EPS Current Dropped EPS Detection Threshold EPS

Profie AtackVector & State ¢ Family 4 | Leaming 4| Context & -] Agaregate & [~ BadActor & -] Atiacked Destination & Curtent |1 min |1 hour | Agaregate | Bad Actor | Attacked Destination | Trreshold Hode | Agaregate | Bad Actor | Aticked Destination

dos-device-confiy B2 TCP flags (all a0s s=i) Mitigate @Ready Device A Defected @ None © None 0 728 0 0 0 0 FullyManual 50 Ni# Ni#






_images/image26.png
<html>
<pody>

<hl> <ing sr

http://10.40.0.50/ Initech-Logo-psd36087

png” 2l

<h2>It's not magic....It's TPS Reports</hz>

<ing sr

http://10.40.0.50/cpereport

na" alt="Unicorn View styl

<n3>We Make TPS Reports GO!</h3>

</body>
</henl>

HTHLS Icon” wide

"128" height="128"></hi>

"width:400px; height:400px; ">





_images/image80.png
[Lanntyrattackiostyey suda. hpingd th-all Qo sst oot s~ rant-s0urne: =
-c 25000 —-syn --ack —-fin --rst --push --urg --wuas --yuas

HPING 10.20.0.10 (ens3 10.20.0.10): RSAFPUXY set, 40 headers + 0 data bytes
hping in £lood mode, no replies will be shown

-c

aestportt ol

10.20.0.10 hping scatistic —--
261437 packets cransmittea, 0 packets received, 100% packet loss
ot i win/ava/uss = 0.0/0.0/0.0 s

[ brintiietiackhontosd





_static/class1/image155.png
2SevOne [NEETH wesiose Mot sotings

== 5
! 2 2 & Vewnnvestgata
H ! E] & srowpiocran
. 1 60076 ot g

. 1 oser o
i ! S e

. ! L

0 ! o

: ; o

: ‘ -

P NoworFrowal @ 2017-01.25 081300 10 2017:0125 091360 (1 hwr)





_images/image262.png
Security »

URL Latenci

Dashboard

s

orn Pag

Lasthourv  FebB,080500-090512  Smin. v & Refiesh
) ) ) [ ) ) )
o810 0820 080 0840 o850 ogo0
Atack Duration : Jons
U etk s
3
= Attack IDs o
¢ Q - Doope
] 127504038 0
Z
F) 3845487151 0
) Notattacked 0
© I I I I I 4052301326 0
0m10 820 0830 40 0850 0900 =AVEal St &
Criical W High % Moderate B Low Bl
ICommaniudp_ns_va 0
s Device Level 0

# of Attacks





_images/image1.jpeg
(

IT agility. Your way.





_images/image1.png
Financial
Senvices

User

&

E-Commerce

@

Subscriber

Atackers (B m=x
——

==

et — =

F5 Virtual
5 i F5 VIPRION






_images/global-policy.png
General Properties

Cantext

Policy Type

I Policy

Rule Properties
I Narme
Description
Order
Type
State

Protocal

Saurce

Destination

iRule
Action

Send to Virtual
Logging
Senice Policy

Protocal Inspection Profile

Global v

Enforced v

New v | Name: | global-fw-policy

fo-global-fttp-inspection

Last v
Rue v
Enabled v
TP e
Subscriber:  [Any v
AddressiRegion: [ Any v
Port Ay v
VLAN/ Tunnel: [Any v
AddressiRegion: [Any v
Port Speciy... v
® Port ) Port Range * Port List
E:] | /agd
&
Edt| Delete
None
Accept 2
None 2
Enabled v
None

my-inspection-profile





_images/head2.png
1017 Enable ¥

Description:
Disallowed Methads

Documentatior
Disallowed Methads. The compliance violation
will be raised if method (case insensitive) is one.
of configured methods.

Action:
Reject ¥

Lo
Yes ¥

Value:
Head

Enter String Add

Close





_images/image101.png
bigip . dnstest lab 616





_images/image1010.png
General Properties

I Name

EXT_VIP_10.10.99.30

Description
Type Standard s
Source Address

Destination Address/Mask 10.10.99.30

Service Port 443 HTTPS 5
Notify Status to Virtual Address

State

Enabled %






_images/image10.png
Security » Network

General Properties.

Narne, web_rule_list
Description Cammanly Used Protocals






_static/class2/image71.png
General Properties

Name afm_accessprofile
Parent Profile access

Profile Type Al

Profile Scope Profile v






_images/image100.png
Device Health

Lasthourv  Friday Jul 6, 14:00:26 - 15:00:26 a0 sec. v 2 Refresh Events: |
I
0 1310 13:20 13:30 13.40 1350 1410 1420 1430 1440
cpy
CPU Usage percent)
® User © Systemn © 110 wait ® stolen
Y
0
o
1405 1a:10 1a:15 1a20 1425 1450 1425 a0 165 1080 1485
Top 6 CPU Cores (Percent)
® bigip1 dnstest ab ® bigip2 dnstest ab. ® bigip1 dnstest lab ® bigip1 dnstest lab ® bigip1 dnstest ab ® bigip2 dnstest ab
1408 1a:10 1a:15 1a20 1425 1450 1425 a0 15 1080 1085

1450

s

BIG-IP Host Names v

BIG-IP Blarles v

= BIG-IP CPU Cares v

nterface Names v

= Partitions v





_static/class1/image110.png
& .../ New Evaluation - Network Security *

General
Narme
Description

Evaluation
Source
Source Scope
Unused Objects

Target Device(s)

Available

Name

bigip1.dnstestlab

deploy_afm1

® Current Changes () Existing Snapshot

© All Changes () Partial Changes

® Remove Unused Objects

Keep Unused Objects

tems: 1

Address

192.1681.100

Selected
@ Mame
4 bigipzdnstestiab

Selected 1 of 1

Address

1521681.150





_static/class1/image79.png
Feb 6 09:36:09 bigipl err tmm[10663]: 01010252:3: A Enforced Device DOS attack
start vas detected for vector Bad TCP flags (all flags set), Attack ID 411238769
1.
=





_static/class2/image73.png





_static/class1/image78.png
Bad TCP Flags (Al Flags Set)

[“cancel ] ["update ]





_static/class2/image72.png
‘Addtional Languages.

Defaut Language

Aar (22

Factory Bultin Languages

Engish (on)

apanese (a)
(Chinese (Smpified) (zhen)
(Ghinese (Tradiional) (ah-)
Korean (o)

‘Spanis(es)

French (1)

‘German (de)

Engish






_images/image1011.png
ubuntu@dnsclient:~$ dig £€10.20.0.10 www.example.com +short
10.10.0.99





_static/class1/image112.png
Network » Route Domains.

Route Dorman 1D 0
Vans extemal, tp-tunne, internal, socks-tunnel

Enforcement, Enatiea.. ¥ |Policy Poiy_Fowars <]
Network Firewall

Steging: | Disabled v

Network Address Translation | [Nane

P intelligence Nons v
Senic Poly [None [+

Update





_static/class1/image80.png
[Lanntyrattackiostyey suda. hpingd th-all Qo sst oot s~ rant-s0urne: =
-c 25000 —-syn --ack —-fin --rst --push --urg --wuas --yuas

HPING 10.20.0.10 (ens3 10.20.0.10): RSAFPUXY set, 40 headers + 0 data bytes
hping in £lood mode, no replies will be shown

-c

aestportt ol

10.20.0.10 hping scatistic —--
261437 packets cransmittea, 0 packets received, 100% packet loss
ot i win/ava/uss = 0.0/0.0/0.0 s

[ brintiietiackhontosd





_static/class2/image75.png
() (i (e i Sy i) vt Sty (et 50 G e

e St oo Wocows -
[ ———
Pt v o o W, o s
ot Dkt St Cock o Wi s





_images/image1012.png
f5admin@attacker:~$ ./syn_flood

[sudo] password for f5admin:

HPING 10.1.30.252 (ens3 10.1.30.252): S set, 40 headers + 1200 data bytes
hping in flood mode, no replies will be shown





_static/class1/image111.png
o | neme

state

Protocal

Source

Destination Actions Logging
1 B application, rule list Enatled Any
allow_httn Enabled Top Any Addresses AcceptDecishvely Yes
10.40.050
Ports
80
allow_ssh Enabled Top Addresses Addresses AcceptDecishvely Yes
10200200 10.40.050
Ports
2
2 B weh_rule_ist Enabled Any
allow_http Enabled Top Any Addresses Accept Decishvely Yes
10.30.050
Prts
80
allow_ssh Enabled Top Addresses Addresses Accept Decishvely Yes
10200200 10.30.050
Prts
2
3 reject 1020 ¢ Enabled Any Addresses Any Reject Yes

102000124





_static/class1/image8.png
Security »

1P Int

 Name

* Deseription

* Parttion / Path

B _sys_self_allow_all

1 _sys_self_allow_defaults

1 _sys_self_allow_management

Common
Common

Common






_static/class2/image74.png
Access Policy: /Commony/afm_accessprofile

[ e 11





_static/class1/image104.png
Device Health

Last 30 mmute@ Friday
Last hour o
Last 3 haurs

Last 6 haurs

Last 12 hours -

Al





_static/class1/image72.png
Security » Protocol Security : Security Profiles: DS

Propertes
[ rame [onsboemeaisy
Descrbtion
QuenTive [GawenTs]
hcive Aalabie
Query Type Filter

Active Available

Header Opcode Exclusion






_static/class2/image67.png
Access Policy » Network Access : Network Access List

2 - | Properties Network Settings  Optimization

Enable Network Tunnel
Network Tunnel | @ Enavle

General Settings: | Advanced ¢

‘Supported IP Version ‘ P4 B

1PV4 Lease Pool + | [rd0_jeasepool ¢
Compression | (o Compression ¢
Proxy ARP |~ Enavie

SNAT Pool | (Aomiap ¢

Preserve Source PortStict |~ Enable

‘Session Update Threshold ‘ 0 Bytes/Second
Sesson UptateWincow | 0 Seconds

Client Settings: | Advanced ¢

Force all raffc through tunnel

UCHERED © Use spit tunneling for raffic
1P Address| 172.1.1.0
Mask 256.255.255.0
Aaa
Ve LAN Addross Space | [172.11072562852550

——






_static/class1/image103.png
30sec. v & Refresh

0 & I 0






_static/class1/image71.png
31G4P Health

Memory Usage (GB)
T @ Swap ® other
6 g
4
2
0
0615 06:20 06:25 06:30 06:35 06:40 0645 06:50 0655 o700 o708 o710
Top Busiest CPU Cores (%)
®cruz ®cruD ®cru1 ®crUs e crUT
»
20
—_—
0
0615 06:20 06:25 06:30 06:35 06:40 0645 06:50 0655 o700 o708 o710





_static/class2/image66.png
Access Policy » Network Access : Network Access List

.
=
Description

Auto launch Enable

Customization Settings for English

Language Englsh

| Capton

Detalled Description

Image Ghoose File No fle chosen ViewlHide

Gancel | Finished





_static/class1/image106.png
Devices

Auaiable Selected
ems: 1 v Selected 1 of1
o Name Address Group Name @ Name Adgress Group Name
O bigptansesiiss 1921681100 Frewsll Group Y bigpeanaein 191681150 Frewal Group
-

<]






_static/class1/image74.png
Netlow Profile
WebSocket Profile
SplitSession Client Profle
SpltSession Server Profile
DNS Profile

QoE Profile

GTP Profile
Request Adapt Profile:
Response Adapt Profile

BARIIS Profila

P
None
None

None

None

None

None

None

None

Sw—






_static/class2/image69.png
Access Policy » Network Access : Network Access List

General Properties
Name rd1_networkaccess
Description
| Auto launch Enable

Customization Settings for English
Language English

rd1_networkaccess

Choose File Nofile chosen ViewHide

Cancel | Finished





_static/class1/image105.png
f5 BIGIQ

Monitoring

ALERTS & NOTIFICATIONS
» AUDITLOGS
» DASHEOARDS
~ REPORTS
» Device
~ Security
~ Network Security
Adive Firewall Palcies
Firewall Rule Repors
Reparting
Rule Statistics
Compilation Statistcs

P

T

Packet Traces

[cwsie || [ compore || cone || bame

[ @ Names






_static/class1/image73.png
Local Traffic » Profiles : Services : DNS

General roperties
| reme N
parentprote s T
Denalof Sevice Protecton

RapidResponse Hode [Gieaoreal -]

RapidResponse LastAction | [Drop

Hardware Acceleration
Protocol Validation [Disabied] - |
Response Cache. [Disabied] - |

DNS Features
DNSSEC [Enabiea [~
GstB [Enabiea [~
DNS Express [Enabiea [~
DNS Cache [Disaviedl |
DNS Cache Name [Setect -]
DNS IPV6 to IPv4. [Disavied [~
Unhandled Query Actions ‘Alow
UseBIND Senveron BIGIP | [Enablea |-
DNS Traffic
Zone Transfer [Disabied] - |

DNS Security Enabled [+
'DNS Security Profle Name ans-block-mc-query [

Process Recursion Desired | [Enabled
Logging and Reporting

Logging Disabled

Logging Profile Select.

AR Statistics Sample Rate

[Cancel ] [Repeat]






_static/class2/image68.png
| Allow Local Subnet @ Enavle.
 Alow Loca NS Sovers erave
| cint s socurty oo routin e changes g Ntk Aces canrcton





_static/class1/image108.png
» Packet Parameters

» Devices

Trace Results

Device Name: bigip2.dnstest|ab  Source VLAN: /Common/OUTSIDE

—— 4 — 4

Device I Inelligence Device Dos Device Rules Route Dormain P Inteligence  Route Domain Rules VinualServer P Ineligence  Virual Sever DoS Vinual Server Rules Device Default
AT ewark A \ansiatior)

Route Domain Rules

Result Rejea
Paliqy Narme JCommon/rd 0 policy
Palicy type Enforced

Paliqy Staged Ho

Rule Name reea 10,2000
Route Domain Name sCommanio

Source FQDN unknawn

Source Geo Location No-laskup

Source User ID

Source User Graup

Destination FQDN unknown
Destination Geo Location Norlaokup
Redirected Virtual Nane

Log Canfig Enabled






_static/class1/image76.png
Security » Event Logs : Protocol :

~ [ Logging Pro

DNS Query Name

AtiackType | = Action

* Route Domain | = DNS Query Type

oV Spsee] o

W2 Commonioutside 10.20010 63 0 3 example.com %3 Drop
12 Commonioutside 10.20010 53 0 W example.com 23 Drop
12 (Commonjoutside 10.20.010 §3 0 M example.com Mx Drop





_static/class2/image70.png
Access Policy » Network Access : Network Access List

£ - | Properties

Enable Network Tunnel

Network Settings

Optimization

Network Tunnel {9 Enable
General Settings: | Advanced
Supported IP Version 1PV4 s

1PV4 Lease Pool
Compression

Proxy ARP

SNAT Pool

Preserve Source Port Strict

Session Update Threshold

‘Session Update Window

rd1_leasepool 4
No Compression 4
Enable

AutoMap &

Enable

0 Bytes/Second

Advanced

Client Setting:

Traffic Options.

IPV4 LAN Address Space

Force all traffic through tunnel
(© Use split tunneling for traffic

IP Address| 172.1.2.0%1

Mask 255.255.255.0

Add
172.1.2.0%11255.255.255.0

Edit  Delete





_static/class1/image107.png
Packet Parameters

Narme sshtrace
Protocol tp M

TCPFlags @I SYN [ ACK [ RST [JURG [ PUSH (] FIN
Source IP Address 10200200

Source Port 9999

ut 255

Destination IP Address 1030050

Destination Port 22

Use Staged Policy Yes ® No

Trigger Log Yes ® No

Devices

dd Delete

Device Source VLAN

bigip2 dnstest Iab /Common/OUTSIDE - [+ I Apply these VLANS to all Devices





_static/class1/image75.png
Security » Event Logs : Logging Profiles

# - | EditLogging Profle

DoS Protection
Protocol Inspection
Classification

Protocol Security | Network Firewall Do Protection

HTTP, FTP, and SMTP Security

Publisher
DS Securty
Publisher Tocal-db-publisher =
Enabled
Enabled
Enabled
Enabled
Enabled

Storage Format None






_static/class2/image7.png
Configuration: | Basic
Protocol
Protocol Profile (Client)

Protocol Profile (Server)

TCP

«

tcp

(Use Client Profile)

«

HTTP Profile http s
FTP Profile None %
RTSP Profile None %
SSH Proxy Profile None %
Selected Available
/Common
SSL Profile (Client) << || dlientssl ,
clientssl-insecure-compatible
>> clientssl-secure
crypto-server-default-clientssl
Selected Available
/Common
SSL Profile (Server) << apm-deféult—serverssl
crypto-client-default-serverss|
>> pcoip-default-serverss|
serverss|
SMTPS Profile None <
Client LDAP Profile None <
Server LDAP Profile None <
SMTP Profile None %
VLAN and Tunnel Traffic Enabled on... 4
Selected Available
/Common /Common
VLANSs and Tunnels loopback << http-tunnel
inside
>> outside

socks-tunnel

Source Address Translation

Auto Map &






_static/class1/image11.png
Security » Network Firewall : Rule Lists

General Properties
eE ettt
Parttonpath | common
Description [ommont Used Proors

Rules

Source

Destination

Narme.

state

Schedule

Address

Port | VLAN / Tunnel

Address | Port

Protocal

Action

Logging

N records to display,






_static/class1/image109.png
<

Evaluate and Deploy - Network Security
~ DEPLOVMENT TRACKING

Access
Evaluations
ons
Fraud Protestion Deplay Cancel Delete
Local Traffic & Netwark O Name Devices

Network Securty
Web Application Securty
v EVALUATE & DEPLOY
Access
ons
Fraud Protestion

Local Traffic & Netwark

Web Application Securty





_static/class1/image77.png
Security »» DoS Protection : Device Confiquration : Properties

rofles. Device Configuratio

Properties

local-db-pubisher -
Medum|~.

defaut-evicton-polcy [+






_images/image102.png
® User © system %}/o wait

Aproi 2017, 05:59.06 Aproi 2017, 06:07:24

5 05:56 0557 05:58 05:50 000 0:01 002 0503 08:04 05.05 0508 06:07 D508 0608 0F





_images/image105.png
f5 BIGIQ

Monitoring

ALERTS & NOTIFICATIONS
» AUDITLOGS
» DASHEOARDS
~ REPORTS
» Device
~ Security
~ Network Security
Adive Firewall Palcies
Firewall Rule Repors
Reparting
Rule Statistics
Compilation Statistcs

P

T

Packet Traces

[cwsie || [ compore || cone || bame

[ @ Names






_images/image106.png
Devices

Auaiable Selected
ems: 1 v Selected 1 of1
o Name Address Group Name @ Name Adgress Group Name
O bigptansesiiss 1921681100 Frewsll Group Y bigpeanaein 191681150 Frewal Group
-

<]






_images/image103.png
30sec. v & Refresh

0 & I 0






_images/image104.png
Device Health

Last 30 mmute@ Friday
Last hour o
Last 3 haurs

Last 6 haurs

Last 12 hours -

Al





_images/image109.png
<

Evaluate and Deploy - Network Security
~ DEPLOVMENT TRACKING

Access
Evaluations
ons
Fraud Protestion Deplay Cancel Delete
Local Traffic & Netwark O Name Devices

Network Securty
Web Application Securty
v EVALUATE & DEPLOY
Access
ons
Fraud Protestion

Local Traffic & Netwark

Web Application Securty





_images/image11.png
Security » Network Firewall : Rule Lists

General Properties
eE ettt
Parttonpath | common
Description [ommont Used Proors

Rules

Source

Destination

Narme.

state

Schedule

Address

Port | VLAN / Tunnel

Address | Port

Protocal

Action

Logging

N records to display,






_images/image107.png
Packet Parameters

Narme sshtrace
Protocol tp M

TCPFlags @I SYN [ ACK [ RST [JURG [ PUSH (] FIN
Source IP Address 10200200

Source Port 9999

ut 255

Destination IP Address 1030050

Destination Port 22

Use Staged Policy Yes ® No

Trigger Log Yes ® No

Devices

dd Delete

Device Source VLAN

bigip2 dnstest Iab /Common/OUTSIDE - [+ I Apply these VLANS to all Devices





_images/image108.png
» Packet Parameters

» Devices

Trace Results

Device Name: bigip2.dnstest|ab  Source VLAN: /Common/OUTSIDE

—— 4 — 4

Device I Inelligence Device Dos Device Rules Route Dormain P Inteligence  Route Domain Rules VinualServer P Ineligence  Virual Sever DoS Vinual Server Rules Device Default
AT ewark A \ansiatior)

Route Domain Rules

Result Rejea
Paliqy Narme JCommon/rd 0 policy
Palicy type Enforced

Paliqy Staged Ho

Rule Name reea 10,2000
Route Domain Name sCommanio

Source FQDN unknawn

Source Geo Location No-laskup

Source User ID

Source User Graup

Destination FQDN unknown
Destination Geo Location Norlaokup
Redirected Virtual Nane

Log Canfig Enabled






_static/class1/image69.png
Measurernent [Top ] [Packets [+] | Chanttype: [Absoiute [+

Packets per Virtual Server

200k 4

150k -|

100k

S0k -|

08:10 08:20 08:30 08:40 08:50

Virtual Server ¥ Packets

W jcommon/udp_dns_VS 294,554
B Device Level 140,524
W Overall 435,078






_static/class2/image63.png
Access Policy »» Webtops

General Properties
Name ‘ | afm_webtop| x
Type ‘ Full
Configuration
Minimize To Tray V| Enabled
Show a warning message when
the webtop window close V] Enabled
Show URL Entry Field | Enabled
Show Resource Search V| Enabled
Fallback Section
Initial State Expanded
Cancel || Repeat || Finished






_static/class2/image62.png
Create New Connectivity Profile

& General Settings
5 Compression Setings
& Network Access
<& App Tunnel
& Gl Cient Settings ICommon/connectivity ||
3 4 WinMac Edge Client
& Server List FEC Prof
& Location DNS List Selectavalue.. |

35 Mobile Client Settings
& Android Edge Clent Description:
<& Android Edge Portal
8108 Edge Client
Partton:
6108 Edge Portal oy






_images/image110.png
& .../ New Evaluation - Network Security *

General
Narme
Description

Evaluation
Source
Source Scope
Unused Objects

Target Device(s)

Available

Name

bigip1.dnstestlab

deploy_afm1

® Current Changes () Existing Snapshot

© All Changes () Partial Changes

® Remove Unused Objects

Keep Unused Objects

tems: 1

Address

192.1681.100

Selected
@ Mame
4 bigipzdnstestiab

Selected 1 of 1

Address

1521681.150





_static/class1/image102.png
® User © system %}/o wait

Aproi 2017, 05:59.06 Aproi 2017, 06:07:24

5 05:56 0557 05:58 05:50 000 0:01 002 0503 08:04 05.05 0508 06:07 D508 0608 0F





_static/class1/image70.png
Security »

URL Latenci

Dashboard

s

orn Pag

Lasthourv  FebB,080500-090512  Smin. v & Refiesh
) ) ) [ ) ) )
o810 0820 080 0840 o850 ogo0
Atack Duration : Jons
U etk s
3
= Attack IDs o
¢ Q - Doope
] 127504038 0
Z
F) 3845487151 0
) Notattacked 0
© I I I I I 4052301326 0
0m10 820 0830 40 0850 0900 =AVEal St &
Criical W High % Moderate B Low Bl
ICommaniudp_ns_va 0
s Device Level 0

# of Attacks





_static/class2/image65.png
55 : Lease Pools :IPVA Lease Pools

Genea Proprts
[ rome —
Contuanon

T0.® 1P Adrss O P Adres e

[ o —

=]






_static/class1/image101.png
bigip . dnstest lab 616





_static/class1/image7.png
v

Time
18.0620 02:11
18.0820 02:11
18.0620 02:11
18.0820 02:11
18.0620 02:11
18.0820 02:11
18.0620 02:11
18.0820 02:11
18.0620 02:11
18.0820 02:11

3
38
38
3
2
2
an
2
e
17

Context
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global

Narne,
Jcommongiobal-frewallrules
Jcommongiobal rewallrules
Jcommongiobal-frewallrules
Jcommongiobal rewallrules
Jcommongiobal-frewallrules
Jcommongiobal rewallrules
Jcommongiobal-frewallrules
Jcommongiobal rewallrules
Jcommongiobal-frewallrules

icommoniglobalfrewall-rules

Palicy Type
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced
Enforced

Enforced

Palicy Name.
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal
iCommaniGiabal

Jcomman/Global

Rule
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Global_Drop
Ping

Subscriber 1D
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Subscriber Group
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Region
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

FQDN
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Address
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200
10200200

Port
s1507
s1508
s1505
s1s07
s1506
s505
s1s07
s1508
s1505

VLAN (Tunnel
{CommaniOUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE
{CommanioUTSIDE
[CommanioUTSIDE

Region
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

FQDN
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Address
1030080
1030080
1030080
1030080
1030080
1030080
1030080
1030080
1030080
1030050

Port
&
&
&
&
&
&
&
&
&
048

Route Domain

Virtual Server

Protoc
Tep
Top
Tep
Top
Tep
Top
Tep
Top
Tep
owp





_static/class2/image64.png
Access Policy » Network Access : Lease Pools : IPV4

rd0_leasepool

Type: © P Address 1P Address Range

T —

Add
1721150

Member List

Edit Deleto

Cancel  Repe





_static/class1/image62.png
Local Traffic »» Virtual Servers : Virtual Server List

ity

Network Firewall

Network Address Transation

‘Maximum Bandwidth
Senice Policy
Eviction Policy
1P Intelligence
'DoS Protection Profile

Auto Threshold

Log Profile

102001053
DNS

Enforcement | Disabled [+
Staging: [ Disabled [+

[Cluse Device Policy
[Cuse Route Domain Policy

Policy[None [~

Mops

None E

None

Erabied. =] Pl [Gns bag-scoriocing 2]

Erabied[<] Proe: [ ans-dos pofe =]

Learning Phase End Time (Network):
Learning Phase End Time(DNS)

Disabled [+
Enabled.. [+

Selected

/Common -
dns-dos-profie-ogging






_static/class2/image57.png
€ & C | [)192168.1.50/dvwa/

lease contact the helpdesk at x1234.
Your support ID is: 315007152190128144

The requested URL was rejs






_static/class1/image61.png
General Properties

[ e T
Description
IP Intelligence Policy Properties
== =
Feed Lists. Global
mrvz o
e .
Default Log Actions &J
Coaaclt g cnos 65
e s
= [ ot e =]
Cogttocs Catogar s G DT
S [ e
e s
— 8 )
s poics b vy g og ki s T N
oo Gseroteroean et e e e S






_static/class2/image56.png
Security » Protocol Security : Security Profile:

HTTP Profle Properties

e

Profile Properties
ot Name [ gemo_ntp_securty
Parton an | conmon
Parent Profle |
Profile Description
Protiolscasesensive | ves
HTTP Protocol Checks | RequestChecks  Blocking Page custom ()
5 Header name with o header value: @
|/ Several Content-Length headers. L4
) Chunked request with Content-Length header 4
|/ Nullin request headers 2
) Null in request body 2
) POST request with Content-Length: 0 %)
) Body in GET or HEAD requests. L4
HTTP Protocol Checks |/ Content length should be a positive number L4
) Bad HTTP version L4
) High ASCIl characters in headers. L4
) Host header contains IP address -
) Unparsable request content. L4
|/ Bad host header value L4
) Checemaximum numver oheacers [0 @
@
“
Evasion Techniaues Checks | ) AS™ H






_static/class1/image64.png
Security » Event Logs : Logging Profiles

EditLogging Profile

5.

Logging Profile Properties

Profle Name T ins-dos-rfleogaing
ratton Pan | common

Description [ ——
Protocol Security | Clenatles

Network Firewall Enabled

Network Address Transiaton | [JEnabled

DoS Protection Enabled

Protocol Inspection | Clenatles

Classification | Clenatles






_static/class2/image59.png
Local Traffic » Virtual Servers : Virtual Server List

Properties sourc e

- cury

General Properties
Neme EXT_VIP_10.10.99.30
Pariion / Path Common
Description
Type Stangard
Source Address 00000
Destination AddressMask. 10.1088.30
Sevice Port 443 HrTeS
Noty Status to Virual Address
Link None
Availability @ Available (Enabled) - The virtual server is available
Syncookie Staius. o
sute trabied [

—






_static/class1/image63.png
IP Intelligence

Publisher \ [locakabpudisher [<]
Aggregate Rate Limit \ [indetnite [=]

Log Translation Fields | Denaviea

Log Shun everts Ensviea

Log RTBH Events | Clenatles

Log Scrubber Events | Denaviea






_static/class2/image58.png
Local Traffic » Pools : Pool List

Configuration: = Basic

IIDS Pool I

Name
Description
Active Available
/Common
Health Monitors gateway_icmp << http
hitp_head_f5
>> https
hitps_443
Resources
Load Balancing Method Round Robin
Priority Group Activation Disabled
© New Node ) New FQDN Node ) Node List
Node Name: (Optional)
Address: 1721111 1
Service Port: * * All Services
New Members.
R:1 P:0C:0 172.1.1.11 1721111 *
Edit Delete

Cancel | Repeat





_static/class1/image66.png
[Timeout]
[Timeout]
[Timeout]
[Timeout]
[Timeout]
[Tineout]

Query
Query
Query
Query
Query
Query

timed
timed
timed
timed
timed
timea

nsg
nsg
nsg
t nog

nsg
: wsg

id
id
id
id
id
ia

3466
3467
3468
3463
3470
3471





_static/class2/image60.png
Source Port Presarve

Clone Pool (Client) None.

Clone Pool (Server) + None |
JCommon

Auto Last Hop

ool ww.mysite.com

Last Hop Pool poolwwwmysite.com-api |
poolwwwtheirsite.com

HTTP Analytics Profile pool_wwwyoursite.com  Application






_static/class1/image65.png
IP Intelligence

Publisher \ [locakabpudisher [<]
Aggregate Rate Limit \ [indetnite [=]

Log Translation Fields | Denaviea

Log Shun Events | Clenatles

Log RTBH Events | Clenatles

Log Scrubber Events | Denaviea






_static/class2/image6.png
Local Traffic » Virtual Servers : Virtual Server List

General Properties

I Name int_vip_www.mysite.com_1.1.1.1
Description
Type Standard 5

Source Address

Destination Address/Mask 1.1.11

Service Port 80 HTTP

«

Notify Status to Virtual Address

State Enabled %






_static/class1/image68.png
Security »
Do

fiew Fitter
Filter Type. Dos Attack
Auto Refresh Disahled

Enter Vertor Name

Average Agaregate EPS

Current Dropped EPS

Detection Threshold EP:

Prafile AttackVector ¢ State & Family &

[~ Atacked Destination

Bad Actor | Attacked Destination

Threshold Mode.

ns-sos-prfle A quen 008 Mitgate

@ Leaming udp_dns_vs ) None

0 0

>
DNS A Query

State

Mitgate ¥

* Fully Manual

Srec *
Srec *
¥ Bad Actor Detection

sty ©
Srec *
¥ Add Source Address to Category

Allow External Advertisement

Cancel || Update






_static/class1/image67.png
Translation v | D

3 Lastriour =]

Custam Search.

e [+ anunte | = s categry <o smm‘
0208055942 1020080 CommongenaL.ofseree 0 oee
PE— 102080 Commonseniotseree 5 A5 |
p—— 1020080 CommonieniaL.ofserce 0 oace |
\

2018-02-06 08:47:30 10.20.0.50 /Commonidenial_of_senice 50 Add





_static/class2/image61.png
General Properties

File Name
Version
Encrypted
Date

Size

Archive File

afmapmbase.ucs
BIG-IP 11.6.0 Build 4.0.420
No

Tue Jul 7 13:25:38 EDT 2015
205888 Kilobytes

Download: afmapmbase.ucs

Restore  Delete





_images/image111.png
o | neme

state

Protocal

Source

Destination Actions Logging
1 B application, rule list Enatled Any
allow_httn Enabled Top Any Addresses AcceptDecishvely Yes
10.40.050
Ports
80
allow_ssh Enabled Top Addresses Addresses AcceptDecishvely Yes
10200200 10.40.050
Ports
2
2 B weh_rule_ist Enabled Any
allow_http Enabled Top Any Addresses Accept Decishvely Yes
10.30.050
Prts
80
allow_ssh Enabled Top Addresses Addresses Accept Decishvely Yes
10200200 10.30.050
Prts
2
3 reject 1020 ¢ Enabled Any Addresses Any Reject Yes

102000124





_images/image1110.png
Configuration: | Basic
Protocol
Protocol Profile (Client)

Protocol Profile (Server)

TCP

«

tcp

(Use Client Profile)

«

HTTP Profile http s
FTP Profile None %
RTSP Profile None %
SSH Proxy Profile None %
Selected Available
/Common clientss|

SSL Profile (Client) www.mylsiu‘e.com << cI?entssl-insecure-compatible
www.theirsite clientssl-secure
www.yoursite.com >> crypto-server-default-clientssl

wom-default-clientss|
Selected Available
/Common
SSL Profile (Server) << apm-deféult—serverssl
crypto-client-default-serverss|
>> pcoip-default-serverss|
serverss|

SMTPS Profile None <

Client LDAP Profile None <

Server LDAP Profile None <

SMTP Profile None %

VLAN and Tunnel Traffic

Source Address Translation

All VLANs and Tunnels %

None 4






_images/image112.png
Network » Route Domains.

Route Dorman 1D 0
Vans extemal, tp-tunne, internal, socks-tunnel

Enforcement, Enatiea.. ¥ |Policy Poiy_Fowars <]
Network Firewall

Steging: | Disabled v

Network Address Translation | [Nane

P intelligence Nons v
Senic Poly [None [+

Update





_images/image113.png
Packet Traces

Create compare || clone Delete Selected 1 of 1

¥ @ Names Devices Date Created Status Protocol Source IP SourcePort  DestIP Dest Port

v sshrace bigip2 dnstestIab Jul 09, 2018 04:50.54(EDT) FINISHED tcp 10200200 9999 1030050 22





_images/image1111.png
Local Traffic » Virtual Servers : Virtual Server List

—
[rone o
s

Type [Standara  [+]
Py

S

Senice Port - “AlPois [

AnyIP Profile pother [

‘SSH Proxy Profile None  [=

VLAN and Tunnel Traffic ‘AIIVLANS and Tunnels [

‘Source Address Translation SNAT =

| SNATFool nside_snal_pool
Resources
Enatled Available
B (Common =
_sys_APM_ExchangeSupport_OA_BasicAuth| |
Rules eys_APM_ExchangeSupport_OA_NtimAuth

sys_APM_ExchangeSupport_helper
sys_APM_ExchangeSupport_main -






_images/image1112.png
interface: ethl at vrouterl bmon 2.0.1 interface: ethl at vrouter2 bmon 2.0.1
# Interface RX Rate RX # TX Rate X # # Interface RX Rate RX # TX Rate X #
vrouterl (source: local) vrouter2 (source: local)
[] etho 66.00B 1 13.34KiB 19 0 etho 65.008 /] 449.00B /]
E-th1 510.008 8 3.47MiB 2903 BE-th 12.74KiB 18 0.008 [}
2 eth2 3.73MiB 3116 0.00B ] 7 eth3 0.00B /] 12.74KiB 18
RX B RX MiB
L 3050 i s K KKKKKKKKKKKK KKK KKK KK KKK KKK KK KKK KKKKK o KKKKKK ¢ o
595,00 *.kKKKu s uuuaaaanannaaaaaaaaaaaaaaaaaaa s nnnnn 2.99 , e @ KKK KKK KKK KKK KKK KK KKK KKK KKK KKK KKK KKK 5 5

476,00 *xkkHokKu s s ausurannusaransn ettt st ey 2.39
357.00 xxxkkkkk,

«skoksksokokksokokRok kR Kok Kok Kok KA KK AR KA KKAKK 4 o
. 1279 vuue s cRRRKRRRRKRRKRSRKARFRKARFRKAFRKAFRKAFRKAFKKAFKKAFKK o

238.00 sxkkkkk, o . . 1.20 . e e e RRORORKORORKOR KRR KRR R ok Rk Kok kKRR ok kKKK K o
119.00 kkkkkkk, . k. %, L = T I .. HE .. [-0.06%] 0.60 : 1 3RoRKKR KKK KKK KKK KKK KKK KKK KKK KKK AR KKK KKKkFokkk s [0, 03%]
1 5 10 15 20 25 30 35 40 45 50 55 60 s 1 5 10 15 20 25 30 35 40 45 50 55 60 s
TX MiB TX B
3,60 xxriiolololololok, 4 sokkkkkkilolollololokokkkkkRRRRoRoRkoRRRRRK o FoKKKKK L o o =T L T T
3,00 sxxrikkkllllkkkkkkkillklolllokkkkRkRkkoloRkofoRfRR R RRK o o o 2 T L T T
2040 KKKKKKKHKHKHKHKHKHKHKHKHKHK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK HKHKKKK o o 100.00 . R - - e 3 PR P
1. 80 skokskokokokokokokokokkokokskokokok ok sk ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kKoK 5K o 75.00 . R e Ky e 3 e T
1,20 skokskokokokokokokokkskokokokokokok ok sk ok ok sk sk ok sk sk sk ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kKoK 5K o 50.00 . wenwaKewn Ko wuwaKe Ky e T T T
0.60 xxripkrikRRRkRRRRRRRRRRRRRRRRRORRRR Rk kKK s [~0.4 06%] 25,00 ....aaeeikern ki Ko saa ek anasaa ke Rk s aa k.. [-0.03%]
1 5 10 15 20 25 30 35 40 45 50 55 60 s 1 5 10 15 20 25 30 35 40 45 50 55 60 s
Press d to enable detailed statistics ——  Press d to enable detailed statistics
~ prev interface, v next interface, <- prev node, -> next node, ? help ~ prev interface, v next interface, <- prev node, -> next node, ? help






_images/image116.png
Network Security Logging Configuration

This wil create logging configuration objects needed to send Network Security logging events from the BIG-
1P1s) associated with these Shared Security Virtual Server(s) to BIG-IQ Data Collection Devices. Events
received on the DCDs can then be viewed on this BIG-1Q. These objects will be shared among these Shared
Security Virtual Serveris) and should not be modified, because it could affect the BIG-P's abilty to send
events.

The following will be created (if needed)
One or more Logging Profiles

Log Publisher

Log Destination

Pool for each device

Pool Mermbers

Pool Monitor

Continue || Cancel





_static/class2/image9.png
Local Traffic Network Map

@ afmmysql_vs
@ afmmysql_pool
@ 172.1.1.10:80

@ int_vip_www.mysite.com-api_1.1.1.2
@ pool_www.mysite.com-api
@ 10.10.121.132:80

@ int_vip_www.mysite.com-downloads_1.1.1.3 | @ int_vip_www.theirsite.com_2.2.2.2

@ pool_www.mysite.com
@ 10.10.121.129:80

@ int_vip_www.mysite.com_1.1.1.1
@ pool_www.mysite.com
@ 10.10.121.129:80

@ pool_www.theirsite.com
@ 10.10.121.131:80

@ int_vip_www.yoursite.com_3.3.3.3
@ pool_www.yoursite.com
@ 10.10.121.130:80






_images/image117.png
Device DoS Configurations.

Configure Dos Logging || Disable Dos Logging

Device

@ bigipt dnstest.ab

bigip2.dnstest.lab

Selected 1 of 2
Last Updated

Jul 06,2018 16:154S(EDT)
Jul 06,2018 15:1344(EDT)

DS Logging Configuration

This will create logging configuration objects needed to send Dos logging events from the BIG-1P(s)
associated with these Device DoS Configis) to BIG-IQ Data Collection Devices. Events received on the DCDs
canthen be viewed on this BIG-IQ. These objects will be shared among these Device DoS Configls) and
should not be moified, because it could affect the BIG-IP's ability to send events.

The following will be created (if needed)
One or more Logging Profiles

Log Publisher

Log Destination

Pool for each device

Pool Mermbers

Pool Monitor

Continue || Cancel






_images/image114.png
» Packet Parameters

» Devices

TraceResults

Device Name: bigip2.dnstest|ab  Source VLAN: /Common/OUTSIDE

a4 4 4 4 4 3 3

Device P Intelligence DeviceDos Device Rules Route Dormain IP Intelligence  Route Domain Rules Vinual Server P Intelligence  Virtual Server Dos. Vinual Server Rules Device Default

Route Domain Rules

Result Decisve Allow
Paliqy Narme JCommon/rd 0 policy

Palicy type Enforced

Paliqy Staged Ho

Rule Name ICommantweb ule listallow._ssh
Route Domain Name sCommanio

Source FQDN unknawn

Source Geo Location No-laskup

Source User ID

Source User Graup

Destination FQDN unknown
Destination Geo Location Norlaokup
Redirected Virtual Nane

Log Canfig Enabled






_static/class1/image129.png
Agiliey 2018

[<H<N<N<N<N<]

oy
bigpt

bigigDt gt
AP Address D
AFM Rule 1D
AFM Policy 1D

bigip02-machineid

Value Bulk Edie

192.168.1.100

192.168.1.50

2aa5e564-6430-367c-Bae5-1322bd87d158

7658721-0606-3142 8a63-05aa6c4232cF

Cancel






_static/class1/image96.png
& .../ Add iHealth Credential

Credential Properties

Narme Fred Wittenbery
Username Twittenbera@is.com
Password

Description

Connection Test Test





_static/class2/image91.png
50 - .8





_images/image115.png
Contexts

Deploy || configure Logging

v

8 Names

0
0
APP-10400.150
DMZ10.30.0.150
gobal

gobal
inside-1010.0.11
Pva_ANY

1Pv4_TCP

Disable Logging

Partition

Common

Common

Common

Common

Common

Common

Common

Common

Common

Firewall Type

route-domain
route-domain
selfip

selfip

gobal

global

selfip

vip

wip

1P Address

10.40.0.150/24

10.30.0.150/24

10.10.0.11/24

00000

00000

Device

bigpt anstestlab
bigip2 dnstestlab
bigip2 anstestlab
bigip2 dnstestlab
bigip2 anstestlab
bigpt dnstestlab
bigit anstestlab
bigip2 dnstestlab

bigip2 dnstest lab

Selected 1 0f 19

Enforced Policy

Cormmonird_0_policy

Common/Global





_static/class1/image95.png
Credentials

ey | fesens





_static/class2/image90.png
Security » Network Firewall : Active Rules

General Properties

Context ‘anﬂlsamn, 4 rdivs 4
Policy Type. ‘ Enforced 3

Polcy \ New... +)Name: rd1_afmpoliy
Rule Propertes

IN.m. 01 _denyall_rle

Description

Order Last :

Type Rule s

sute Enaed %

Protocol Any 4

Address/Region:| Any
Source Port: Any
VLAN / Tunnel: | Any

Address/Region:| Any

Pesinaten Port Any :

iRule. None :
Action

Logging

Cancel Repeat  Finished





_images/image601.png
Source Port Presarve

Clone Pool (Client) None.

Clone Pool (Server) + None |
JCommon

Auto Last Hop

ool ww.mysite.com

Last Hop Pool poolwwwmysite.com-api |
poolwwwtheirsite.com

HTTP Analytics Profile pool_wwwyoursite.com  Application






_static/class1/image130.png
» Step B: Create New Rule Examples (1) v

Authorization  Headers 2)  Body®  PrevequestScript  Tests Cookies Code
formdata @ swaweformuriencoded  ® raw @ binary  JSON (applicationfjsan) ¥

=l ¢

2

5

i

5

Bo

7o "addressListReferences”: [

8- h

o Link": “https://Localnost/mgnt /cu/Firewall/working-config/address -1ists /{{AFH_Address_TD}}

10 b

n 1

1z

15 State': "enabled”,

1 nane”: "APT_Naughty_Rule_List"

FER
Body  Cookies  Headers (10)  TestResults Steus: 000K Tine: 162ms  Size: 107KB

Premy  Rew  Prevew  JSON v Q Save Response

ddressListReferences”s [
8 <

25¢560-6430-3b7¢ -8ae5 -1322bd87d155",
8PT_Haughty_Address_List

cn: Firewalltworking -confi
+ "Connon”

https://localhost /mgnt /cn/Fireuall/working-config/address -1ists /2aa5e56d-6430-3b7C -8ae5 -1322bd87d158"

address-ists:addressliststate”,

abled”,
18 1 00000000 200020002000 16263956 ddED
15 1 ~5071755514252075593,
4PI_Naughty Rule_List",
21 14" "6lded526-0c78-33F3 -bF25-5228FCLOdCT3






_static/class1/image98.png
<

» BG-IP CLUSTERS
DEVICE GROUPS
~ BACK UP & RESTORE
Backup Schedues
Backup Files

Backup Compare History.

AllBIG-IP Devices v

[ saveice || epormentory || Femovetence | Removerisenices | morew |

[ st Dece Name~ P agiress ClsterDisply Name
O e bgptansestin 1921681100

O e bgpzenestin 1921681150

tems:2
Stats Collection Status  Data Collection Device  Stats Last Collection Date Services

Enabled bigqo-dediocal U106, 2018 150515(ED.. 4 Compiete mport 135k

Enabled bigiqoT-dedlocal U106, 2018 150512(ED.. 4 Complete mport 135k





_static/class2/image93.png
A, The site "192168.1.50's attempting to inspect your system
configuration.

This site is not on your Trusted Sites list.

9 Add this site to your Trusted Sites list, and always allow
inspection from this site.

‘ 3 Allow this site to inspect your system for this session only. ‘

4 Do not allow this site to inspect your system, and do not connect
to this site.






_images/image60.png
DNS A Query

15

Category Duration Time.

60

/Add Source Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time

seconds

seconds

[l Allow External Advertisement






_static/class1/image13.png
V|| Name Description | State | Gehedule | Address/Region | Port| Subscriber | VLAN f Tunnel | AddressRegion | Port | Protacal | Virtual Server | iRule | Action | Logging | Senvice Policy
allow_fttp Enabled Any Any Any Any Any 80 6(TCF) Accept Enabled
reject_10_20_0_0 Enabled 10200024 Any Any Any Any Any B (TCP) Reject Enabled





_static/class1/image97.png
&) ... /Weekly Upload

Properties
Name Weekly Upload
Description
Credential Fred Wittenberg v
s @ scheduledt

Upload Schedule

Upload Frequency Weekly ¥ (@/Sunday ) Monday () Tuesday (Wednesday () Thursday (Friday () Saturday
Start Date JuI06,2018 @ Starttime: 00 Y . 00 ¥
End Date Jul06,2018 ¥ NoEnd Date
Devices
tems:2
Device Last Report

bigipt dnstest.ab

bigip2.dnstest.ab





_static/class2/image92.png
® BIG-IP Edge Client™ |E=RECoR =<~

Di ted
R

Connection

® connect

Close a connection and disconnect.

Changeserver Showsrasn ] [ viewoemis






_images/image610.png
Local Traffic » Nodes : Node List

General Properties
|..=.... [aoseneriotooss
Description
Ims Adaress

0 —
Configuration
Rato IE
Gonnection Limit I
Gonnection Rate Limit e
[Cancel ] [Repeat ]






_static/class1/image132.png
Edit Environment.

Agiliey 2018

[<H<N<H<N<N<]

oy
bigpt

bigigDt gt
AP Address D
AFM Rule 1D
AFM Policy 1D

bigip02-machineid

e BulkEde
192.168.1.100

192.168.1.50

22a56560-6430-3b7c Bae5-1 3226874158
765787e1-3006.3142-8263 95aae4232c

3603d1 e-bc2c- 300b-8ac8- 22020440983





_static/class2/1Z2rlf2.png
e

P

s ==

omcn

e T

corrn o

e e N e - [P S ——

o 4 ¥ Prowca "7 Pertomace Impact
o s
joot






_static/class2/image95.png
Iimwv\wxv
(Cancel) (Repeat] [Fished]





_images/image61.png
General Properties

[ e T
Description
IP Intelligence Policy Properties
== =
Feed Lists. Global
mrvz o
e .
Default Log Actions &J
Coaaclt g cnos 65
e s
= [ ot e =]
Cogttocs Catogar s G DT
S [ e
e s
— 8 )
s poics b vy g og ki s T N
oo Gseroteroean et e e e S






_static/class1/image131.png
CollectionReference”s {

sSubcollection

LastUpdatetticros

LastUpdatemicros”:
n: Firewall: working-config: policies:policystate”,

orking-confi
1528386995229533,
"hittps: //localnost /ngnt fcn/Firewall fuorking-config/policies”

LastUpdatetticros

flocalnost fngnt fcn/Fireuall/working-config/policies /FFa450c -128F -330-a361-SbScsbaedbas rules
true

FFad50c-125F-33c0-a361-5bEcEbacIbdS ",

1531499362848442,
orking-config: policies:policystate”,

+//localnost /mgnt fcn/Firewall /uorking-config/policies /FdFddsoc-128F-33c0-a361-5b8csbaeabds"

+//localhost fmgnt fcn/Firewall fuorking-config/policies /e3603d1e-be2c-3000-5ac9-2a9a0040983¢  rules

true

rd_o_policy",
3603dLe -bc2c -300h -8aco -2a929040983¢”,

1531499362847606,

Flocalhost fngnt /cn/Firewall working-config/policies /e3603dLe -bc2c-300b -8acT-2a9a9040983¢

policies:policycollectionstate”,






_static/class1/image99.png
BIG-IP Devices

AllBIG-IP Devices v

Add Device | | Export Inventory RemoveDevice || Removeall Services || Morew
Stawws  Device Name 1P Address Cluster Display Name
. bigipt dnstest.ab 1921681100

. bigip2.dnstest.ab 1921681150

Stats Collection Status

Enabled

Enabled

Data Collection Device

bigiq01-ded.local

bigiq01-ded.local

tems:2

Stats Last Collection Date Services

Jul 06,2018 15:1357(ED.
Jul 06,2018 15:14:02(ED.

Management, LTM, AFM

Management, LTM, AFM





_static/class2/image94.png
Internet: 10.128.10.2/16 Al networks are /24
Gateway: 10.128.0.2

clientnetwork: clientnetwork:
192.168.1.10192.168.1.100 [EFRepranty

—
Win7 Client

d0

172.1.1.100

rlant_vian

172.1.1.10

AFM301 | 172.12.100%1

172.1.2.10

sysiogWebserver

BIGIP_mgmt_net:
192.166.3.123
user:Agiity1

BIGIP_mgmt net:
192.168.3.198
Ssh root:Agiity1

WEB Ul admin:Agilty1

BIGIP_mgmt_net:
192.168.32
ubuntu:Agilty

rootAgilty!






_images/image57.png
Security » DoS Protection : DoS Profiles

dns-dos-profie






_static/class1/image124.png
ility 2018
Step1:GerOrignal L X+ e Agility

> Step 1: Get Original Device DOS Profile E

Authorization ®  Headers PrerequestScript  Tests






_static/class1/image91.png
v BACK UP & RESTORE
Backup Schedules &

Backup Files





_static/class2/image87.png
Local Traffic » Virtual Servers : Virtual Server

Generai Properties
I Name

Descrton

Type

Sourcs Address

Destnation Address
Servics Pot
Noty Statu to Vinual Address

state

Configuration:  Advanced ¢
Protoco

Protocol Profle (Cient)
Statstes Profie

VLAN and Tunnel Traffc

'VLANs and Tunnels

0_vs.

Forwarding (1P) B

17211024

. AiPots 4

Enabled +
* Al Protocols ¢
fastta &
None %
Enabled on B
Selected Available
iCommon iCommon
afm_cp << | clentian_vian
itp-tunnel
>> | senverant_vian

serverian?._vian





_images/image561.png
Security » Protocol Security : Security Profile:

HTTP Profle Properties

e

Profile Properties
ot Name [ gemo_ntp_securty
Parton an | conmon
Parent Profle |
Profile Description
Protiolscasesensive | ves
HTTP Protocol Checks | RequestChecks  Blocking Page custom ()
5 Header name with o header value: @
|/ Several Content-Length headers. L4
) Chunked request with Content-Length header 4
|/ Nullin request headers 2
) Null in request body 2
) POST request with Content-Length: 0 %)
) Body in GET or HEAD requests. L4
HTTP Protocol Checks |/ Content length should be a positive number L4
) Bad HTTP version L4
) High ASCIl characters in headers. L4
) Host header contains IP address -
) Unparsable request content. L4
|/ Bad host header value L4
) Checemaximum numver oheacers [0 @
@
“
Evasion Techniaues Checks | ) AS™ H






_static/class1/image123.png
File Edit View Help

[T

Collections

G

Agiity 2018 Lab 5

9 requests

GET Stzp 11 Get Original Device DOS Pro
BT Step 2 Modify Device DOS Profile

GET Stzp 3 Get Modfizd Device DOS P
2057 Step 4s Create Address List

2057 Step 5 Create Hew Rule

2057 Step 6 Create Hew Rule List

2057 Step 8 Create New Polcy Rule List
2057 Step 8 Create Drop Rule in Policy

POST Step 10; Deploy Policy to bigip02





_static/class1/image90.png
5 [BIG-IQ

Monitoring

Device Health
ALERTS & NOTIFICATIONS

» AUDITLOGS

Lasthourv  Friday Jul 6, 09:59:08 - 10:59:08 a0sec. v 2 Refresh Events
¥ DASHEOARDS -

L[]
o510 o510 o520 0520 o540 o520 [so w10 0 o 040

Access Summary
Application Surmmary
cpy

» Federation

» Remote Access CPU Usage (percert) -

» Sessions ® User © Systemn © 110 wait ® stolen
User Surmmary ™
» Logging Messages (Al) -

Remote Logging Canfiguration

> Secure Web Gateway

~ Device 1000 1008 10:10 10:15 1020 1025 1030 1035 10:90 10:05 1080 1085

Top 6 CPU Cores (Percent) -
Traffic
»ons ® bigip1 dnstest ab ® bigip1 dnstest ab ® bigip1 dnstest lab ® bigip1 dnstest lab ® bigip1 dnstest ab ® bigip2 dnstest ab
> Local Trffic

Web Application Securty

» REPORTS

» EVENTS






_static/class2/image86.png
Access Policy

Access Profile ‘ afm_accessprofile
Connectivity Profile ‘
Per-Request Policy ‘ None

VDI Profile: ‘ None

Application Tunnels (Java & Per-

AV, Enabled

OAM Support ‘ Enabled





_images/image581.png
Local Traffic » Pools : Pool List

Configuration: = Basic

IIDS Pool I

Name
Description
Active Available
/Common
Health Monitors gateway_icmp << http
hitp_head_f5
>> https
hitps_443
Resources
Load Balancing Method Round Robin
Priority Group Activation Disabled
© New Node ) New FQDN Node ) Node List
Node Name: (Optional)
Address: 1721111 1
Service Port: * * All Services
New Members.
R:1 P:0C:0 172.1.1.11 1721111 *
Edit Delete

Cancel | Repeat





_static/class1/image126.png
Agity 2018 O

Agilty 2018

bigip1  182.168.1.100
bigiqt-mgme 182168150
AFM_Address D
AFM_Rule D
AFM_Policy 1D
bigip02-machineid

Glabals Edit

No glohal varishles

Glabal variables are a set of variables that are always available in a
workspace.
Learn mare about glabals





_static/class1/image93.png
&) ... / New Backup Schedule *

~ Backup Properties

Name nightly
Description
Private Keys @/ Include Private Keys
Enaypiion Encrypt Backup Fies

 Delete local backup copy 1 day after creation
Local Retention Policy Keepthelast 1 local backup copy

Never Delete

~ Backup Schedule
Backup Frequency Daily v

Start Date Jul06,2018 & Starttime: 0 0

® Noend date

£ndDate
Endon Jul 06, 2018
~Devices
® Group ) Device
Selected Group: Al BIGHIP Group Devices
Selected
Narne
Devices

bigip2.dnstestlab
bigip1.dnstestlab

Eastern Daylight Time

Address

1521681.150
152.1681.100

tems:2

Group Name

AllBIG P Group Devices
AllBIG P Group Devices





_static/class2/image89.png
Security » Network Firewall : Active

General Properties

Context Virtual Server... 4 [ rd0_vs 4
Policy Type Enforced &

Policy New. +) Name: | rdo_afmpolicy
Rule Properties
I Name 40_denyall_ule

Description

Order Last s

Type Rue &

State Enabled 4

Protocol Any 4

Address/Region: | Any
Source Port: Any
VLAN/ Tunnel: | Any

Address/Region: | Any

Destnation Port: Any ;
iRule None

Action Reject §

Lo

Cancel  Repeat Finished





_images/image58.png
=)





_static/class1/image125.png
Body  Cookies  Headers (10)  TestResulis Status: 000K Tine: T13ms  Size: 7508

Q Save Response

Premy  Raw  Preview  JSON v

1v g
2+ addresses™: [

3 <

a address”: "10.20.0.0/24",

5 description”: "Joanna Hetourk”

6 n

7 i

s address”: "10.20.0.200",

s description”: "Joanna Host"

10

11

12 ": "comnon”,

13 APT_Naughty_Address_List",

1 2aa5e560-6430-3b7¢ -8ag5 -1322bd87d15E"

15

16 + 1531862898616051,

17 ig:net:ip-address-lists:adcaddressliststate’,

18 Flocalhost fmgnt /cn/adc-core fworking-conFig/net /ip-address -1ists /2aa5e560-6430-3b7c -8ae5 -1322b87d158"





_static/class1/image92.png
Backup Schedules

Back UpNow || Create

Status Narme





_static/class2/image88.png
Local Traffic » Virtual Servers : Virtual Server List

% - Properties Rosources Security

- statistcs

General Properties
Name 1vs
Parttion  Path Common
Descrption il
Type Fowarding (IP)
Source Address 00.0.0%110
Destination Address 172120%1124
Servics Port o * Al Ports

Notty Stats to Virtual Adress | &

Configuration: | Advanced &

Protocol * Al Protocols ¢
Protocol Profile (Cilent) fastla ¢
Statstcs Profie None %
VLAN and Tunnel Traffc: Enabled on.
Selected
iCommon
VLANS and Tunnels. afm_cp

Avaiabilty @ Unknown (Enabled) - The children pool member(s) eith
‘Syncookie Status off
State. Enabled ¢

Available
iCommon
<< | cientian vian
http-tunnel
>> | serverlant_vian

servertan2_vian





_images/image591.png
Local Traffic » Virtual Servers : Virtual Server List

Properties sourc e

- cury

General Properties
Neme EXT_VIP_10.10.99.30
Pariion / Path Common
Description
Type Stangard
Source Address 00000
Destination AddressMask. 10.1088.30
Sevice Port 443 HrTeS
Noty Status to Virual Address
Link None
Availability @ Available (Enabled) - The virtual server is available
Syncookie Staius. o
sute trabied [

—






_static/class1/image128.png
“rulesCollect ionReference”: {

ink": "https://localhost/mgnt/cn/Fireuall /working-config/rule-1ists 765F87e1-9b96 -3142-8263-95a36¢4232¢F rules",
fsSubcallection”: true

partition's “Common®,
#PT_Naughty_Rule_List",
pesrarel-oba8-3142-8a63-55aa6caz32cr
generation”s 1,
TastUpaateticros®: 1531863428459874,
Firews11:working-confi
ttps: //lacalhost /agnt/cn/Firenall/working -config/rule-1ists /T65¢57eL 5096 3142 -5a63-95aa6cA232¢F"






_images/image59.png
(® BIGP® - bigipLanstestlab (1 X =1 ran =)

% cC o ® & hitps://192.168.1.100 i/ e @ W Q Search In =@ =

| onLINE (acTive)
 Standalone

/g Statistics

2 e
&) ons e

S8 s SR iz

om Drop  a7e3s66967 303 80
() Local Traffic

Drop 3783556962 369 ass

3} Traffic Intelligence blogspotcom Drop. 3793556962 139 n"r

L Dron 3793556067 365 217





_static/class1/image127.png
Agiliey 2018

[<H<H<N<N<N<]

oy
bigpt

bigigDt gt
AP Address D
AFM Rule 1D
AFM Policy 1D

bigip02-machineid

Value

192.168.1.100

192.168.1.50

2aa5e564-6430-3b7c-8ae5-1322bd87d15¢]

Cancel

Bulk Edie

x






_static/class1/image94.png
Configuration
ALERTS & NOTIFICATIONS

» AUDITLOGS

Properties
» DASHEOARDS
 REPORTS QRview Transfer Limit

~ Device

Credentials

~ iHealth

Uploads

Delete

Repans

2 max simultaneous QKViewfile transfers

Username

Description





_images/image6.png
Local Traffic » Virtual Servers : Virtual Server List

General Properties

I Name int_vip_www.mysite.com_1.1.1.1
Description
Type Standard 5

Source Address

Destination Address/Mask 1.1.11

Service Port 80 HTTP

«

Notify Status to Virtual Address

State Enabled %






_images/image119.png
DoS Attacks Summary

Last 2 hours

50
a5

a0

Total

s

a0

Attack D

1459982048

2320130250

1162212690

2571724973

1459982048

2320130250

1162212690

2571724973

1520

v oo

Severity

o

[

[ -

[

[ -

[

e

[

1540

Protected Object

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

v AllDOS Attack Events

15550

Host

bigipt

bigipt

bigipt

bigipt

bigipt

bigipt

bigipt

bigipt

v AllDevices

dnstestlab

dnstestlab

dnstestlab

dnstestlab

dnstestlab

dnstestlab

dnstestlab

dnstestlab

16100

Detection Mode

16110

Top Protected Dbject:

bigip! dnstest lab.

AttackName,  EPS

Flood attack

Sweep attack

Flood attack

Sweep attack

Flood attack

Sweep attack

Flood attack

Sweep attack

1620

s

Incoming/Dropped

11,046/10,271 packets
86.8% dropped

15,824/13,543 packets
85.6% dropped

21,646/17,196 packets
79.4% dropped

17,599/11,894 packets
67.6% dropped

11,046/10,271 packets
86.8% dropped

15,824/13,543 packets
85.6% dropped

21,646/17,196 packets
79.4% dropped

17,599/11,894 packets
67.6% dropped

1620 1640

Status
Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

16550 17:00

Top Attacks

Start/End ..

1710

Total Aftacks

Longest Duration

48s

1720 ‘M

Attacks Mitigated

Highest Attack Severity

Jul 06,2018 17:23 S3(EDTHJul 06, 2018 17:2441(EDT)
(48 secs)

Jul 06,2018 17:23 S3(EDTHJul 06, 2018 17:24:14(EDT)
(20 secs)

Jul 06,2018 16:29.00(EDTHJul 06, 2018 16:29:36(EDT)
(35 secs)

Jul 06,2018 16:28:43(EDTHJul 06, 2018 16:29:00(EDT)
(17 secs)

Jul 06,2018 17:23 S3(EDTHJul 06, 2018 17:2441(EDT)
(48 secs)

Jul 06,2018 17:23 S3(EDTHJul 06, 2018 17:24:14(EDT)
(20 secs)

Jul 06,2018 16:29.00(EDTHJul 06, 2018 16:29:36(EDT)
(35 secs)

Jul 06,2018 16:28:43(EDTHJul 06, 2018 16:29:00(EDT)
(17 secs)





_images/image12.png
Rule Properties
Narme.
Partiion / Path
Description

state

Protocal

Source

Destination

iRule
action

Send foVirual
Logging
Senice Policy

Protocol Inspection Profile

allow_httn

Common

Enabled v

ToP ve
Subscriver:  [Any v
AddressiRegion: any v
Port Ay v

VLANITunnel: [any v

AddressiRegion: apecity.. ¥
® address ) Address List  Address Range

10.30.050
Eaif [Delete,
Port Specify. ¥
® Port - PortRange  Port List
]
0
Eaif [Delete,
Nane v

Accept Desisively ¥
Nane 2
Enabled ¥

Nane ¥

Nane v

CountryiRegion

]





_images/image118.png
Network Security: Firewall Events.

All Devices v Ssecondrefesh v SRR ¥ v fiter.

Time Host Context Name Policy Type Policy Name Rule SrCSu... SrcGeo SrcFQDN Src Address srcport SrcVLAN/Tunnel  Dest Geo DestFQDN  Dest

Jul 06,2018 16:49:46(.. bigip2 dnstestlab  Virtual Server 1PV4_UDP. Enforced (Default) Unknown unknown 10200200 52778 oUTSIDE Unknown unknown 2392. 1900

Jul 06,2018 16:49:44( . bigip2 dnstestlab  Virtual Server 1PV4_UDP. Enforced (Default) Unknown unknown 10200200 52778 oUTSIDE Unknown unknown 2392. 1900

Jul 06,2018 16:49:43(.._ bigip2 dnstestlab  Virtual Server 1PV4_UDP. Enforced (Default) Unknown unknown 10200200 52778 oUTSIDE Unknown unknown 2392. 1900

Jul 06,2018 16:49:43( .. bigip2 dnstestlab  Virtual Server 1PV4_UDP. Enforced (Default) Unknown unknown 10200200 52778 oUTSIDE Unknown unknown 2392. 1900

Jul 06,2018 16:49:16(... bigip2 dnstestlab  Virtual Server 1PVa_TCP - Unknown 10200200 58249 ouTSIDE Unknown 1040... 80

Jul 06,2018 16:49:12(.. bigip2 dnstestlab  Virtual Server 1PVa_TCP. - Unknown 10200200 58250 oUTSIDE Unknown 1040... 80

Jul 06,2018 16:49.00(. bigip2 dnstestlab  Virtual Server 1PVa_TCP - Unknown 10200200 58254 ouTSIDE Unknown 1020... 80

Jul 06,2018 16:49.05(.. bigip2 dnstestlab  Virtual Server 1PVa_TCP. - Unknown 10200200 58249 oUTSIDE Unknown 1040... 80

Jul 06, 2018 16:49.05(.. bigip2 dnstestlab  Virtual Server 1PVa_TCP. Enforced rd_0_policy JCommon/applicati Unknown unknown 10200200 58249 oUTSIDE Unknown unknown 1040... 80

Jul 06,2018 16:49.03(.. bigip2 dnstestlab  Virtual Server 1PVa_TCP. Enforced rd_0_policy JCommon/web_rul Unknown unknown 10200200 58254 oUTSIDE Unknown unknown 1020... 80

Jul 06,2018 16:49.03(._bigip2 dnstestlab  Virtual Server 1PVa_TCP - Unknown 10200200 58254 OUTSIDE Unknown 1020... 80
T

Date: Jul 06,2018 1643 05(EDT) Type Network Event Source Gealocatian: Unknown

Context Type: Virtual Server Severity: & Srclser: unknown

Context: /Comman/Py4_TCP Msg Number: 23003137 Src User Group: unknown

ACL Policy Type: Enforced Adtion: Accept decisively SourcelP: 10200200

ACL Palicy Name: 1d_0_palicy SourcePart: 58249

Rule Name: /Comman/application_rule_lst:alow_http Source FQDN: unknown

Hostname: bigip2.dnstestlab Transiated Src P: 10200200

Host IP: 192.1681.150 Translated SrcPort: 58249

Vendor: F5 Destination IP: 10.40.0.50

Praduct: Advanced Firewall Madule Destination Port: 80

Version: 13101008 Destination Gea: Unknawn

VLAN: OUTSIDE Destination FQDN: unknown

Translated VLAN: /Common/APP. Translated DestIP: 10.40.0.50

Route Domain: 0 Translated Dest Port: 80

Transiated Route Domain: 0 P Protocal: TCP

Flow ID: 00D1S6565759b51a Transiated Protocol: TP





_images/image1210.png
Resources

Available
/Common
_sys_APM_ExchangeSupport_OA_BasicAuth
_sys_APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSupport_main

Available

/Common
HTTPS_Virtual_Targeting_PolicyL7

Enabled
<<
iRules
>>
Up Down
Enabled
Policies <<
>>
Default Pool pool_www.mysite.com v

Default Persistence Profile

Fallback Persistence Profile

None 4

None 4





_images/image1211.png
48 up 11:05, 1 user, load average: 0.12, 0.03, 0.01
Tasks: 85 total, 1 running, 84 slesping, O stopped, O zombie

<cpu(s): 0.3 us, 0.3 sy, 0.0 ni, 99.3 id, 0.0 va, 0.0 hi, 0.0 si, 0.0 st
KiB Mew : 2061024 total, 1713508 fres, 53900 used, 293616 buff/cache

ki Svep: 2097148 total, 2097148 free, 0 used. 1790344 avail Mem

top
kvorker/uz:1
systend
kehreadd
Kkvorker/0: 0
m_perepu_we
ksoftirgd/0
rew_sched
rew bh
migration/o
watehdog/0
cpunp/0
kdevtnps
netns
Khungraska
om_reaper
yriteback

Muwmmmmn G n e e






_images/image120.png
3 DosS Attack: 1459982048

Attack Type

Atk Started Dote: Jl 06, 2018 172353EDT)
Aok Durarion. 48 secs

At Los Updted: Ju 06,2018 172516EDT)
Atk Ended bt Jo 06 2018 1724.41EDT)
Severty: L Lo dMind aws
Type. Nework Do Event

Aiack Name: Flood atack

Aok 0. 1459952008

Mitigation

Dos Mode: Enforced
Mitigation Has Occurred: true

Adtion: Nene

Source

Protected Object

Contor: bighcniestiab
Hosname. bigpt anaenisd

Hos . 1521681100

Flow 0 0000000600000080

Vendor. () Atvanced Frewal Modle 13101008

D05 Source: Volumetric, Aggregated across all SrlP's, Device Wide attack, metricPPS
SourcelP: 1020050

Throughput

Packets Dropped: Total:10371
Packets Recelved: Total:11946

Destination
Destination IP: 1020010
Top Source IPs Top Destination IPs Packets Received
Packets Dropped

AllDevices v oom v Selected 1 of 36 3| v | siter
Time Attack Event Mitigation Action Mitigation Reason Adtion Incorming/Drop... EPS Detection Thre... Mitigate toTh... Baseline EPS  Baseline Laten... Attack Latency
Jul 06, 2018 17:24:41(EDT)  Attack Ended None 0/0 packets
Jul 06, 2018 17:24:24(EDT)  Attack Sampled Drop 749/699 packets
Jul 06, 2018 17:24:23(EDT)  Attack Sampled Drop 749/699 packets
Jul 06, 2018 17:24:23(EDT)  Attack Sampled Drop 749/699 packets
Jul 06, 2018 17:24:21(EDT)  Attack Sampled Drop 715/665 packets
Jul 06, 2018 17:24:21(EDT)  Attack Sampled Drop 749/699 packets
Jul 06, 2018 17:24:19(EDT)  Attack Sarmpled Drop 715/665 packets
Jul 06, 2018 17:24:19(EDT)  Attack Sampled Drop 715/665 packets
Jul 06, 2018 17:24:19(EDT)  Attack Sarmpled Drop 5171467 packets
Jul 06, 2018 17:24:19(EDT)  Attack Sampled Drop 715/665 packets





_images/image121.png
ostman

Edit

IMPORT

Import a Pastman Callection, Enviranment, data dump, curl
Runscope file

ImportFi Import Folder  Import Fram Link

0Labd:

mmand, or a B






_images/image123.png
File Edit View Help

[T

Collections

G

Agiity 2018 Lab 5

9 requests

GET Stzp 11 Get Original Device DOS Pro
BT Step 2 Modify Device DOS Profile

GET Stzp 3 Get Modfizd Device DOS P
2057 Step 4s Create Address List

2057 Step 5 Create Hew Rule

2057 Step 6 Create Hew Rule List

2057 Step 8 Create New Polcy Rule List
2057 Step 8 Create Drop Rule in Policy

POST Step 10; Deploy Policy to bigip02





_images/image1212.png
= Flowmon  DDosDefender ~ D il e dar " @) (en) (2 [ admin i | %

Attack list.
@ Attack List
0 EEEieTs ID  Attack status Start time. End time. Segment Action status. User comment Tools,
A Configuration A 17 @ACTIVE  2018-02-09 09:41:00 Active test_network | © @ Detected, @ () Mitigation Start, © @ Detected 7 © L me
16 () ENDED test_network (0 @) Detected, (©) () Mitigation Start, () @) Detected, (2 @) Detected, () Not Active, () ) Mitigation Stop, (2 Ended ” @ L \E 8
15 [JENDED  2018-02-05 11:37:00 2018-02-05 11:46:04 test_network (O @ Detected, () @) Mitigation Start, () Not Active, () @) Detected, () Not Active, () () Mitigation Stop, () Ended rd ® L\ a
14 [JENDED  2018-01-24 09:47:00 2018-01-2409:55:32 test_network (O @ Detected, () @) Mitigation Start, () @) Detected, () Not Active, () ) Mitigation Stop, () Ended 4 @® S m @






_static/class1/image87.png
single Endpoint Flood

State

Wiligate [~

Threshold Mode

© Fully Manual

Detection Threshold EPS.
Specity[+] [ 150

itigation Threshold EPS.
speciy [<] [ 200

Add Destination Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time.

10 seconds
Category Duration Time
60 seconds

[l Allow External Advertisement

Packet Type
Selected Available
‘Any ICUP (Pva) = AllTPY

All Py
Any ICHIP (Pv6)
Any Other IPv4 Protocol
Any Other IPV6 Protocol
Atomic Fragment
>> | Bad Packet
DNS A Query
<< | DNS A%aa Query
DNS ANY Query
DNS AXFR Query
DNS CNAVIE Query
DNS IXFR Query
DNS X Query
- DNS NS Query

[ cancel | [ Update






_static/class2/image81.png
Properties* | [ Branch Rules |

Name:

Route Domain Selection Agent

Route Domain

/Common/0

SNAT






_images/image122.png
xv o %

No Environrment
ples (o) v

Agility 2018

Cookies Code





_static/class2/image80.png
I
Properties* | [ Branch Rules

Name: [rd1 Resource Assign

Resource Assignment
Add new entry

Expression: Empty change
Network Access: /Common/rd1_networkaccess
Webtop: /Common/afm_webtop
Add/Delete

1





_images/image55.png
48 up 11:05, 1 user, load average: 0.12, 0.03, 0.01
Tasks: 85 total, 1 running, 84 slesping, O stopped, O zombie

<cpu(s): 0.3 us, 0.3 sy, 0.0 ni, 99.3 id, 0.0 va, 0.0 hi, 0.0 si, 0.0 st
KiB Mew : 2061024 total, 1713508 fres, 53900 used, 293616 buff/cache

ki Svep: 2097148 total, 2097148 free, 0 used. 1790344 avail Mem

top
kvorker/uz:1
systend
kehreadd
Kkvorker/0: 0
m_perepu_we
ksoftirgd/0
rew_sched
rew bh
migration/o
watehdog/0
cpunp/0
kdevtnps
netns
Khungraska
om_reaper
yriteback

Muwmmmmn G n e e






_static/class1/image120.png
3 DosS Attack: 1459982048

Attack Type

Atk Started Dote: Jl 06, 2018 172353EDT)
Aok Durarion. 48 secs

At Los Updted: Ju 06,2018 172516EDT)
Atk Ended bt Jo 06 2018 1724.41EDT)
Severty: L Lo dMind aws
Type. Nework Do Event

Aiack Name: Flood atack

Aok 0. 1459952008

Mitigation

Dos Mode: Enforced
Mitigation Has Occurred: true

Adtion: Nene

Source

Protected Object

Contor: bighcniestiab
Hosname. bigpt anaenisd

Hos . 1521681100

Flow 0 0000000600000080

Vendor. () Atvanced Frewal Modle 13101008

D05 Source: Volumetric, Aggregated across all SrlP's, Device Wide attack, metricPPS
SourcelP: 1020050

Throughput

Packets Dropped: Total:10371
Packets Recelved: Total:11946

Destination
Destination IP: 1020010
Top Source IPs Top Destination IPs Packets Received
Packets Dropped

AllDevices v oom v Selected 1 of 36 3| v | siter
Time Attack Event Mitigation Action Mitigation Reason Adtion Incorming/Drop... EPS Detection Thre... Mitigate toTh... Baseline EPS  Baseline Laten... Attack Latency
Jul 06, 2018 17:24:41(EDT)  Attack Ended None 0/0 packets
Jul 06, 2018 17:24:24(EDT)  Attack Sampled Drop 749/699 packets
Jul 06, 2018 17:24:23(EDT)  Attack Sampled Drop 749/699 packets
Jul 06, 2018 17:24:23(EDT)  Attack Sampled Drop 749/699 packets
Jul 06, 2018 17:24:21(EDT)  Attack Sampled Drop 715/665 packets
Jul 06, 2018 17:24:21(EDT)  Attack Sampled Drop 749/699 packets
Jul 06, 2018 17:24:19(EDT)  Attack Sarmpled Drop 715/665 packets
Jul 06, 2018 17:24:19(EDT)  Attack Sampled Drop 715/665 packets
Jul 06, 2018 17:24:19(EDT)  Attack Sarmpled Drop 5171467 packets
Jul 06, 2018 17:24:19(EDT)  Attack Sampled Drop 715/665 packets





_static/class1/image88.png
! 10.128.10.11

Showing Self IPs containing "10.128.10.11"  showallitems | Total results: 1

SELF IPS (1)
external bigip1.agility.f5.com Common





_static/class2/image83.png
Access Policy: /Common/afm_accessprofile  edit ndings  (endings: Deny [cefaut], Alow)

x — ————x—
St ) felbeck Successtil | [~ Y tolback | [ e faback
B— ™ —
fallback fallback L






_static/class1/image12.png
Rule Properties
Narme.
Partiion / Path
Description

state

Protocal

Source

Destination

iRule
action

Send foVirual
Logging
Senice Policy

Protocol Inspection Profile

allow_httn

Common

Enabled v

ToP ve
Subscriver:  [Any v
AddressiRegion: any v
Port Ay v

VLANITunnel: [any v

AddressiRegion: apecity.. ¥
® address ) Address List  Address Range

10.30.050
Eaif [Delete,
Port Specify. ¥
® Port - PortRange  Port List
]
0
Eaif [Delete,
Nane v

Accept Desisively ¥
Nane 2
Enabled ¥

Nane ¥

Nane v

CountryiRegion

]





_static/class1/image88.jpeg
@Iabs

WEB APPLICATION FIREWALL





_static/class2/image82.png
Properties* || Branch Rules |

Name:

rd0 [Resource Assign

Resource Assignment
Add new entry

Expression: Empty change

Network Access: /Common/rd0_networkaccess

Webtop: /Common/afm_webtop
Add/Delete






_images/image56.png
Security » Event Logs : Logging Profiles

Logaing Profie roperties
| Froteame oz profielooging
Description

Protocol Securty Clensbiea

Network Firewall Clenssies

Network Address Transiation | (JEnatled

DoS Protecton Enavtea

Protocal nspecton Clenssies

Ciassifation Clenssie

bos protction

DNS Dos Protecton

Pudtsner [locarabpuisher =]
S Dos Protecton

Pudlisher e =
Network Dos Protscton

e






_static/class1/image122.png
xv o %

No Environrment
ples (o) v

Agility 2018

Cookies Code





_static/class1/image9.png
Rules
1 Name

_sys_allow_ssh

_sys_allow_weh

Remove

state
Enabled
Enabled

Schedule | Address | Part| VLAN Tunnel

Any
Any

Source

Any Any
Any Any

Destination

Address | Port | Protacal

Any
Any

22 6(TCR)
443 6 (TCF)

[ Reorder | [(Add |
action | Logging

Accept Disabled
Accept Disabled





_static/class2/image85.png
Configuration: | Advanced
Protocol

Protocol Profile (Client)
Protocol Profile (Server)
HTTP Profile

FTP Profie

RTSP Profie

SOCKS Profile

Stream Profile

XML Profile

SSL Profile (Client)

SSL Profile (Server)

TCP

tep
(Use Ciient Profile)
htip

None

None

None &

None

None &

Selected
ICommon
dlientss

>

Available
ICommon
dlientsskinsecure-compatible
crypto-server-default-clientss!
‘wom-default-clientss!

Avallable

ICommon
‘apm-default-serverss!
crypto-client-default serverss!
peoip-default-serverss
serverss!





_images/image551.png
Security »

# - | Protocol ~ [ Network -

al [LastFiour v [Search] Custom Search. o T
+ Time. + Virtual Server + Profile Name + Address | ¢ + Geolocation | + Address | ¢ Port | ¢ Route Domain |+ Description + Support ID + Violation + Protocol | = Request URI + Action
2015-07-11 16:37:44 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49679 NA 192.168.1.50 80 o Host header contains IP address 315007152190128139 HTTP protocol compliance failed HTTP Idvwa/vuinerabilities/sqli_blind/ ALARM
2015-07-11 16:37:43 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49678 NA 192.168.1.50 80 o Host header contains IP address 315007152190128136 HTTP protocol compliance failed HTTP Jdvwavuinerabilities/sqli/ ALARM
2015-07-11 16:37:43 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49677 NA 192.168.1.50 80 o Host header contains IP address 315007152190128137 HTTP protocol compliance failed HTTP Ildvwavuinerabilities/captcha/  ALARM
2015-07-11 16:37:42 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49674 NA 192.168.1.50 80 o Host header contains IP address 315007152190128134 HTTP protocol compliance failed HTTP Jdvwahvulnerabilitiesfi/ ALARM
2015-07-11 16:37:42 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49671 NA 192.168.1.50 80 o Host header contains IP address 315007152190128135 HTTP protocol compliance failed HTTP JIdvwahvulnerabilities/csril ALARM
2015-07-11 16:37:41 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49670 NA 192.168.1.50 80 o Host header contains IP address 315007152190128132 HTTP protocol compliance failed HTTP Idvwalvulnerabilitiesiexec/ ALARM
2015-07-11 16:37:41 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49669 NA 192.168.1.50 80 o Host header contains IP address 315007152190128133 HTTP protocol compliance failed HTTP JIdvwahvuinerabiliies/brute/ ALARM
2015-07-11 16:37:40 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49668 NA 192.168.1.50 80 o NA 315007152190128130 lilegal file type HTTP Idvwalsetup.php ALARM
2015-07-11 16:37:40 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49667 NA 192.168.1.50 80 o Host header contains IP address 315007152190128131 HTTP protocol compliance failed HTTP Jdvwal ALARM
2015-07-11 16:37:40 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49668 NA 192.168.1.50 80 o Host header contains IP address 315007152190128130 HTTP protocol compliance failed HTTP Idvwalsetup.php ALARM






_static/class1/image121.png
ostman

Edit

IMPORT

Import a Pastman Callection, Enviranment, data dump, curl
Runscope file

ImportFi Import Folder  Import Fram Link

0Labd:

mmand, or a B






_static/class1/image89.png
f5 BIGIQ

Devices

Standal

Time: Jul 0

8 07:58PDT)

admin &

oE

> BIGHIP CLUSTERS

DEVICE GROUPS

» BACK UP & RESTORE

1P POOLS

DEVICE TEMPLATES

» CONFIG TEMPLATES

BIG-IP Devices

AllBIG-IP Devices v

[ saveice || epormentory || Femovetence | Removerisenices | morew |
| Status  Device Name P agiress ClsterDisply Name
| e bgpronsienisn 1921681100
| e bgpaonsienisn 1921681150

Stats Collection Status

Enabled

Enabled

Data Collection Device

bigiq01-ded.local

bigiq01-ded.local

tems:2
Stats Last Collection Date Services

U106, 2018 10S8T8(ED... 4 Compiete mport 135k

U106, 2018 105759(ED.. 4 Complete mport 135k

Version

BIG-P13.1.0.1 Build 0.0.8 Point Release 1

BIG-P13.1.0.1 Build 0.0.8 Point Release 1

~ | diter.





_static/class2/image84.png
Local Traffic » Virtual Servers : Virtual Server List

General Properties
Description
i  —
o
E—
‘Service Port 443 HTTPS. :

Notfy Status to Virtual Address | @
State. Enabled ¢





_static/class1/image114.png
» Packet Parameters

» Devices

TraceResults

Device Name: bigip2.dnstest|ab  Source VLAN: /Common/OUTSIDE

a4 4 4 4 4 3 3

Device P Intelligence DeviceDos Device Rules Route Dormain IP Intelligence  Route Domain Rules Vinual Server P Intelligence  Virtual Server Dos. Vinual Server Rules Device Default

Route Domain Rules

Result Decisve Allow
Paliqy Narme JCommon/rd 0 policy

Palicy type Enforced

Paliqy Staged Ho

Rule Name ICommantweb ule listallow._ssh
Route Domain Name sCommanio

Source FQDN unknawn

Source Geo Location No-laskup

Source User ID

Source User Graup

Destination FQDN unknown
Destination Geo Location Norlaokup
Redirected Virtual Nane

Log Canfig Enabled






_static/class1/image82.png
Security »» Event Logs : DoS : Network : Events

Nt

ation ~

D

~ | Logging Pr

o] s e o 2o s o e e e
evice. Aftack Stopped  Bad TCP flags (all flags sefy None 4112387691 0 o

evice 1020010 80 Aftack Sampled Bad TCP flags (all flags sef) Drop 4112387691 587 597
evice. 1020010 80 Aftack Sampled Bad TCP flags (all flags sef)y Drop 4112387691 583 593
evice. 1020010 80 Attack Sampled Bad TCP flags (all flags set) Drop 4112387691 601 601





_static/class2/image77.png





_static/class1/image113.png
Packet Traces

Create compare || clone Delete Selected 1 of 1

¥ @ Names Devices Date Created Status Protocol Source IP SourcePort  DestIP Dest Port

v sshrace bigip2 dnstestIab Jul 09, 2018 04:50.54(EDT) FINISHED tcp 10200200 9999 1030050 22





_static/class1/image81.png
Security »
# - D

ionatures Eviction Policy

View Filter

Enter Vertor Name Attack Status Average Aggregate EPS Current Dropped EPS Detection Threshold EPS

Profie AtackVector & State ¢ Family 4 | Leaming 4| Context & -] Agaregate & [~ BadActor & -] Atiacked Destination & Curtent |1 min |1 hour | Agaregate | Bad Actor | Attacked Destination | Trreshold Hode | Agaregate | Bad Actor | Aticked Destination

dos-device-confiy B2 TCP flags (all a0s s=i) Mitigate @Ready Device A Defected @ None © None 0 728 0 0 0 0 FullyManual 50 Ni# Ni#






_static/class2/image76.png
) DI o (owe ) ®





_static/class1/image116.png
Network Security Logging Configuration

This wil create logging configuration objects needed to send Network Security logging events from the BIG-
1P1s) associated with these Shared Security Virtual Server(s) to BIG-IQ Data Collection Devices. Events
received on the DCDs can then be viewed on this BIG-1Q. These objects will be shared among these Shared
Security Virtual Serveris) and should not be modified, because it could affect the BIG-P's abilty to send
events.

The following will be created (if needed)
One or more Logging Profiles

Log Publisher

Log Destination

Pool for each device

Pool Mermbers

Pool Monitor

Continue || Cancel





_static/class1/image84.png
single Endpoint Sweep.

State
Wiligate [~

Threshold Mode

Fully Manual

Detection Threshold EPS.
Specity[+] [ 150

itigation Threshold EPS.
speciy [<] [ 200

Add Source Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time.
10 seconds

Category Duration Time
60 seconds

[l Allow External Advertisement

Packet Type
Selected Available
AllIPu. = AllIPvE

Any ICHIP (Pva)
Any ICHP (IPv6)
Any Other IPv4 Protocol
Any Other IPV6 Protocol
Atomic Fragment
>> | Bad Packet
—{ons A cuery
<1 | DS Axaa Query
= | DNS ANY Query
DNS AXFR Query
DNS CNAVIE Query
DNS IXFR Query
DNS X Query
- DNS NS Query






_static/class2/image79.png
Properties || Branch Rules

Name: |rd: g l

Route Domain Selection Agent

Route Domain /Common/rdl %

SNAT none +






_static/class1/image115.png
Contexts

Deploy || configure Logging

v

8 Names

0
0
APP-10400.150
DMZ10.30.0.150
gobal

gobal
inside-1010.0.11
Pva_ANY

1Pv4_TCP

Disable Logging

Partition

Common

Common

Common

Common

Common

Common

Common

Common

Common

Firewall Type

route-domain
route-domain
selfip

selfip

gobal

global

selfip

vip

wip

1P Address

10.40.0.150/24

10.30.0.150/24

10.10.0.11/24

00000

00000

Device

bigpt anstestlab
bigip2 dnstestlab
bigip2 anstestlab
bigip2 dnstestlab
bigip2 anstestlab
bigpt dnstestlab
bigit anstestlab
bigip2 dnstestlab

bigip2 dnstest lab

Selected 1 0f 19

Enforced Policy

Cormmonird_0_policy

Common/Global





_static/class1/image83.png
Conce)





_static/class2/image78.png
Access Policy: /Common/afm_accessprofile

fallback | [~ Successful ¢_»_-
Firewall
s






_static/class1/image118.png
Network Security: Firewall Events.

All Devices v Ssecondrefesh v SRR ¥ v fiter.

Time Host Context Name Policy Type Policy Name Rule SrCSu... SrcGeo SrcFQDN Src Address srcport SrcVLAN/Tunnel  Dest Geo DestFQDN  Dest

Jul 06,2018 16:49:46(.. bigip2 dnstestlab  Virtual Server 1PV4_UDP. Enforced (Default) Unknown unknown 10200200 52778 oUTSIDE Unknown unknown 2392. 1900

Jul 06,2018 16:49:44( . bigip2 dnstestlab  Virtual Server 1PV4_UDP. Enforced (Default) Unknown unknown 10200200 52778 oUTSIDE Unknown unknown 2392. 1900

Jul 06,2018 16:49:43(.._ bigip2 dnstestlab  Virtual Server 1PV4_UDP. Enforced (Default) Unknown unknown 10200200 52778 oUTSIDE Unknown unknown 2392. 1900

Jul 06,2018 16:49:43( .. bigip2 dnstestlab  Virtual Server 1PV4_UDP. Enforced (Default) Unknown unknown 10200200 52778 oUTSIDE Unknown unknown 2392. 1900

Jul 06,2018 16:49:16(... bigip2 dnstestlab  Virtual Server 1PVa_TCP - Unknown 10200200 58249 ouTSIDE Unknown 1040... 80

Jul 06,2018 16:49:12(.. bigip2 dnstestlab  Virtual Server 1PVa_TCP. - Unknown 10200200 58250 oUTSIDE Unknown 1040... 80

Jul 06,2018 16:49.00(. bigip2 dnstestlab  Virtual Server 1PVa_TCP - Unknown 10200200 58254 ouTSIDE Unknown 1020... 80

Jul 06,2018 16:49.05(.. bigip2 dnstestlab  Virtual Server 1PVa_TCP. - Unknown 10200200 58249 oUTSIDE Unknown 1040... 80

Jul 06, 2018 16:49.05(.. bigip2 dnstestlab  Virtual Server 1PVa_TCP. Enforced rd_0_policy JCommon/applicati Unknown unknown 10200200 58249 oUTSIDE Unknown unknown 1040... 80

Jul 06,2018 16:49.03(.. bigip2 dnstestlab  Virtual Server 1PVa_TCP. Enforced rd_0_policy JCommon/web_rul Unknown unknown 10200200 58254 oUTSIDE Unknown unknown 1020... 80

Jul 06,2018 16:49.03(._bigip2 dnstestlab  Virtual Server 1PVa_TCP - Unknown 10200200 58254 OUTSIDE Unknown 1020... 80
T

Date: Jul 06,2018 1643 05(EDT) Type Network Event Source Gealocatian: Unknown

Context Type: Virtual Server Severity: & Srclser: unknown

Context: /Comman/Py4_TCP Msg Number: 23003137 Src User Group: unknown

ACL Policy Type: Enforced Adtion: Accept decisively SourcelP: 10200200

ACL Palicy Name: 1d_0_palicy SourcePart: 58249

Rule Name: /Comman/application_rule_lst:alow_http Source FQDN: unknown

Hostname: bigip2.dnstestlab Transiated Src P: 10200200

Host IP: 192.1681.150 Translated SrcPort: 58249

Vendor: F5 Destination IP: 10.40.0.50

Praduct: Advanced Firewall Madule Destination Port: 80

Version: 13101008 Destination Gea: Unknawn

VLAN: OUTSIDE Destination FQDN: unknown

Translated VLAN: /Common/APP. Translated DestIP: 10.40.0.50

Route Domain: 0 Translated Dest Port: 80

Transiated Route Domain: 0 P Protocal: TCP

Flow ID: 00D1S6565759b51a Transiated Protocol: TP





_static/class1/image86.png
General Properties
Narme.

Partiion / Path

Description

IP Intelligence Policy Properties

Feed Lists .

Default Action

Default Log Actions

Blackiist Matching Policy

ip-intelligence

Common

Selected Available
iCommon

Drop_v

Log Whitslist Overtides [T
Log Blacklist Category Matches No v

Blackiist Categary denial_of_senvice v
Action Drop v
Log Blackiist Category Matches | Yes v

Log Whitelist Overrides Use Policy Default ¥

Match Override Match Source v
‘Add| Replace

Blacklist Category Action Log Blackiist Category Matches
denial_of_senice Drop  Yes

Delete,

Log Whitelist Overrides
Use Policy Default

Match Override
Match Source





_static/class1/image117.png
Device DoS Configurations.

Configure Dos Logging || Disable Dos Logging

Device

@ bigipt dnstest.ab

bigip2.dnstest.lab

Selected 1 of 2
Last Updated

Jul 06,2018 16:154S(EDT)
Jul 06,2018 15:1344(EDT)

DS Logging Configuration

This will create logging configuration objects needed to send Dos logging events from the BIG-1P(s)
associated with these Device DoS Configis) to BIG-IQ Data Collection Devices. Events received on the DCDs
canthen be viewed on this BIG-IQ. These objects will be shared among these Device DoS Configls) and
should not be moified, because it could affect the BIG-IP's ability to send events.

The following will be created (if needed)
One or more Logging Profiles

Log Publisher

Log Destination

Pool for each device

Pool Mermbers

Pool Monitor

Continue || Cancel






_static/class1/image85.png





_static/class2/image8.png
Resources

Available
_sys_auth_ssl_cc_ldap
_sys_auth_ssl_cridp
_sys_auth_ssl_ocsp
_sys_auth_tacacs
_sys_https_redirect

Available

/Common
HTTPS_Virtual_Targeting_PolicyL7

Enabled
<<
iRules
>>
Up Down
Enabled
Policies <<
>>
Default Pool pool_www.mysite.com v

Default Persistence Profile

Fallback Persistence Profile

None 4

None 4





_static/class1/image119.png
DoS Attacks Summary

Last 2 hours

50
a5

a0

Total

s

a0

Attack D

1459982048

2320130250

1162212690

2571724973

1459982048

2320130250

1162212690

2571724973

1520

v oo

Severity

o

[

[ -

[

[ -

[

e

[

1540

Protected Object

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

bigipt dnstest.ab

v AllDOS Attack Events

15550

Host

bigipt

bigipt

bigipt

bigipt

bigipt

bigipt

bigipt

bigipt

v AllDevices

dnstestlab

dnstestlab

dnstestlab

dnstestlab

dnstestlab

dnstestlab

dnstestlab

dnstestlab

16100

Detection Mode

16110

Top Protected Dbject:

bigip! dnstest lab.

AttackName,  EPS

Flood attack

Sweep attack

Flood attack

Sweep attack

Flood attack

Sweep attack

Flood attack

Sweep attack

1620

s

Incoming/Dropped

11,046/10,271 packets
86.8% dropped

15,824/13,543 packets
85.6% dropped

21,646/17,196 packets
79.4% dropped

17,599/11,894 packets
67.6% dropped

11,046/10,271 packets
86.8% dropped

15,824/13,543 packets
85.6% dropped

21,646/17,196 packets
79.4% dropped

17,599/11,894 packets
67.6% dropped

1620 1640

Status
Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

Attack Ended
Mitigated

16550 17:00

Top Attacks

Start/End ..

1710

Total Aftacks

Longest Duration

48s

1720 ‘M

Attacks Mitigated

Highest Attack Severity

Jul 06,2018 17:23 S3(EDTHJul 06, 2018 17:2441(EDT)
(48 secs)

Jul 06,2018 17:23 S3(EDTHJul 06, 2018 17:24:14(EDT)
(20 secs)

Jul 06,2018 16:29.00(EDTHJul 06, 2018 16:29:36(EDT)
(35 secs)

Jul 06,2018 16:28:43(EDTHJul 06, 2018 16:29:00(EDT)
(17 secs)

Jul 06,2018 17:23 S3(EDTHJul 06, 2018 17:2441(EDT)
(48 secs)

Jul 06,2018 17:23 S3(EDTHJul 06, 2018 17:24:14(EDT)
(20 secs)

Jul 06,2018 16:29.00(EDTHJul 06, 2018 16:29:36(EDT)
(35 secs)

Jul 06,2018 16:28:43(EDTHJul 06, 2018 16:29:00(EDT)
(17 secs)





_static/class2/image35.png
Security » Network Firewall : Policies

Rule Properties

Name permit_log

Description

Type Rie ¢
state Enabled ¢
Protocol Any B
AdcressiRegion:| Any ¢
Source
VLAN/Tumnet: (Any ¢
Destination AdcressiRegion:| Any &
Rule None D

Accept

‘Service Polcy None

Cancel | Repeat | Finisned





_static/class2/image27.png
rity »» Event Log

Logging Profile Properties
Profle Name.
Protocol Security
Network Firewall
DoS Protection

Logging Profil

frewall_log_profile

@ Enabled
|4 Enabled

© Enabled

Protocol

‘Security|

Network Firewall

HTTP, FTP, and SMTP Security






_static/class2/image26.png
Selected Available

ICommon 5 ICommon 5
D local-db alertd
locak-sysiog






_static/class2/image29.png
Local Traffic » Virtual Servers : Virtual Server List

Properties

E « 3

Policy Settings:

Resources

Security

Basic 4

~ | Statistics

Destination

Service

Application Security Policy

Protocol Security

Network Firewall

Network Address Translation

10.10.99.30:443
HTTPS

Disabled %
Disabled %

Disabled
Disabled

Enforcement:

|

Staging:

~ | Use Device Policy
~ | Use Route Domain Policy

Policy| None %

Service Policy None v
IP Intelligence Disabled 4%
DoS Protection Profile Disabled %
Anti-Fraud Profile Disabled %
Enabled... §
Selected Available
/Common /Common
Log Profile firewall_log_profile << Log all requests
Log illegal requests
>> global-network
local-dos
Update
* Search
Policy Type | Enforced 2 Source Destination
|v| Name |=| | Rule List | Description | State Schedule | Address/Region | Port | VLAN / Tunnel | Address/Region | Port | Protocol | iRule | Action | Logging
(Default) Enabled Any Any Any Any Any Any Accept
Delete... = Search Logs... Reset Count






_static/class2/image28.png
Logging Profile Properties

IPmiIesz-_\ ‘ frewall_og_profie
Prolocol Secury | @ enatles
Network Firewal | @ enavles
Do Protection | O Enabiea

Network Firewall

Publisher

Aggregate Rate Limit

Log Rule Matches.

Log IPErrors.

Log TCP Errors

Log TCP Events

Log Translation Fields

Always Log Region

Protocol Security f Network Firewall

@) Accept

Rate Limit[Indefinite_v

I Drop.

Rate Limit[Indefinite_v

I Reject

Rate Limit[Indefinite_v

@ Enabled

Rate Limit[Indefinite_v

@ Enabled

Rate Limit[Indefinite_v

@ Enabled

Rate Limit[Indefinite_v

@ Enabled

Flelolist v

Selected ftems:

Available ftems:

faction
acl_policy_name
acl_policy_type.
ac_rule_name
bigip_hostname.
context_name
context_type.
date_time

dest geo
destip

(o] oo






_static/class2/image30.png
Security »

~ | Network -

LastHour v |[Search| Custom Search. G st
< Time |+ Context |+ Name |+ PolicyType |+ PolicyName |+ Rule |+ User |+ Region |+ Address | + Port| + VLAN /Tunnel | + Region | + Address

+ Drop Reason

No records to display.

Create Rule.






_static/class2/image3.png
Al networks are /24

st com:
1010121125
www.yoursite.com:
clentetwork: clientnetworc servemetwork:  10.10121.130
1010121131 g
A= BIGIP AFM301 277 Webserver
win? Clent 10.10.121.132
BIGIP_mamt net:
T92766.3.196
Ssh rootAgityt

WEB Ui admin:Agilty!

Management
Network






_static/class2/image32.png
Securlty » Network Firewall : Policles

Name downloads_policy|

Description

Cancel | Repeat | Finisned





_static/class2/image31.jpeg
Security »

£+ ~  Application ~ | Protocol

~ | Network

Network Address Translation v

DoS

Logging Profiles

il || Last2 Hours v |[Search| Custom Search [ Source | Destination I
[v| & Time + Context + Name + Policy Type | ¢ Policy Name | © Rule |+ User ¢ Region ¢ FQDN | ¢ Address | ¢ Port ¢ VLAN/Tunnel ic Region | < FQDN | ¢ Address 4 Port
‘ 2016-07-17 18:12:39 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 10.10.99.222 49528 /Common/outside No-lookup 10.10.99.30 443
10.10.99.222 49528 _loopback 1111 80
2016-07-17 18:09:21 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 10.10.99.222 49478 /Common/outside No-lookup 10.10.99.30 443
10.10.99.222 49478 _loopback 1111 80
2016-07-17 18:08:32 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 10.10.99.10 56453 /Common/outside No-lookup 10.10.99.30 443
10.10.99.10 56453 _loopback 1112 80
) 2016-07-17 18:08:32 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 10.10.99.10 56453 /Common/outside No-lookup 10.10.99.30 443
10.10.99.10 56453 _loopback 1112 80
2016-07-17 18:07:38 Virtual Server /Common/EXT_VIP_10.10.99.30 - No-lookup 49478 /Common/outside No-lookup 10.10.99.30 443






_static/class2/image34.png
Security » Network Firewall : Policies

Rule Properties

Name block_export_restricted_countries

Order | First 4 ‘

Desciption
Tye  |[Rue ¢
Sete  |[Enebled ¢

Protocol | [ Any.

‘AdressiRegion:| Specly.. ¢
‘Address  Address List ) Address Range © Counry/Region
| Canada (CA) 4| State: | Select.
Afghanistan (AF)
China (CN)
Canada (CA)

Edit
VLAN / Tumne: | Any

Destination | Adaress/Region: | Any.

| None

[ Drop

[ None )

[ Enabled 3] ‘

Cancel || Repeat | Finisned





_static/class2/image33.png
General Properties.

Security » Network Firewall : Policies

Name
Partiion / Path

Description

[ dowtoads oty

Upgate || Clone || Delete.

Source

Reorder

Name | (=] Rule Lst

Adaress/Region | Port

Adaress/Region

Service Polcy

No records to display.

Remove






_static/class2/image53.png
eeeeeee

mmmmmm






_static/class1/image60.png
DNS A Query

15

Category Duration Time.

60

/Add Source Address to Category

Category Name [ denial_of_senice -

‘Sustained Attack Detection Time

seconds

seconds

[l Allow External Advertisement






_static/class2/image55.png
Security »

# - | Protocol ~ [ Network -

al [LastFiour v [Search] Custom Search. o T
+ Time. + Virtual Server + Profile Name + Address | ¢ + Geolocation | + Address | ¢ Port | ¢ Route Domain |+ Description + Support ID + Violation + Protocol | = Request URI + Action
2015-07-11 16:37:44 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49679 NA 192.168.1.50 80 o Host header contains IP address 315007152190128139 HTTP protocol compliance failed HTTP Idvwa/vuinerabilities/sqli_blind/ ALARM
2015-07-11 16:37:43 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49678 NA 192.168.1.50 80 o Host header contains IP address 315007152190128136 HTTP protocol compliance failed HTTP Jdvwavuinerabilities/sqli/ ALARM
2015-07-11 16:37:43 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49677 NA 192.168.1.50 80 o Host header contains IP address 315007152190128137 HTTP protocol compliance failed HTTP Ildvwavuinerabilities/captcha/  ALARM
2015-07-11 16:37:42 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49674 NA 192.168.1.50 80 o Host header contains IP address 315007152190128134 HTTP protocol compliance failed HTTP Jdvwahvulnerabilitiesfi/ ALARM
2015-07-11 16:37:42 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49671 NA 192.168.1.50 80 o Host header contains IP address 315007152190128135 HTTP protocol compliance failed HTTP JIdvwahvulnerabilities/csril ALARM
2015-07-11 16:37:41 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49670 NA 192.168.1.50 80 o Host header contains IP address 315007152190128132 HTTP protocol compliance failed HTTP Idvwalvulnerabilitiesiexec/ ALARM
2015-07-11 16:37:41 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49669 NA 192.168.1.50 80 o Host header contains IP address 315007152190128133 HTTP protocol compliance failed HTTP JIdvwahvuinerabiliies/brute/ ALARM
2015-07-11 16:37:40 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49668 NA 192.168.1.50 80 o NA 315007152190128130 lilegal file type HTTP Idvwalsetup.php ALARM
2015-07-11 16:37:40 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49667 NA 192.168.1.50 80 o Host header contains IP address 315007152190128131 HTTP protocol compliance failed HTTP Jdvwal ALARM
2015-07-11 16:37:40 /Common/demo_http_vs  /Common/demo_http_security 192.168.1.10 49668 NA 192.168.1.50 80 o Host header contains IP address 315007152190128130 HTTP protocol compliance failed HTTP Idvwalsetup.php ALARM






_static/class1/image6.png
\

\
|
|
|

7010.1.0/24 I

Rl Route domain rules |

'DENY SRC 70.10.1.0/24 !

o moroco i socwae |
5 Firewall Mode

2 Virtual server / actons (drop, |

2 self IP rules reject,allow) |

Z swpivhee |

£ |

£ wiorom |

B Alowed to FP only !

|
|
Global drop rule |- )

90.10.00/24
Alowed to all ViPs

Appserver 2
1010.110

App server 1 TP
1010111 70.168)

Application servers
& network resources






_static/class2/image54.png
on)

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHPIMySQL web application that is damn vuinerable. Its main goals
are to be an aid for security professionals to test their skills and tools in  legal environment, help web
developers better understand the processes of securing web applications and aid teachers/students to
teach/leam web application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting providers public html folder or
any intemet facing web server s it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which s used solely for testing,

Command Execution

= " Disclaimer
File Inclusion
SQL Injection We do ot take responsibilty for the way in which any one uses this application. We have made the purposes of
the application clear and it should not be used maliciously. We have given wamings and taken measures to
SQL Injection (Blind) prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation

of DVWA itis not our responsibility it i the responsibilty of the person/s who uploaded and installed it

General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level on their respective
page.

DVWA Security

You have logged in as ‘admin’

Logout

Username: admin
Level: low
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